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Look for these
hints to help you
in the labs

Introduction to Versa Director

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you
to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing this
lab, you will be able to:

* Identify the functions of the main Versa Director tabs
* Navigate through the Versa Director environment to accomplish some basic tasks

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an email
to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa Director.
Versa Director can be accessed by opening the Google Chrome browser on the Remote Desktop.
There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the environment.
Each student has their own remote desktop, but the Versa Director is shared. Because of the shared
environment, you may see configuration templates, device groups, workflows, and devices that
other students have created, or that have been pre-provisioned within Versa Director. It is
important that you only modify the configuration components that are assigned to you by your
instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will allow

you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of
this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Exercise 1: Identify the main components of Versa
Director

Please refer to the Lab Access Guide for instructions on how to connect to the remote lab
environment.

In the remote landing station, open the Google Chrome browser and log into Versa Director. You
should be placed into the Administration > Appliances dashboard of Versa Director. There are 5 tabs
at the top of the Versa Director user interface. Each of the tabs represents a set of dashboards to
perform certain tasks, such as monitoring devices, managing configuration components on Versa
Director, and creating and managing different components. The currently selected tab is highlighted
automatically:
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1721504 # Branch Fri, Dec 16 2022, 10:12 Tenant!
1721506 # Branch Fri 2022, 08:56
172.15.0.52 # Branch Fri, Dec
172.15.0.10 # | Branch Fri 2022, 10:12
10.2340.103 # | Contralle Tue, Dec 13 2022, 08:58
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2022,09:09 Tenant!

r User Mana

& Inventory feranct
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Many times there | The Appliances table of the Administration dashboard lists all of the deployed appliances in
are multiple ways | the SD-WAN environment. You can click on a device in the list to navigate directly to that
:;:z:f:t\zmdows device’s configuration and monitoring dashboard. You can also navigate to the individual
and dashboards. | device configuration and management dashboard by clicking the Monitor tab.

The main tabs are:

* Monitor: Provides access to device specific statistics, status, and configurations

* Configuration: Provides access to configuration components stored on Versa Director, including
Device Groups, Bind Data, and Device and Service Templates

»  Workflows: Provides access to create new workflows and to view and update existing workflows

* Administration: Provides access to SD-WAN environment configuration, including device
inventory, deployment information, overlay configuration, external connectors, organization
definition and configuration, user management, and licensing. It also provides access to the
software management features, such as downloaded OS packages, Security Packages (Spacks),
etc.

* Analytics: Opens the Versa Analytics GUI within Versa Director
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Because you’re already here, let’s explore the Administration tab.

The menu on the left displays the main categories of administration information. Wherever you see
a > symbol, this means that the category can be expanded:

4 Organizations & Organizations

= Appliances 2 Appliances

¥ Connectors b ¥ Connectors >
[ system 5 2 system %
P Notification Config... > A Notification Config... >
{33 Entitlement Manager {2 Entitlement Manager
At Director User Mana... % At Director User Mana... %
B Inventory S & Inventory ~
& SDWAN > Image

& Support S Hardware

7|
=] Security Packages
05 Security Pack... %

&

L1 ucpe S
2. Unknown Devices
¥ SDWAN S
& Support >

Expand the Connectors menu. The Connectors menu lists
the different types of connections that are available to & Organizations
other systems, such as Analytics clusters, authentication Search
. & Appliances

servers, syslog servers, and so forth. If you click on the 8 ¢ R
Analytics Cluster menu item, you'll see a table that lists all v Connectors e -
of the Analytics connectors on the system (which is &= Local » ) | analytics
currently one). The Analytics connector provides the T CMS
information needed for Versa Director to communicate ] Authentication
with the Versa Analytics node or cluster.

B syslog

2 Kafka

M amqP

2=  Analytics Cluster

0 system ~
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Next expand the System menu. The System menu is where - System

A
Versa Director system information is configured, including _ _
Versa Director High Availability, NTP servers, the Versa High Availability
Director license, DNS settings, Time Zone settings, and so Authorization *

forth. It’s important to remember that the Versa Director is
a computer system that may need to perform functions for
the local processes, including DNS lookups and local Resource

routing. These settings are NOT for the SD-WAN systems. = NTP Server

Uptime

. JONON |

These settings are for the local Versa Director system. &  Static Routes
. DNS
i License

¢ Southbound Addres...
€ Director Upgrade

P sso
) Time zone
Proxy Setting

Expand the Inventory menu. Here you will see dashboards & Inventory ~
to manage the software images stored on Versa Director, B Image
the current device inventory, which includes devices that
have been created in the Versa Director database B Hardware
(Hardware), Security Package management, OS Security = Security Packages
package management, and uCPE images. The Unknown @ 05 Security Pack..
Devices dashboard lists appliances that have been
onboarded but that have a serial number that does not L1 ucPe by
match a device serial number in the Hardware table. 2_  Unknown Devices

The SDWAN Settings dashboard is where the SD-WAN overlay address scheme is defined.

& B O studenorv

Monitor Configuration Workflows Administration Analytics (Commit Template
£ Organizations
s Overlay Address Prafixes
2 Appliances Device Settings =
¥ Connectors > ® miy 1

Preferred Software Version: N/A
B system >

(] Prefix D Total IP Addresses Used |P Addresses Available IP Addresses.

% Scheduled Tasks

i
B Notification Config.

O 172150016 1 65535 310 65226
& Enttlement Manager
24 Director User Mana
B Inventory
& SDWAN

4, sexings
& Support

{ v v v v

v
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Exercise 3: Explore Versa Director

In this lab exercise, you will explore various dashboards of the Versa Director platform and answer
questions related to the areas that you explore.

Task: Navigate to the Configuration tab. Use the GUI to find where configuration templates
are stored.
If you are assigned

Branch 110, the
template created

for your device
probably has a
name related to
Branch 110

Monitor Configuration Workflows Administration Analytics

Templates ~ Devices = Objects -

e Device Templates

Service Templates | Organizations Tem

Commeon Template

Task: Use the GUI to show where the device related configuration is stored.

Monitor Configuration Workflows Administration Analytics

Templates = Devices » Objects «

Search @ Devices

Name @ Device Groups Organizations Ten|
@ Device Bind Data
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Task: Use the GUI view the different configuration objects related to the network and SD-
WAN environment.

¥ VERSA

NETWORKS

Monitar Workflows Administration Analytics

Templates ~ Devices = Objects =
Search Transport Domains
& Tenantl Name Regions

inizations Template Type
WAN Networks

DHCP Options Profiles
VPN Profiles

525 Tunnels

Virtual Switches

Cloud Elastic Profile

Task: A workflow is a step-by-step process to perform a task. In Versa Director, a workflow
is a step-by-step process to create something, similar to a configuration wizard. The
process or settings used are saved so that the process can be repeated, or so that settings
in the original process can be changed and re-used to update or modify the object that the
workflow created.

Navigate to the Workflows tab. In the Workflows tab, examine the different types of
workflows that can be used to create configuration components.

RSA

HITWORNE

Monitor Configuration

Infrastructure ~
@& controllers e
2 Organizations - .
ontrolle

Template L
E:  Templates
[E: Application Steering
= Spoke Groups
7 Service Chains

Devices N

&= Devices
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Task: Open the Monitor tab. In the Monitor tab there is a left-side menu and a sub-menu at
the top of the table displayed on the page.

RSA

HETWORNS

Organization Menu

= Tenantl

Configuration

Workflows

Administra|

Summary Devices < Sub-Menu
Asset Summary Recent Events
Category Jown Total =
SDWAN Branches 0 0 0 ' : '

N Controllers 0 1 C [_ICE|

Hub Controllers 0 0 0
s . ] Indets
SDWAN Hubs 0 0 0

With the SP organization selected, click on the Devices tab to display devices that are
managed by the SP organization.

Click on the Tenantl organization. With the Tenantl organization selected, click on the
Devices tab to display devices that are managed by the Tenant1 organization.

Question: What differences do you see between the SP organization view and the Tenantl
organization view within the corresponding Devices tables?

Task: Click on your branch device in the Tenantl Devices table.

Question: How did the main menu bar change when you opened your branch device?

VERSA

Y Y VERSA
werwores
= 3 Monitor Analytics Configuration Administration
Configuration Workflows Administration Analytics (5D & E
[ Home [ETSITE
Search Summary Services System Tools
search Summary Devices P
£ Tenanct
3 Branch110 :10.1.64.102 Locatior Bend OR, USA
3 Director Total Appliances : & ocation @ Bend
. searcn Appliance Tags
2SR, CPE Interfaces
& Tenantl = T
S e Sddies e L Interface & Network Name Service Provider
Operational | Admin
0 10.1.64.102 # Branch Vni.0/0.0 © MPLS 2 4
O 10.1.64.103 # Branch Vni-DA.0 © INeT 4 +
&) 10.1.64.104 # Branch YNH020  © [Tenantl-LAN * *
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Key Differences: Device Context Mode (also called Appliance Context Mode)

A° B @ instrucior v

Analytics Configuration Administration

Summary Services System Tools [ Config Status ]l Upgrade ][ Subscriptian ]

¢ " Tenantl

Branch 4 64.1 Location @ Bend,OR, USA @ Reachable
CPE Interfaces
" _ Status Live Datz Bandwidth {Mb
Interface = Network Name Provider Operational |Admin 0 configured Measured
vni-0/0.0 © MPLS T T 0O Tooo < ooo
vni-01.0 © |INET T + B

[l Tooo +ooo

vni-0/2.0 © Tenantl-LAN U

& |-—Please Select— [ Latency D Jitter [ Packet Loss 7'35

N Application Traffic

Fe‘ﬁc-r\a\‘c\‘ -—-Flease Select— (O L2 SDWAN

Return to Current Device Parameters and properties that can be
lobal monitored on the device
global menus
(Exit Device
Context)

Task: Explore the Services options in Device/Appliance Context mode.
Open the Services tab for your device. There are 2 main categories of services that can be
viewed: Services and Networking. Take a few minutes to explore the type of information

available in some of the Services and Networking dashboards.

What type of information is available in the Services section?

What type of information is available in the Networking section?

Is the information listed above for an organization, or for a specific device?
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Task: Click the Home button next to your device name. What happens to the display and
top menu bar?

Y VERSA
NETWORKS
Analytics
Search Summary Services System Toolf
5 Tenanti

Branch-110 :10.0.160.103

Clicking the Home button takes you back to the main Versa Director system and
dashboards, and exits the device/appliance context mode.

Task: Explore the Director User Management menus.

Navigate to the global Administration tab in Versa Director (make sure you are no longer in
the Device/Appliance Context mode). In the Administration tab, locate the Director User
Management menu on the left side and expand the menu. Select the Provider Users from
the menu.

¥ VERSA

NETWORKS

Question: What uses are visible in the table?

Organizations

Appliances
Connectors

. . . System
Question: What role is assigned to your username?

G2 el

Entitlement Manager

>
>
Notification Config... >
>
N

A% Director User Mana...

Provider Users

Organization Users

Click your username to open the Edit Provider User dialog. User Roles

2 2o e G0

Active Users

Do you remember Question: What is the Landing Page configured for your user? @ Locked Users
what dashboard you iti  External 550 role ma..
were presented with 1%; Custom User Roles
when you first @, User Global Settings
logged on? B Inventory >
& SDWAN >
Click Cancel to close the dialog — do not change any settings. & support >
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Click on the Locked Users menu item. This is where user accounts that have been locked
out of the system due to repeated wrong passwords are listed. To unlock a user, you select
the user from the list and click the unlock button in the top right. Currently there shouldn’t
be any locked users on the list.

Organizations m| v 1 5

Appliances —

Connectors

System o
NO LOCKED USER FOUND

Notification Config... Unlock users

@ W 4 W

Entitlement Manager

[V RV VR

|24 Director User Mana...
Provider Users

Organization Users

User Roles

Active Users

“#  Locked Users

i'_i'i External 550 role ma...
i'i"i Custom User Roles

0, User Global Settings

Task: Explore the Inventory menu.

Expand the Inventory menu, then select Image Orgenization: | Select-

Organizations

Search

from the list. This is where VOS software images |5 s
Note that tth?tre is are stored when they are downloaded to Versa u ;tmt : Device Name . Serial Number
[oereea | Director. D e
:c::(l:lj\s/vz:etraeble, but :" ;'::“”“::Ma”ga z ; SN12349
the Appliance table | Select the Hardware menu. This is where |* " "o = ror—
:tzstj:o”"ec“v'ty devices that have been created in Versa Bt

Director are stored. It’s important to remember @ os securty Pack..

that when you create a device in Versa Director, ﬂ i

it is stored as an object in the Versa Director [ 2" .

database. The Hardware table lists devices that

have been created in Versa Director. The

Appliances menu table lists devices that have

been deployed and are active in the network.

When a device in the Hardware table is

onboarded or deployed in the network, a

corresponding Appliance is created in the |5 oo™

Appliance table — but only AFTER the device is [ = > = FFE e

successfully onboarded and is live. ja St:m‘;fsg z

2t Director User Mana... >

Select the Security Packages menu. This is |*"7 v

where Security Package downloads are stored g A

and listed in Versa Director. These can be used © ossecuntyPack., >

to update security package information on Elii::wmm '

devices in the network. - '
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Task: Explore the System menus.

Expand the System menu. In the System menu. Explore each of the highlighted areas to see
what information can be found there.

v VERSA

NITWORKS

Monitor

Crganizations

T -4 44 W

Appliances

Connectors

System

High Availabili

Master IP Addr
Slave IP Addres

High Availability Failover

Authorization 5 Date =

Uptime

©
a8 v

Resource

NTP Server

Static Routes

DNS

License

Southbound Addres...

| & W g

Director Upgrade
550

Time Zone

D PO T

Proxy Setting

Task: Explore the Analytics dashboard.

The Analytics tab opens the Versa Analytics dashboard. Currently there is a single Versa
Analytics node deployed in the network. However, when multiple Versa Analytics nodes
are configured and linked to Versa Director, you can select which Versa Analytics node is
displayed by choosing the node from the dashboard menu.

‘VE

—  Administrator -~

RSA : ®
NETWORKS
Workflows Analytics

Monitor Configuration Administration

Analytics-Analytics

America/Mew_York b

Refresh i

v || Lastday

S, =

S

) \E 5 sP
AN

\

\

Currently displayed Analytics Node

Organization level

Time frame of displayed data
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In Versa Analytics,
you can select the
main Dashboard
title to display
summary
information related
to that dashboard
topic. You can also
select the sub-
menus for more

specific information.

Task: Explore the Versa Analytics Dashboards
The left menu is divided into 2 main sections: Dashboards and Logs. The Dashboards
display historical statistic information gathered from devices in the SD-WAN. The Logs

section displays the logs that are sent from processes that run on the end devices.

What are the main dashboards available to view statistics?

(n Lo} 2
Dashboards R
@ SD-WAN v
Sites
Sites Map
Paths Each dashboard has sub-components
Security o that display graphs and charts related
Applications to the SD-WAN. Take a few minutes to
web explore the dashboards and sub-tabs
identity within each dashboard entry. Please
Eirewall note that because this is a lab
Threats environment there may be many

@ Secure Access iy chart§ and gr.aphs that don't con.tain
any information because there isn't
Users . . .
any production traffic running on the
Users Map

@ network.
System ~

Interfaces
GUEST VNF
SNG
Logs N
Alarms
DHCF
Authentication
Firewall
CGMNAT
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Select the System dashboard. What information is shown on the main System
dashboard?

N VERSA 2 E @ mstucor

ph e

Monitor Configuration Workflows Administration
st Aiaics P reren v B)
(A ] B3 Tenantl - Al = | Lastday k4
Dashboards
P—
SD-WAN SHSTEM
o Appliance health  Appliance activity  Appliance anomalies  Search logs actiity
Sites Map
pachs Lt 2ppiiance Health Monitoring
Security 5

Secure Access

System ~
. I

Interfaces

Appliance CPU Load (%) CPU Load (%) Memory Load (%) Disk Load (%) Sesslons Load
GUEST VNF
SNG Branch110 i 2.00% 13.00% 13.00% 0
Measanent Bancht T 200% 2800% 12.00% 0
Logs > =
Branch112 2.00% 13.00% 13.00% 0
Banh13 T 2.00% 28.00% 12.00% 0
Branch114 [ —— 200% 13.00% 13.00% 0
Branch1ls T 2.00% 28.00% 12.00% 0
Hub105 | j 2.00% 28.00% 10.00% 2

Shoning 107 o1 7 s [ |

STOP! Notify your instructor that you have completed this lab.
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Versa Workflows and Templates

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Create configuration templates using template workflows;

* Create device groups;

* Associate a device to a configuration template by assigning it to a device group; and
* Verify the services enabled in a configuration template.

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
Look for these creation. Your output may vary in some ways (some devices may or may not be present, some
m'lfetggflp you routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired
manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will

allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Exercise 1: Examine the Workflow Environment

In the following lab exercises, you will:

¢ Identify the types of workflows available in Versa Director
* Examine the structure of a Controller workflow
¢ Examine the structure of an Organization workflow

Please refer to the Lab Access Guide for instructions on how to connect to the remote lab
environment.

In the remote landing station, open the Google Chrome browser and log into Versa Director. In Versa
Director, open the Workflows dashboard. On the left-side menu there are 3 main categories of
workflows. Expand all 3 categories so that the sub-components are visible. Examine sub-components
in the diagram below.

% VERSA

HETWORKS

Monitor Configuration Workflows Administration

Infrastructure ~

@ controllers
2 Organizations —

Name Global Controller I[

nitroller-01 1
Template ~

[Es Templates

= . ) _

[E: Application Steering

£ Spoke Groups

&7 Service Chains
Devices '

= Devices ||

Each of these categories of objects or components is related to a type of object within Versa Director:

* Infrastructure Workflows are used to help create controllers and organizations.
¢ Template Workflows are used to create different template-based components.
* Device Workflows are used to create branch device (CPE) components.

There are already a few workflows saved in Versa Director that were used to create components in
the lab environment. These include:

* A Controller workflow

* A Template workflow for each of the preconfigured templates

* A Spoke Group workflow for each of the preconfigured spoke group types that are used in the hub-
and-spoke labs

* A Device workflow for each of the preconfigured devices in the lab environment.

Again, it is important to remember that these are saved processes, not the templates, controllers, or
devices that the processes create. We will examine this concept as you complete the lab.
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In the Infrastructure menu, click on Controllers. All of the controller workflows are listed in the
table. Click on Controllerl (which is the only saved workflow) to open the workflow.

Deploy Controller - Controller-01 X

General

Controller
Name Provider Organization Global Controller ID

Controller-01 5P

T peer Controller + Staging Controller « Post Staging Controller

Resource

@ Baremetal @ Create Virtual Machine
IP Address

10.234.0.103

Analytics Cluster

Analytics

Cancel

Note that the dialog title is “Deploy Controller — Controller-01”. This is because the end result of
completing the workflow is the creation and deployment of a controller.

Question: What organization owns and manages this controller?

Question: What is the IP Address of the controller?

Question: To what analytics cluster will this controller forward log and statistics information?

Question: What are the 2 roles that this controller will perform in the SD-WAN?

This controller is managed by the SP organization. We’'ll see later in the lab that sub-organizations that
fall under the SP organization can use this controller. When multiple sub-organizations use a parent
controller, the controller acts as a multi-tenant controller and maintains separate control plane
functionality for each tenant.

The IP address listed is the out-of-band management interface that is used for initial communication
between the Versa Director and the Versa Controller. It is only used for the creation and onboarding
process. Once the controller is provisioned, a separate interface associates with the Control Network is
used for further communication between the head-end components.
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This controller will be configured as a Staging controller and as a Post Staging controller. The Staging
Controller function allows devices to be onboarded through this controller. The Post Staging Controller

function allows this controller to act as a BGP route reflector, and SD-WAN CPEs will be able to establish
BGP sessions with the controller for control plane information.

Continue to the Location Information tab. The Location Information tab can be used to indicate where
the controller is physically located.

Continue to the Control Network tab.

Deploy Controller - Controller-01

Control Network

Network Name Interface VLAN ID IP Address/Prefix
CHEE (TEE7ERLEET

Gateway

Routing Protacol
O None ® BGP @ OSPF ® Static

Cancel

The Control Network tab is where you define the North-Bound interface that is normally used to
communicate with Versa Director and Versa Analytics. If the Versa Controller or Versa Analytics nodes
are not on the same broadcast domain as the north-bound interface, routing can be configured on the
north-bound interface to enable reachability.

Continue to the WAN Interfaces tab.

Deploy Controller - Controller-01

+Wan Network

WAN Interfaces

Network 1Pva 1Pve Public P Wan
| Interface

- Paool Size
Address  Gateway DHCP  FQDN Address Gateway DHCP  FQDN Address  Staging

10.2342.103| 10.23421 442121741

10.2343.103] 10.2343.1

54.165.135.5

Cancel

The WAN interfaces are the south-bound interfaces that connect to the SD-WAN environment. It is over
these interfaces that CPEs will communicate with the controller. Note that because this controller has

been deployed in a cloud environment, the internal WAN IP addresses and the public WAN IP addresses
of the cloud environment are configured.
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If you were creating a new controller, a Deploy button would be present in this dialog box, which would
begin the process of building the controller, including all of the Virtual Routers, VRF tables, routing
protocols, encryption profiles, and all other configuration components required to build a fully functional
controller. Because the controller is created before most other SD-WAN components, and other SD-WAN
components rely on configuration parameters of the controller when they are created, a provisioned
controller cannot be modified using the workflow as changes to the controller would impact all other
devices connected to the controller.

Click Cancel to exit the workflow dialog.
In the Infrastructure menu, select Organizations. The primary organization (SP in this example) is created

during the initial Versa Director configuration process. Subsequent organizations (sub-organizations) are
created using the Organizations workflow.

Open the Tenantl organization workflow.

VERSA “' E @ instructor v
Monitor Configuration Warkflows Administration Analytics Commit Template
Infrastructure ~
@ Ccontrollers Create Organization
2 Organizations -
Organization
Template > 23
_ Mame Global Crganization ID Parent
Devices > = s

IKE Authentication
_ ~ Staging CA Agent Post Staging CA Agent
PSK ' PKI
CPE Deployment Type
Shared Contral Plane O Block nter Region SDWAN
Routing
Controllers CMS Connectors Analytics Cluster Routing Instances Supported User Roles VSA Subscription

Available Add All
Search

Remove A

Controllerdt x

© 2021 Versa Networks | All Rights Reserved | Last Successful Login : Fri, Apr 15 2022, 18:48

The Organization workflow allows you to define a sub-organization and its associated parameters. Note
that the controller Controllerl is listed in the Controllers tab. This configuration allows the Tenantl sub-
organization to use the Controllerl. If another sub-organization under the SP domain is created, it could
also be allowed to use the Controllerl controller. Other tenant-specific configuration parameters can be
configured as well, including tenant-specific Analytics connectors, the default routing instances that will
be created for devices within the sub-organization, and the supported user roles available to users within
the sub-organization, which allows the parent organization to manage and control what type of access
users within the sub-organization are allowed to be assigned.
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IMPORTANT! Do not change any of the organization parameters!

Take a few minutes to explore the configuration parameters included in the organization workflow, then
click Cancel to exit out of the workflow.

Exercise 2: Examine Template Workflows

It's common for the Controllers and Organizations workflows to be used only once or twice in an entire
deployment, as those components are normally defined and deployed in the initial stages of the SD-WAN
deployment. The workflows that are used frequently are the Template and Devices workflows.

In the following exercises you will:
* Examine the structure of a Device Template workflow

In the Template workflow menu, select Templates. This opens the Device Template workflow table.
Device Template workflows are used to build the base configuration template that a group of devices will
inherit when a device is created in a later step. There are multiple workflows saved that were created
during the initial lab setup. Device Templates that are created using the Device Template workflow are
placed in the Configuration > Templates > Device Templates table in Versa Director, and are stored in the
local Versa Director database.

Click on the Template-NGFW workflow to open the workflow.

The template that is created by a workflow inherits the name of the workflow. Continue to the next page
in the lab guide to answer some questions and fill in some details related to this example workflow.

B O sudentosv

Monitor Configuration Workflows Administration Analytics Commit Template
Edit Template Template-NGFW
Basic  Interfaces  Tunnels  Routing  Inbound NAT  Services  Management Servers
Name Type Organization
T F taging Tenant1
Sub Organizations Controllers
Device Type o name o
Row Ad Conwoller-01
® Full Mesh O Hub O Hub Controlier O Spoke
Subscription @ Redundant Pair &
e () Enable VRRP Cloud CPE
(] Solution Addon Tier il
e Redundant Template Name
No Row Added
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Fill in the following information based on the workflow in your lab, or the image above:

What organization will have access to this workflow and the template that this workflow
creates?

To what controller(s) will devices that use this template connect?

This I What subscription information will be inherited by devices that use the template created by
is is the inherited .

subscription profile, this workflow?
which can be over-

ridden by a more
specific subscription
profile on a device if
desired.

Open the Interfaces tab of the workflow.

The Interfaces tab allows you to define the common interface layout of the devices that will share the
template configuration created by the workflow. Note that the device Port Configuration diagram is a

logical diagram and does not represent the actual physical device — it is only used for port mapping
purposes and basic port parameters.

‘ VE.R",.S.,A, 2 F © Studentosv

Monitor Configuration Administration Analytics Commit Template
Organization: —Please Select—
Infrastructure v
@ controllers
2 organizatons Edit Template Template-NGFW
Templats ~ Basic | Inerfaces | Tunnels | Routng || Inbound NAT || Services | ManagementServers
B Templates
[Ed Appiication Steering

& SpokeGroups

9

Number of Ports
&

Service Chains

0 4 5 ud
Devices v
= Devices wgme w UE WA RB TIEl DSL
'WAN Interfaces(2) L2 Interfaces(0) LAN Interfaces(1)
port  Interface VLANID Network Name Priority 1Pt 1Pve Circuit Type Circuit Media Circuit Tags Sub Interface More »
0 wni-0/0 Qo INET Q@ Pleases. Static None -Please Select— —Ple: rd More.
1 wni-o/1 Q0 MPLS O —Pleases, Static None ~Please Select— Id More.
.
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The LAN interfaces are the customer site facing interfaces at the local site. The Network Name is a user-
defined name, the Organization determines which sub-organization owns the port, the Zones allows the
user to define a specific security zone associated with the interface, and the Routing Instance is auto-
populated based on the routing instance name configured for the organization. The method that devices
will acquire address is specified in the template. However, the actual addressing is configured during the
device creation process, as addressing is device specific.

To assign a port to a role, click on the port and select the role from the popup window. You can also
change the assignment of a port by clicking on a port that already has an assignment.

Edit Template Template-NGFW

Basic Interfaces Tunnels

Device Port Configuration

Routing Inbound NAT Services Management Servers

Numbe
6

WAN Interfaces(2) L2 Interfaces(0) LAMN Interfaces{1)

Edit Template Template-NGFW

Basic  Interfaces  Tunnmels  Routing  Inbound NAT  Services  Management Servers
Device Port Configuration
Number of Ports 0 T N . N _
6 3 2
memi| il L2
WAN Interfaces(2) L2 Interfaces(0)

LAN Interfaces

Open the Tunnels tab of the workflow.

The Tunnels tab allows you to specify direct internet access or SD-WAN gateway functions on devices that use
the template created by the workflow. You can also configure site-to-site tunnels for non-SD-WAN tunnels

between devices.

Edit Template Template-NGFW

Interfaces.

Split Tunnels @

VRF Names~ %

Basic Tunnels | Routing | Inbound NAT | Services || Management Servers

WAN Interfaces

--Please Select—

INET

Load Balance

Site to Site Tunnels

Name ' % Peer Type Tunnel Protocol WAN/LAN Network

—Please Select— —Please Select—

DiA Gareway

LAN WRF WPN Profile BGP Enable AT Enable

—Please SelaCi--

ecords to Display
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Open the Routing tab of the workflow.

The Routing template allows you to define base routing protocol parameters if desired. When routing
protocol information is configured in the workflow, the workflow process automatically creates the route
redistribution policies required to advertise the local routing information — and routes learned through
the workflow-created routing processes — to remote sites in the SD-WAN.

Edic Template Template-NGFW
" Basic | Interfaces | Tunnels | Routing | Inbound NAT | Services |

Network " * iBGP Local AS Neighbor [P Peer AS BFD

—Please Select— ) 9 =] =] @

No Records

OSPF/ OSPR3

Network Name* 4 Area BFD Routing Instance % Prefix Nexthop Address Nexthop Tunnel Monitor

~Please Select— e B —Pleass Select— o o —Please Select-- 0

No Records to Display Na Recards
(]

Open the Inbound NAT tab.

The Inbound NAT tab allows you to create static destination-NAT to allow outside resources to reach
internal NATed devices.

VW VERSA

2 B @ instuctorv
Monitor Configuration Workflows Administration Analytics

Commit Template
Organization: | Tenant1

Infrastructure

Terplate -
4 Edit Template Base-Template-NGFW
[ Templates
[& Application Steering | Basic | interfaces | Tunnels | Routing  InboundNAT | Services | ManagementServers.
23 spoke Groups

& sen o
& service Chains
1 " Name' & WAN Networks LAN Routing Instance Protocals External Addresses External Ports Internal Addresses Internal Ports
—Please Select- —Please Select— -Please Select- o o L Qo
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Open the Services tab.

, . The Services tab allows you to define what services will be active on the device. The services
anf:;';‘egn::‘f;tzrv'ces themselves are not created in the Workflow. The services are activated in the workflow,
workflow allows you | Which instructs the workflow to create the configuration hierarchy necessary to add the
services later by defining the services within the template that will be created. If you do not

to configure the
services in the . . . . . . .

resulting template enable the services in the workflow, the corresponding configuration hierarchy will not be
created in the template.

Edit Template Template-NGFW
Basic Interfaces  Tunnels  Rouiing  Inbound NAT  Services | ManagementServers
DHCP Server @ DHCP Relay
LAN Interfaces” + DHCP Options Profile LAN Interfaces” & IP Address
—Please Select— -Please Select— —Please Select— ]
Records to Display Records to Dis
Firewall Service
Organization Security
Tenant1 Nextgen Firewall

Open the Management Servers tab.

The Management Servers tab allows you to define parameters such as NTP servers, Syslog Servers, and

other management server connectivity that will be common among all devices that use the resulting
template.

2 B @ instructorv

Monitor Configuration Workflows Administration Analytics

‘Commit Template
Organization: | Tenantl
Infrastructure >
Template v
ki Edit Template Base-Template-NGFW

[ Templates
[Es Appiication Steering Basic | Interfaces | Tunnels | Routing = Inbound NAT | Services | ManagementServers
& spoke Groups

o NTP Servers (0) Syslog Servers (0) TACACS+ Servers (0) RADIUS Servers (0) SNMP Managers (0)  LDAP Servers (0)
ervice Chains

Reachability via % 1P Address / FQDN

—Please Select— o

No Records to Display

Important! Do not change this workflow!

This workflow is used to reset the Base-Template device template throughout the lab! You will have the
opportunity to create your own template workflow next!

Click Cancel to close the workflow dialog, then select Yes from the popup.
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Exercise 4: Examine Device Workflows

After completing this lab exercise, you will be able to:

¢ Identify the components of a Device workflow

Next you will explore the Devices device template. The Device workflow is used to create the individual
devices in the network. Devices created by the Device workflows are added to the Administration >
Inventory > Hardware table in Versa Director.

Select Devices from the Devices workflow section. You will see several device workflows in the table.
These device workflows were used to create the devices in the pre-configured lab environment. In this
part of the lab you will examine the properties of one of the pre-configured device workflows.

Select the Hub device workflow in the table. This will open the workflow that was used to create the Hub
device.

Add Device - Hub

Deressevee mpie

Name

Global Device ID Organization

Deployment Type Serial Number Device Groups

CPE-Baremetal Device SR oG Hub

+Device Group

Model Number

Admin Contact Information Subscription

Email Phone Number Service Bandwidth License Period

=3

The Basic tab of the device workflows is used for the base parameters. The device that is created in the
Hardware Inventory will inherit the name of the device workflow.

In most situations, the Global Device ID chosen by Versa Director is used to avoid overlapping device IDs
within other organizations, as the Global Device ID must be unique on Versa Director. The Serial Number
is the software or hardware serial number of the device. The Subscription properties can be left at the
default values, in which case the subscription values in the template to which the device is linked will be
used. If you wish to assign different subscription values to the individual device, you may do so here.

The Device Groups parameter is used to link the device to a template. If a device group needed to link the
device to a template does not exist, the +Device Group shortcut will open the Device Group creation
dialog, where you can create the desired device group without leaving the Device workflow.
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Open the Location Information tab.

Add Device - Hub

Location Infarmation

Location

Address 1 Address 2

City State Country Zip
]
Latitude Longitude

34.052234 -118.243685 Get Coordinates

= 3

Youmustentera | The Location Information tab allows you to enter device location information. The final location

Corl:ntrv \llalue- is based on Latitude and Longitude values that are calculated from the address information. The
Other values are

optional, but the more detailed the address information, the more accurate the latitude and longitude values will
more Sp;ciﬁc you | be.Thisinformation is used to display the device on maps in the Monitor and Analytics
are, the better. dashboards.

Open the Device Service Template tab of the Device workflow.

Add Device - Hub

ElmlY| B |

Category Template

MO DEVICE SERVICE TEMPLATE ADDED

The Device Service Template tab allows you to assign service templates to the device directly. In many
instances, the service templates are assigned through the device group. Services templates are
configuration components that are specific to a service, such as Class of Service, Security, or SD-WAN

Policy (application steering). Allowing the administrator to assign a service template directly to a device
allows more flexibility for service assignment.
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Open the Bind Data tab of the Device workflow.

Add Device - Hub x

Deves sevee e

User Input  Auto-Generated

Post Staging Template - Template-Hub
Interfaces with Mask
IMET_IPv4__staticaddress MPLS_IPvd__staticaddress Tenantl-LAN_IPvd__staticaddress
Hub SM-Hub 10.27.11.130/24 10.27.12.130/24 10.27.130.98/24 ¢ =————

Device Mame Serial Mumber

\ 4

=

Service Template Variable Template : Template-Hub Device Group : DG-Hub

Service Templates : Tenantl-Datastore

User Input  Auto-Generated Clear

[ Device Name Serial Mumber
[J Hub SN-Hub

= 1

The Bind Data tab is where you enter device-specific information. When the Bind Data tab is opened, the
template associated with the Device Group (in the Basic tab) is scanned for any variables or values that
the user needs to enter. If the Bind Data tab is empty when you open it, this is usually because the Device
Group configured in the Basic tab is not properly configured, and does not have a corresponding device
template configured. When there is a problem with the device group template assighnment, the Bind Data
tab tries to look for template information, but can’t find a related template.

There are 2 ways to enter user-defined information in the Bind Data fields. The first is to enter them —-=---
directly in the fields listed in the Device Name field. The scroll bar at the bottom of the Post Staging
Template window allows you to scroll for additional values.

Another common method of entering the bind data is to click on the device name in the table. This will
f open a new dialog window that displays all of the required fields.

|

1

- Click the Hub device name in the table to examine the pre-configured bind data for the device.
IMPORTANT: Do NOT change the bind data information for the Hub105 device!

Click Cancel to close the bind data dialog when you are finished examining the data, then click Cancel
again to close the Device Workflow dialog.
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Exercise 5: Practice

In the next lab exercises you will perform the following tasks:

¢ Create a Template workflow that is named after your branch-id (e.g. Template-Branch01, Template-
Branch02, etc.)

¢ Create a new device group that links to your newly created template

* Re-assign your existing device to the new device group

¢ Commit the template in order to re-configure the existing device in the network (using the new
template configuration)

Because this course does not cover deployment of devices, you will not deploy the new device that you
create. However, you will examine the objects created in Versa Director, and you will re-assign your
existing device to the new device group that references the template that you create. You will then
commit the template so that you are familiar with the process of creating a template using Workflows
and applying the template to a device.

Create a new Device Template

In this exercise you will create a new Device Template using a Template workflow. Use a template
workflow to create the template with the following parameters:

Basic Tab:

Workflow Name: Template-[branch name] <«

Type: SDWAN Post Staging
Organization: Tenantl

Device Type: SDWAN Full Mesh
Controllers: Controller-01

Analytics Cluster: | Analytics
Solution Tier: Premier-Elite-SDWAN

Bandwidth: 25 Mbps

[ Example: Template-Branch01 ]
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Create Template

Basic | Interfaces | Tunnels | Roulng Services n Server:

Name Type Organization

Your template name from the table SOWAN Past S=R0g st

Sub Organizations Controllers
e ] MName ] Name
Row Added O |Controller-01
Hub O Hub Controller () Spoke

Redundant Pair @
[ Enable VRRP Cloud CPE

(7] Solution Addon Tier

Redundant Template Name

Q

Example Output

No Row Added

Interfaces Tab

Assign the following interface parameters in the Interfaces tab:

Port 1 Port Type: WAN
(WAN Interface 0, vni-0/0) Network Name: INET
IPv4 Address: Static
Port 2 Port Type: WAN
(WAN Interface 1, vni-0/1) Network Name: MPLS
IPv4 Address: Static
Port 3 Network Name: Tenant1-LAN
(LAN Interface 2, vni-0/2) Organization: Tenantl

Zones: Leave default
Routing Instance: (Auto-populate)
IPv4 Address: Static
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Create Template

Basic | Interfaces | Tunmels | Routing | Inbound NAT = Services  Management Servers

Device Port Configuration
" 4

Nu

F Zyihy WAN Ports Example o1 T

MEME WAN WAN LAN
WAN Interfaces(2) L2 Interfaces(0) LAN Interfaces(1)
Port  Interface VLAN ID Network Name Priority 1Pv6 Cireuit Type Circuit Media Circuit Tags Sub Interface More .
0 wni-0/0 L3 INET Q —Please s None —Please Sel / More.
1 wni-0r1 =1 MPLS D Please 5 Static None —Please Select— ’ More

Create Template

Basic  Interfaces | Tunnels ~ Routing  Inbound NAT | Services — Management Servers

il ol il b LAN Port Example Y

Kiiié
6
UE WF RB TIET DSL

MgmT W

WAN Interfaces(2) L2 Interfaces() LAN Interfaces(1)
Port  Interface VLANID Network Name Organization Zones Routing Instances 1Pud PG Sub Interface More

2 ni-0r2 oo Tenanti-LAN Tenantl —Please Select— Tenanti-LAN-VR static None

Tunnels Tab

Configure Split Tunnels. In the Split Tunnels, link the VRF Tenant1-LAN-VR with the WAN interface INET.
Make the Split Tunnels a DIA type, which allows traffic sourced from the Tenant1-LAN-VR and destined to
a non-SD-WAN destination to use the INET routing instance to forward traffic (Direct Internet Access).

Be sure to click the button to add the DIA configuration .

Create Template
Basic | Interfaces  Tunnels | Routing | Inbound NAT || Services | Management Servers

Split Tunnels €
DIA Gateway

WAN Interfaces

VRF Names &

--Please Select—

NET i
Site o Site Tunnels
Name' 4 Peer Type Tunnel Protocal WAN/LAN Network LAN VRF VPN Profile BGP Enable  NATEnable
—Please Select- —Please Select—

Please Select

o Records to Display

Routing Tab

Do not configure any Routing parameters.
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Inbound NAT Tab

Do not configure any Inbound NAT properties.

Services Tab

Enable the SFW services under the Services tab.

Edit Template Template-Branch01

Basic | Interfaces || Tunnels || Routing || InboundNAT | Services | ManagementServers

DHCP Server © DHCP Relay
LAN Interfaces’ + DHCP Options Profile LAN Interfaces’ & IP Address
Please Select— —Please Select— —Please Select— -
No Records to Display No Rec play
Firewall Service

Organization Security
Tenant! Stateful Firewall

Management Servers Tab

Do not configure any Management Servers properties.

Click the button to create the workflow and the corresponding device template.

Question: Is your template workflow listed in the workflow table?

Question: Is the object listed in the table a workflow or a template?

Navigate to the Configuration > Templates > Device Templates ca
hierarchy. Make sure that the Tenant1 organization is selected from
the organization menu on the left.

Question: Is there a template listed in the table that matches the [ Tenant
workflow name you used?
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Click on the template that you created with your workflow to open the template and use the values in
the lab to fill in the information below.

Interface Name: Address associated with the interface
vni-0/0
vni-0/1
vni-0/2

Question: Why do you think that there are variable names in the interface IP Address field of the
interfaces instead of actual IP addresses?

Network Name Interface associated with the network

MPLS
INET

LAN-Network

Virtual Routers Networks associated with the Virtual Router

MPLS-Transport-VR
INET-Transport-VR
Tenantl-Control-VR

Tenatnl-LAN-VR

Open the Services tab of the template and identify the type of security services that are enabled:

Y VERSA

NETWORNS

Monitor Workflows

Template-Branch01 Organization: | Tenant1

) 3. & )
NextGen Firewall ' n ¢

services have been CGMAT
MNext Gen Firewa

enabled in this
configuration
template

@l &

IPsec

& SDWAN

WS WS N

& Layer 2 SDWAN
Web Proxy
& Captive Portal
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Using the information in the Services tab of the template, fill in the following information:

Location Values

Stateful Firewall > Security > Policies | What 2 policies are automatically created?

Stateful Firewall > IPsec What 2 VPN profiles are automatically created?

SDWAN > Controllers What controlleris listed?

Open the Objects & Connectors tab of the template.

Expand the Objects menu and examine the types of configuration objects:

B2 emplate-Branchos
+ o Il ©

L

-
-

fL=)
[
sl
i

PP PO00O

Address

MAC Addreszes

WILAN IDs

Address Groups
Persistent Actions
Schedules

Cloud Profiles
Fre-defined b
Custom Objects »
SMAT Poal

TCP Profile

MDM Prafile

ml E e 5 &

Q. Connectors ™
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In the next lab parts you will:

* Compare the newly created Device Template to the running configuration on your device

Steps:

* Open your device in Appliance Context mode (by using the Monitor tab, the Configuration > Devices
table, or through the Administration > Appliances table.)

« Identify the security features configured on your device and compare them with the security features
configured in the device template you just created.

Step by Step Guide

Navigate to the Administration > Appliances dashboard. Locate your device in the Appliances table. Click
on your device to open the Appliance Context mode of your device.

NITWORNT

v VERSA

Monitor Configuration Workflows Administration Analytics
2 Organizations Total Appliances : 6
2% Appliances Search Appliance Tags
":" Connectors
B2 System > Name Mgrt. Address Type
1 Scheduled Tasks
sm 21505 E—
® WNoification Config.. >
L = # Branch
iz Entitement Manager Name Branch01
- 0O # Branch
2t Director User Mana... > - Location San Jose,CA, USA
. . L # Branch
B Inventory > Site ID 101
¢ SDWAN > O # | Contraller
- - — Madel cS.xlarge 7 b
Support — Lo
@ PP ? Services sdwan,nextgen-firewall.cgnat

Time Created 2022-12-16 18:11:14.103

Template 5tatus IN_SYNC
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From Appliance Context mode, navigate to the Configuration > Services dashboard and identify which
type of security service is currently active in the device:

¥ VERSA

HETWORKS

Monitaor Analytics Configuration Administration

m Branchoil Organization: Tenanti
+« B ¢ =

s CGNAT

L& Next Gen Firewa
(& IPsec

B SDWAN

& Layer 2 SDWAN

WOONS NS N

Web Proxy
2 Captive Portal

Question: What type of security service is currently available on the device?

Question: Are these services the same services that are available under the template that you
created?

Click the Home button to exit device configuration mode.

In the next lab parts you will:

e Create a device group named DG-[branch-ID] (e.g. DG-Branch01, DG-Branch02, etc.);
¢ Assign the template you created to the device group;

* Re-assign your branch device to the new device group; and

¢ Commit the template you created in order to re-configure your branch device.

Steps:

* Create a new device group with the name DG-[Branch name] (e.g. DG-Branch01, DG-Branch02, etc.).

* Assign the template that you created to the device group.

* Reassign your device to the new device group (either through the Devices > Device Group dashboard
or through the Device Workflow for your device)

¢ Commit the changes
¢ Verify that the services changed on your device from Next Gen Firewall to Stateful Firewall services.
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Step by Step Guide

From the main Versa Director dashboard, navigate to Configuration > Devices > Device Groups.

In the Device Groups dashboard, click the + button to create a new device group.

Monitor Configuration Workflows Administration

Search Templates ~ Devices ~ Objects ~
= Devices
= Search
. Device Grgyps
“ & Tenantl Name | {'ﬁ Organizations
[0 Templa Device Binv-Data Tenantl
0 Tenantl

Tenantl

Tenantl

Templates ~ Devices ~ Objects ~
set @ miy =
= Contact Information rs
o
= (LR Eltiatine Email Address {Phone Number Appliances Devices
0O |pGHub Tenanti

Tenantl

Name the device group DG-[Branch-id] (e.g. DG-Branch01, DG-Branch02, etc.)

Assign the template you created earlier to the Post Staging Template field, then click OK to create the
device group.

Add Device Group

MName Post Staging Template Association(2) Devices(0)
D&-Branchoi —————————————

Description Em|Yy| | NI

Category Template

Organization
Tenantl B Enable Two Factor Auth W CAIn Data Center

Staging Template Post Staging Template
5 Template—BrarckOﬂ a

Contact Information

Email

B URL Based ZTP
Controller VPN Profile

@ Pre Staging

@ Staging

B One Time Password

File Upload BW Limit (Kbps) File Upload Timeout (Min)

Cancel
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Question: Does your new device group appear in the Device Group table?

Question: Does your branch device appear in your device group Members list?

Assign Device to a New Device Group

In the next steps, you will use the Device workflow to assign your branch device to the new device group.

Navigate to the Workflows > Devices > Devices dashboard and locate your device in the Device Workflow
list. Click your device to open the workflow.

Locate your new device group in the Device Groups drop-down menu, and assign your new device group
to the device.

Add Device - Branch01

Name Global Device ID Organization

Deployment Type Serial Number Device Groups
CPE-Baremetal Device SN-Branch01 DG-Branch1

ce Gr

Model Number

Admin Contact Information Subscription

Email Phone Number Service Bandwidth License Period

=3 3

Click the Redeploy button to apply the changes to the Device workflow.
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You have successfully update the device information in Versa Director. The next step is to apply the
changes made in Versa Director to your appliance by committing the template.

Click the Commit Template link in the top-right corner of Versa Director.

In the Commit dialog:

Select the Tenantl organization

Select your newly created template from the Select Template drop-down

Locate your device in the Device Groups table and select the box next to your device
Ensure that the Overwrite option is selected

Click the OK button to apply the changes to the device.

vk wnN e

Commit Template to Devices *

Organization Schedule Commit &

Select Devices By @ Il Retry on Device Unreachable

O Template @ Service Template o
Select Template @ Auto Merge O Overwrite

Template-BranchO1 e.

B Reboot @

Device Groups
(0 | Devices Device Type Template State Appliance State Device Modified Differences Association
B m DG-Branchon

Brancn01 Branch OUT_OF_SYNC IN_SYNC S 1§
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Verify the Changes on the Device and Revert back to NGFW Services
In the next lab steps you will:

* Verify that the changes have been applied to your device (security services changed from Next Gen
Firewall to Stateful Firewall)

* Change your template services from SFW to NGFW services using the Template Workflow

* Re-deploy your template with the new services definition

* Apply the template changes to your device

* Verify that the security services changed from SFW to Next Gen Firewall services.

In the Versa Director dashboard, navigate to Administration > Appliances and locate your device in the
appliances table.

Click your appliance in the Appliance table to open the Appliance Context mode of your device.

In the Appliance Context mode of your device, navigate to the Configuration > Services dashboard and fill
in the diagram below:

Y VERSA

HITWORKS

Monitor Analytics Configuration Administration

m Branch0i Organization: | Tenantl

CGMAT

Stateful Firewa
[Psec

SDWAN

Layer 2 SDWAN

W Twet T N

Web Proxy

Question: What type of security services are configurable on the device?

Question: Were the changes you made applied to the device?

Next you will change the services available on your device back to Next Gen Firewall services by changing
your template using the Template workflow.

Click the Home button next to your device name to exit Appliance Context mode. This returns you to the
main Versa Director user interface.

In the main Versa Director user interface, navigate to Workflows > Template > Templates to display the
saved Device Template workflows.
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Locate your Template workflow in the table and click the workflow to open it for modification.

In your Template workflow, navigate to the Services tab.

Edit Template Template-Branch01

Basic  Interfaces  Tunnels  Routing  Inbound NAT  Services  Management Servers

DHCP Server @

LAN Interfaces” DHCP Options Profile

—Please Select— —Please Select-—

No Records to Display

Firewall Service

Crganization Security
Nextgen Firewall

Tenanti

In the Services tab:

1. Change the services to Nextgen Firewall
2. Click Recreate

When an existing template is changed by updating the Template workflow, Versa Director will prompt
you to confirm/validate the changes by doing a Difference (diff and merge) validation. The changes to the
template will be displayed, and the administrator is required to verify and deploy the changes:

Diff and Merge
Active Template
‘ > q (‘! Auto-merged(Recommended)
Current¥ (ReadOnly) Newly Generated ¥ (Editable)
¥
3 b
services [ "cgnat” G Wi il services [ "cgnat” *
traffic-identificat: traffic-identific
'tvi-8/663.8" ] using [ "ptvi514”
sery service-node-group "
id "e” ; id "e" 3
services [ "cgnat” < Wi services [ "cens
type "internal” ;

type "internsl” ;
¥ s

You changed the services from stateful-firewall to
nextgen firewall — the associated changes to the
template configuration are highlighted

Click Deploy to apply the workflow changes to the template, and to re-write the template data.
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Verify the Template Changes, and Apply the Update to your Device

Navigate to Configuration > Templates > Device Templates. Ensure that the Tenantl organization is
selected in the left-side menu.

Locate and open the device template that you just updated through the Device Template workflow.

In the Services tab of the template configuration, verify that the Next Gen Firewall services are present in
the template.

RSA

NETWORKS

NITWORNT

Monitor Workflows Admii ‘ VER SA
Monitor Configuration

Search Templates ~ Devices ~ Objects ~ " )
: i - m Template-branch110-5FW Organizati
i Device Tegnplates
4 'j s - o
service blates L o e e
Common Template Organizations s CGNAT
0 |o : ) £ pext Gen Firewa p:
O DGHub Tenantl (@ IPsec >
= ol SDWAN 3
(. Tenantl il
2 Layer 2 SDWAN >

Tenanti L
° Web Proxy

& Captive Portal
B

Navigate to the Monitor > Devices dashboard. Ensure that the Tenantl organization is selected in the left-
side menu.

Locate your device in the Devices table, and open your device. This places you in Appliance Context mode
for your device (in the same way that clicking your device in the Administration > Appliances table places
you in Appliance Context mode).

From Appliance Context mode, navigate to the Configuration > Services dashboard.

Monitor Workflows ‘

v VERSA

NITWORNKS

Monitor Analytics

Total Appliance m Branch01 Organization: | Tenanti
S

Search Devité Groups spliance Tags E 3 % & B
Device Bind Data A CGMAT

Templates = Devices » Objects =

O |Name rwmgmt. Address -

- & Stateful Firewa 5
O 1721504

0O 172.15.06 @ IPsec »
0 172.15.0.52 $  SDWAN >
O 172.15.0.10 . 5 .

O & Layer 2 SDWAN >
O | Controller-01 10.234.0.103

— Web Proxy

O |Hub 1721508

Question: What security services are available on the appliance?
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The Stateful Firewall services are still present on the device. Although you modified the template and
verified the changes, the template changes haven’t been committed to the devices that the template is
assigned to.

Click the Home button next to your appliance name to exit Appliance Context mode.
From the main Versa Director user interface, click Commit Template.
From the Commit dialog:

Select the Tenantl organization

Select your template from the Select Template drop-down menu
Select your device from the device list

Ensure that Overwrite is selected

Click OK to commit the changes to the device.

vk wnN e

Commit Template to Devices x

Organization Schedule Commit &
Tenant YYYVY/MM/DD HH:mim:ss

Select Devices By @ I Retry on Device Unreachable

© Template @ Service Template
Select Template @ Auto Merge O Overwrite °
Template-Branch01

M Reboor @

Device Groups
[0 |Devices Device Type Template State Appliance State Device Modified Differences Association

8 DG-Branch01
e Branchol Branch OUT_OF_SYNC IN_SYNC (] LY

e “ Cancel
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Verify the Changes on the End Device

Now that you have committed the template changes to your device, you will verify the changes one
more time.

From the Versa Director user interface, navigate to Administration > Appliances and locate you device
in the appliance list. Click your appliance to open the Appliance Context dashboard.

In the Appliance Context dashboard, navigate to Configuration > Services.

Question: Did the available services change from Stateful Firewall to Next Gen Firewall?

Exercise 6: Reset the Lab Environment

In this lab part you will:

* Re-assign your device to the Base-Template-NGFW template by re-assigning the Device Group in
your Device workflow

* Commit the changes to reset your device configuration to the base configuration

* Delete your user-created Device Template Workflow (which will delete the template associated
with the workflow)

* Delete the user-created Device Group that you created during this lab.

1. Navigate to the Workflows > Devices > Device hierarchy to display the saved device workflows.
2. Locate your device workflow in the Device Workflow table and click the workflow to open it.
3. Inthe Device workflow, set the Device Group to DG-NGFW.
4. Click Redeploy to update your device workflow and save the changes.
Add Device - Branch01 x

Name Global Device ID Organization

Deployment Type Serial Number Device Groups

CPE-Baremetal Device 5N-BranchO1 D-G-NGF'A1

Model Number

Admin Contact Information Subscription

Email Phone Mumber Service Bandwidth License Period

BE= -~ (201)555-0123 —Select-- 1 Years

=1 e
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Navigate to the Configuration > Devices > Device Groups dashboard.
In the Device Groups table:

1. Check the box next to your user-defined device group
2. Click the (-] button to remove your user-defined device group.
3. Confirm the device group deletion

N VERSA SElC =
Monitor Configuration Workflows Administration Analytics Commit Template
q 5 Tenantl > Device Groups (-
Search Templates ~ Devices ~ Objects ~
Seard @8 mly £5
Contact Information Members
igaricatons Email Address. Phone Number Appliances Devices
Tenantl
Tenantl Hub
Branch03
Branch02
=t Brancho4
U Tenantl

Navigate to the Workflows > Template > Templates dashboard.

In the Templates workflow table:

1. Check the box next to your user-defined template workflow.
2. Click the (=] button to remove your user-defined template workflow
3. Confirm the workflow deletion

A | VERSA 2 B O sudenosv
Monitor Configuration Workflows Administration Analytics Commit Template
Organization: | Tenanti C
Infrastructure > N
Search EANL 1 23
Template ~
[ Templates ] Name Status Last Modified Date Last Modified By
% Appiicatio {3 Template-Branchol Deployed Fri, Dec 16 2022, 14:18:44 Studento4
: pioy;
Spoke G
= SpokeGro 0| Epae s Depioyes £, Dec 09,2022 Aaminsirator
& Service Chain3 -
euces . O TemplateNGAW Depioyed Fri, Dec 09 2022, e —
= Devices () Templatesew Depioyed Fri, Dec 09 2022, 11:01:45 Administrator

To finalize the configuration change, click Commit Template in the top right, select the Tenantl
organization, and the Template-NGFW template from the Commit Template to Devices dialog. Locate
your device in the device groups table, select your device, and click OK to commit the changes to your
device.

STOP! Notify your instructor that you have completed this lab.
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Versa SD-WAN Topologies

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Analyze the configuration components of full mesh and hub-and-spoke topologies
* Configure and analyze the following topologies:

* Full Mesh

* Spoke-to-Hub-Only

* Spoke-to-Spoke-via-Hub

* Spoke-to-Spoke-Direct

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
Look for these sample outputs are SAMPLES and represent the information as it appeared during the lab guide
:‘r:'lfetggflp you creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired
manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will
allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Lab Exercise Overview

In this lab you will perform various tasks. You will begin by examining some pre-configured objects
within Versa Director that will be used to build hub and spoke topologies. A flow of the lab exercises

is:
r B
Examine the Spoke Groups that are pre-configured in the Spoke Groups workflow table
. 7
r B
Analyze the LAN routes learned on your device, and the BGP next-hops of the routes.
. 7

4 )
Create a new device template, named after your username and device ID, that is configured as a spoke
device configuration (you will use a Device Template Workflow to create the new template)

L The template will be configured with the S2H-Only spoke group )

{ N
Create a new device group named after your username and device ID that references the new template

you created

. S

{ R
Create a new device group named after your username and device ID that references the new template

you created

. J

Re-assign your device to the new device group using the Device Workflow and redeploy the device

workflow
. 7
r B
Commit the template to reconfigure your device
. 7
r B
Analyze the LAN routes learned on your device, and the BGP next-hops of the routes.

. 7
r B
Analyze the LAN routes learned on your device, and the BGP next-hops of the routes.

. 7

f Modify the spoke group in your template workflow to S2SviaH, re-deploy the workflow to recreate the )

L template, then you will commit the template to your device

( )

Analyze the LAN routes learned on your device, and the BGP next-hops (remote gateway) of the routes.
. 7
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Exercise 1: Examine Full Mesh Configuration and
Reachability

Open the Workflows tab in Versa Director and navigate to the Template > Templates dashboard.
Locate the Template-NGFW template workflow and click on the workflow to open it for viewing.

‘ HETWORKS
Monitor Configuration Workflows Administration Analytics
Organization: | —Please Select—
Infrastructure h
Search
Template ~
[ Templates ] Name Status

=z Application Steering

Template-Branch01

_ Deployed
2% Spoke Groups
: Ps (7] Iemplate-Hub Deployed
%" Service Chains -
Devices 3 [|_| Template-NGFW ] Deployed
] Template-SEW Deplayed

The Template-NGFW workflow creates a device template that is configured for Full Mesh topology

Edit Template Template-NGFW
Basic  Interfaces  Tunnels  Routing  Inbound NAT  Services  Management Servers
MName Type

Device Type

Device Type
SDWAN

@ Full Mesh | Hub ) Hub Controller ) Spoke

The Full Mesh setting creates default BGP policies policies that send all routes to the Versa

Controllers, and that allow all routes received from the Versa Controllers. This creates a forwarding
plane that has visibility of and that can forward to all remote CPE devices.
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Click Cancel to close the Template Workflow. DO NOT MAKE ANY CHANGES!

Next you’ll analyze the full mesh reachability by using Versa Director and the Monitor tab
(Appliance Context mode).

From Versa Director, navigate to Administration > Appliances and locate your device in the
Appliances table. Click on your appliance to open the Appliance Context mode of your device.

NETWORKS

¥ VERSA

Monitor Configuration Workflows Analytics

2 Organizations Total Appliances : &

22 Appliances Search Appliance Tags

¥ Conneciors 5

= System > O Name Mgmt. Address Tags Type

71 Scheduled Tasks

0O 172.15.04 # Branch
[® MNodfication Config.. > - ranc
] 172.15.0.6 # |Branch
& Endtement Manager >

O 172.15.0.52 Ei h
At Director User Mana... % - # | Branc
B inventory N ] 172.15.0.10 #'|Branch
o SDWAN E 10.234.0.103 # Contraller

@, settings O 172.15.08 # Hub

& Support >

Erancno1
Grganizations

& Security Package
& Enttlement

o Operations

@ configsSnapshots
2 system License

Monitor Analytics Configuration Administration

= mpy
Grganization Name Services Network Sub-interface
cgnat INET wni-0/0.0
O Tenantl nexigen-firewall MPLS. vni-0/1.0
sdwan Tenanti-LAN wni-0r2.0

¥ VERSA

NeTwoRks

Example of Branch01 Device Context Mode

From device context mode of your device, click on Monitor to open the device monitoring
dashboard. Locate and select the Services tab to open the services monitoring dashboard. You
will be examining the Route service to identify what routes and remote nodes are present and
visible to your device.

Branch01

Search

& Tenantt

Analytics Configuration Administration
s [ | e ‘contg saus ) pgrase
Branch01 :172.15.0.4 Location @ SanJose,CA, USA @ Reachable
Services Networking W'

0] & @

0SPF

& 5

BGP osPRu3

Copyright © 2023 Versa Networks 47



Topologies

VERSA NETWORKS LAB GUIDE

[ Eranchot
Searcn Summary Services System Tools sheil | [ conng status | [ upgrace
I Tenan

Branch01 :172.15.0.4 Location @ SanJose,CA, USA @ Reachable

Services Networking

Tenanti-ControVR

Unicast 1Pva earch Clm|y 1

DestPrefix * Interface Name Protocol Age Next Hop

+10.234.1.0/24 prvisia aGp 08:04:27 A 1721502

+172.15.00/32 prvisie 5GP 08:04:27 N4 1721502

+172.150.1/32 prvis1e £ o0 NiA 1721502

+172.15.02/32 prvisia SDWAN 08:02:36 NiA 0000

172150232 prvisia 8P 08:0227 NA 1721502

+172.1503/32 Ingirect 08:04:43 NiA 0000

172150332 prvis14 8GP 08:04:27 NiA 1721502

+172.15.04/32 directly connecte; local 08:04:50 N4 0000

+172.15.05/32 ocal 08:04:50 NiA 0000

+172.15.06/32 Ingirect SDWANR 08:02:27 NiA 0000

+172.15.07/32 Indirect SDWANR 08:04:27 N/A 0.0.0.0
Ingirect SDWANR 08:04:27 NA 0000 :

You can filter

Locate the SDWAN routes in the route table. SDWAN routes are routes routes that are
advertised and received as Versa-Private routes (node advertisements). Note that each remote
device advertises 2 SDWAN routes. The first is the endpoint used for clear-channel reachability,

and the second is the endpoint used for encrypted-channel reachability. The encrypted endpoint
is the default endpoint in the routing table.

You can change which virtual router’s routing table is displayed by selecting the virtual router
from the drop-down menu.

Branch01

Services

Summary Services System Tools

:172.15.04

Shell [(nnngsrarus] Upgrade [subsmpuon

Location '@ San Jose,CA, UsA @ Reachable

Networking

B[ @[

Tenant!-LAN-VR Unicast 1Pva Search Clm|y 1

Dest Prefix + Interface Name Protocol hge Type Next Hop.

+0.0.0.0/0 tvi-0/603.0 BGP 08:06:33 N/A 169.254.0.2

0.0.0.0/0 Indirect BGP 08:06:33 N/A 1721508

+10.27.101.0/24 wni-0/2.0 conn 08:06:49 N/A 10.27.101.10

+10.27.101.10/32 directly connected local 08:06:49 N/A 0.0.0.0

+10.27.102.0/24 Indirect BGP 08:06:33 N/A 1721506 ]

+10.27.103.0/24 Indirect BGP 08:06:33 N/A 172 lﬂ 52

+10.27.104.0/24 Indirect BGP 08:06:17 N/A 1721010

+10.27.130.0/24 Indirect BGP 08:06:33 N/A 1721608

+169.254.0.2/31 wi-0/603.0 conn 9.254.0.3

o ety onnedes = |Each LAN route has a gateway address associated |}
. 2 . ffn)
ith the advertising site’s tunnel interface

Services Networking

Brancho2

Local Ackt Name #

Sites  SLAENGTo End Paths  SLA Metrics  SLA Paths

Remote AcktName Encap Type Local IP Rx Bytes Tx Phts Tx Bytes
INET INET plaincext 1721505 172)5.07 9 5220 9 5220
MPLS MPLS plaintext 1721505 17:95.0.7 3 4500 3 4500
INET INET encrypted 1721504 17215.06 6116 1149608 6116 1149616
MPLS MPLS encrypted 1721504 17215.06 6114 1149368 6114 1149368
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Exercise 2: Examine Spoke Groups

In the next part of the lab exercise, you will examine the pre-configured spoke groups using
Versa Director. The spoke groups are created and can be viewed through the Workflows >
Template > Spoke Groups dashboard.

There are 4 pre-configured spoke groups:

* SPK-SPK-HUB: Configured as a spoke-to-spoke-via-hub spoke group, with hub 105 as the hub
device.

* SK-HUB-ONLY: Configured as a spoke-to-hub-only spoke group, with hub 105 as the hub
device.

* SPKTOSPK-DIRECT-MESHGRP-101: Configured as a Spoke to Spoke Direct spoke group, with
BGP community 101 added to the group.

* SPKTOSPK-DIRECT-MESHGRP-102: Configured as a Spoke to Spoke Direct spoke group, with
BGP community 102 added to the group.

2% B @ instuctor v

Monitor Configuration Warkflows Administration Analytics Commit Template

Organization: Tenantl

Infrastructure >

Sk Name» SPK-HUB-ONLY Organization* Tenantl Region | —-Please Select—
Template v Hub  Hub Controller
[E5 Templates
[E5 Application Steering
£ Spoke Groups Routing Instances Spoke Group Type Community Hubs Priority
& Service Chains
Tenant1-LAN-VR Spoke to Hub Only —Please Select— Hub105 1
Devices >

+Community Options

Cancel

Click on the SPK-HUB-ONLY spoke group to view its configuration.

The spoke group has the following parameters:

* Routing Instances: This identifies the customer LAN-facing routes that will be advertised to
the hub within this spoke group.

* Spoke Group Type: This determines the reachability (topology) of the hub-and-spoke
deployment. Routing policy will be configured on devices that belong to this spoke group to
determines which routes are accepted from the controller, what community values are added
to BGP route redistribution policies, etc.

¢ Community: Used for Spoke-to-Spoke Direct only (adds an extra region/group specific BGP
community).

* Hubs: Allows you to list the hubs from which received routes will be accepted (uses BGP
routing policy to accept/reject routes received from hubs).

* Priority: The priority of the routes received from the hubs (uses BGP policy/Local Preference
to adjust the priority of routes received from hubs). Multiple hubs can be configured, each
with a different priority.
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Click to close the dialog without making any changes.

Spoke to Spoke via Hub

‘ VERSA 2% B @ instructor v

NETWORKS

Monitor Configuration Workflows Administrai Analytics Commit Template

Organization: | Tenant1

Infrastructure >
¥ Name* SPK-SPK-HUE Organization* Tznantl Region  —Please Select—
Template ~ e e Hub  Hub Controller
[E2 Templates
[Es Application Steering
& Spoke Groups Routing Instances Spake Group Type Community Hubs Priority
& Service Chains = = = =
Tenant1-LAN-VR Spoke To Spoke Via Hub —-Please Select— Hub105 1

Devices >
+Community Options

Cancel

Click on the SPK-SPK-HUB spoke group to view its configuration.

The spoke group has the following same parameter set as the Spoke to Hub Only topology.
However, when a spoke group is designated as Spoke To Spoke Via Hub type, the BGP policies
created by Versa Director for the CPE devices add different community values to routes
advertised by the CPE devices. These new community values allow the hub to re-process and re-
advertise the routes to other devices (with the hub set as the BGP next-hop). These policies are
managed and coordinated by Versa Director automatically, and the administrator does not have
to manage them directly.

Click to close the dialog without making any changes.

Spoke to Spoke Direct

‘ VERSA 2 B @ instuctorv

HETWORKS

Monitor Configuration Workflows Administration Analytics Commit Template

Organization: | Tenantl

Infrastructure >
% Name+ SPKTOSPK-DIRECT-MESI | @rganizagon Tenanti Reglon | —Please Select—
Template v : ¢ Hub  Hub Controller
[ Templates
EX Application Steering
& Spoke Groups Routing Instances Spoke Group Type Community Hubs Priority
& Service Chains = =
Tenant1-LAN-VR Spoke To Spoke Direct MESHGRP-101-COMM Hub105 1

Devices >
+Community Options

Click on the SPKTOSPK-DIRECT-MESHGRP-101 spoke group to view its configuration.
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The spoke group has the same parameters as the other spoke group types, but adds an
additional BGP community parameter to define the mesh group to which the devices will belong.
All devices assigned to the same mesh group will be able to form point-to-point tunnels between
devices. Devices that do not have the same BGP community assigned will behave as Spoke to
Spoke Via Hub, and will be required to forward traffic through the hub to reach the remote
networks.

Click the Community drop-down to view the options.
These options are named communities that the administrator configures.

Click the +Community Options link to view the BGP community dialog.

Edit Community Options »

Community ID

101

U VI 102

Cancel

BGP Communities consist of 2 parts. The Versa Director user interface allows the administrator
to configure the 2™ part of the community value (the Community ID value show above). This
allows Versa Director to ensure that different organizations cannot assign the same complete
community value to a mesh group, and maintains multi-tenant routing consistency. In the
example, if another organization in a multi-tenant environment assigns the same mesh group
community value of 101, the complete community value will still be unique in the control plane,
as the first part of the BGP community will be organization specific.

Click to close the Community Options dialog without making any changes.

Click [eETl=|BMl again to close the Spoke Group dialog.
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Exercise 4: Add Device to a Spoke Group

In the next part of the lab exercise, you will create a Device Template Workflow that will be used
to configure devices to be part of a Spoke-to-Hub-Only topology. The tasks that will be complete
in this lab exercise are:

* Create a new template using a Template Workflow.

* The template workflow should be configured as a Spoke topology, with the SPK-HUB-ONLY
spoke group.

¢ The template workflow can be created by cloning the Base-Template-NGFW Template
Workflow, giving it a new name, and changing the topology type.

¢ Create a new device group that references the new template.

* Assigning your device to the new device group. You can use your device workflow to perform
this re-assignment.

*  Commit the template to the device.

The following steps will walk you through these processes.

Create a new device template with a device template workflow.

1. Navigate to the Workflows > Template > Templates dashboard. From the Templates
workflow table, check the box next to the Base-Template-NGFW workflow. This will enable
the Clone button on the task bar.

2. Click the Clone button to create a clone (copy) of the workflow.

@  iebusertio v

RSA »

NETWORKS

Monitor Configuration Administration Analytics Commit Template
Organization: | ~Select— =
Infrastructure > =
Search B0 & (m|Y

2 Templates 1 |Name Status Last Modified Time LastModil
=, Application 3[9eq®ﬂ BaseTemplate-NGPW Deployed Wed, Sep 23 2020, 2124 labuser

B

#3 Spoke Groups Deployed Tue, Aug 1 Adminisirator
&

v

b L Seraea Chiine Deployed Tue, Sep 01 2020, 0211 Administrator

In the Clone Template dialog, rename the workflow to a name that is unique to your user-
id/branch-id and the topology type. e.g. branch110-spoke-hub-template

Change the Device Type to Spoke and select SPK-HUB-ONLY as the Spoke Group.
All other parameters of the workflow should remain the same.

Click button to save the workflow and to create a new template based on the
workflow parameters.
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Organization: | Tenanti
Infrastructure >
Template ~
Clone Template Template-Base-NGFW.
[E2 Templates

[E2 Application Steering Basic | Interfaces. Tw

2 Spoke Groups

i = Name Type Organization
& Service Chains = e
Devices - branch110-spoke-hub-template SDWAN Post Staging Tenantl
Vi >
= Sub Crganizations Controllers
Name & Spoke Grou =,
Device Type S Gr £ £ [l Name
SDWAN —-Please Select— —Please Select—
0 |controller01

-~ - No Records
O Full Mesh ~ Hub ) Hub Controller @ spoke

Redundant Pair @ Analytics Cluster

N [ Enable VRRP Cloud CPE vant

50“.‘... Tier 7 Solution Addon Tier License Period & ;
Premier-Elite-5D. 1 Years Redundant Template Name —Please Selact-—
Service Bandwidth Blo How adted

25 Mbps

Cancel Recreate

Example Workflow Clone

Create a new device group that is associated with the new template.

1. Navigate to the Configuration > Devices > Device Groups dashboard. Ensure that the Tenant1
organization is selected on the left-side menu.

2. From the Device Groups dashboard, click the + button to create a new device group.

3. Give the device group a unique name based on your node or user ID, and associate the
device group with the device template you created in the previous exercise.

RSA

METWORNS

Monitor Workflows Administration Analytics

Search Templates =

search Rpvices

= Tenantl MName |DewceGr{Jups I Organizations Template Type Metadata

Device Bind Data

NO TEMPLATE ADDED

Step 1
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. VERSA A B @ isbusernn
Monitor Workflows Analytics Commit Templat

Configuration > Tenantl > Dew

Search Templates » Devices + Objects «
i
Search ® mi|y b
— Contact Information Add Members
| L |

= fjsitts oo Email Address Phone Number Appliances Devices

0 Tenant1

O Tenantl

O Tenantl

Step 2
Add Device Group x

Name Post Staging Template Association(2) Devices{0)

ocanniioseoe |
Elm Y| EB

Description
|Categary Template

Organization
B Enable Two Factor Auth M cAIn Data Center

Staging Template Post Staging Template

branch110-spoke-hub-template

Contact Information

Email

B URL Based ZTP

Controller VPN Profile
@ pre Staging

® Staging

B One Time Password

File Upload BW Limit (Kbps) File Upload Timeout (Min)

Cancel

Step 3

Question: Where do you find the complete list of templates that are associated
with the device group, and that will be used as sources for the final device
configurations?

Answer: The Post Staging Template Association table shows all of the templates
that will be used to build the final device configurations. This includes the
Common Template (DataStore) and any service templates that will be applied to
the configuration.
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Change the device group to which your device belongs

In the next steps you will re-assign your device to the device group you created in the previous
steps, which will assign a new configuration to your device.

1. Navigate to the Workflows > Devices > Devices dashboard and locate the workflow that is
associated with your device in the table (this is the workflow that was used to create your
device in the pre-staging environment).

2. Click your device workflow to open the workflow for modification.

3. In the Basic tab of your device workflow, assign the new device group you created in the
previous steps to the device.

4. Click the Redeploy button to recreate your device in Versa Director. This will re-configure the
device parameters within Versa Director, but the changes still need to be pushed to the end
device with the Commit Template function.

v VERSA

NETWORKS

Monitor Configuration ‘Workflows Administration Analytics

Organization: | -Select—
Infrastructure >
Template ~
B Templates Global Device 1D Status
\_c Application §reering 103 Deployed
£ Spoke Groy
104 Deployed
& Service Chaifs i
Cei \ 4 5 105 Deployed
- Devices 106 Deployed
107 Deployed
O 5 108 Deployed
ER
Steps1 and2
Lig
Add Device - branch110 b4

Name Global Device ID Organization

branch10

Deployment Type Serial Number Device Groups
CPE-Baremetal Device SN-Branch110 DG-Branch110-Spaoke

+[¢ p
Model Number

Admin Contact Information Subscription

Emiail Phone Number Service Bandwidth License Period

Steps 3and 4
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Commit the Template to Your Device

In the next steps you will commit the changes to your device. You do this by applying the device
group settings to the appliances through the Commit Template process.

Click the Commit Template button in the top-right corner of Versa Director.

In the Commit dialog, select Tenantl from the organization dropdown menu.

Select your template from the Select Template dropdown menu.

Locate your Device Group in the Device Groups table, and mark the box next to your device.
Click OK to commit the template.

vk wnN e

Commit Template to Devices >

Organization Schedule Commit @

Tenant1

Select Devices By @ L] Retry on Device Unreachable

Q Template L Service Template
Select Template ® Auto Merge © Overwrite e
branch110-spoke-hub-template

M Reboot @

Devic Groups
Device Type Template State Appliance State Device Modified Differences Association
Dq-Branch110-Spoke
bfanch110 Branch OUT_OF_SYNC IN_SYNC (] L

Note: Your view may appear different from the example. This will
depend on how many other lab students have created device groups
when you reach this step.

Steps 2 through 5

Verify the Changes to Your Device

The output of the following steps will depend on where the other lab participants are in the

Node routes | process. If you are the first person to reach this point in the lab, it will appear that the changes
If the first t h thi int in the lab, it will that the ch

will begin have not been applied — this is because the hub-and-spoke routes are filtered based on the

with a 10.x . .. . .

orefix (the routing policies configured on other devices.

control plane

address 1. Navigate to Administration > Appliances and locate your appliance in the table.

Zzchv)i:h”: 2. Click your appliance name to open the Appliance Context mode of your appliance.

valueof 101 | 3. In Appliance Context mode, navigate to the Services tab, then click the Routes button.

orhigher (IP | 4. Inthe Routes table, ensure that the Tenant1-Control-VR route table is selected.

addresses 5. Analyze the nodes that are visible to the appliance.

reserved for

CPE devices)

| W
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BE ® mbusertiov

Monitor Configuration Workflows Commit Template
2 _QLzanizadons, Total Aj i :8
E 5 l P i @ m|v 25
v el Status
[fmm] System > Type Time Created Service Start Time | Software Version Site D Organizations Snaps... Config Synchron. Reachability  Service Locked
B NorfcationConf. > rnch _[Tue.sep22200 Ty marsn2. 022G 2 e | v
<@ EntitementManamer -3 N\ 4 =" Tue, Mar 09 202... Tue, Mar 09 202... 20.2.2-GA 103 Tenantl @ o © o
s Directorser Mana.. 1 0 Name Branchiin 3 Tue, Mar 09 202... Tue, Mar09202.. 20.22.GA 104 Tenamol @ [ [ up o
3 I;ﬂjf:{* Z 0 reauon Bend.OR, USA 1 Tue, Mar 09 202.. Tue, Mar 09 202... 20.22-GA 105 Tenantl @ ] © Up o
'8 o o 8 (] e B ] Tue, Mar 09 202... Tue, Mar09202.. 20.22-GA 106 Tenant1 rﬁ @ ] Up o
] 1] Tue, Mar 09 202... Tue, Mar 08 202... |20.2.2-GA 107 Tenantl ] (] (] Up o
0 Services swanocrmen rwallgget . gop Tue, Aug 11 202.. Thu, Mar04202... 20.2.2-GA 1 Tenant1,SP W@ ] © up o
O Tue, Aug 11202... Thu, Mar 04 202... 20.2.2-GA 101 Tenantl W@ @ @ Up o
O Router 192168.99.130  Servicewnf Tue, Sep 17 2019... Thu, Mar 04 202... 20.2.2-GA sp @ ) ) up o

Steps 1and 2

¥ VER3A
Analytics Configuration Administration
[ Home [RETERISIRLY Build
Search Summ. siem  Togls N shell || Config Status || Upgrade || Subscription
el branch110 :10.0.0.12 L .u s e
Services Networking ¥§
2 = @ & = & & [=) ] @ & &
F PF L
& & & [ & | = (]
( mi|r 1
Dest Prefix & Interface Name Protocol Age Type Next Hop
+10.0.1.0/24 prvis14 8GP 13:30:55 N/A 1.64.1
+10.033.0/24 8GP 13:30:55 /A
BGF 1 N/A
8GP NiA 64
direc SDW. 16 N 00
514 3GP A 164
1€ N ] 0
A 0.0
1
) - @
tvi51 GP 1 N 1.64.1
158 Netw a Last Successful Login : Mon, Apr 18 2022,

Steps 3, 4, and 5

Control-VR Route Table Analysis

The nodes visible to your appliance in the Control-VR routing table will depend on the progress
other lab users have made in their configuration. As other lab members reconfigure their devices
to the hub-and-spoke topology, the node advertisements they send to the controller will be
marked with BGP communities that identify the routes as spoke-sourced routes, and your
appliance will begin to filter them out and remove them from the known-nodes list in the routing
table.

It may take some time for other nodes to be re-configured. You can refresh the route table by
selecting a different route table in the route table dropdown menu, or by clicking the browser
Refresh button. Wait until remote nodes begin to disappear from the Control-VR routing table
before proceeding, or ask your instructor for instructions on how to continue.

Copyright © 2023 Versa Networks 57



Topologies

VERSA NETWORKS LAB GUIDE

Tenant1l-LAN-VR Route Table Analysis

The Tenant LAN VR is where remote routes are stored. Each remote route is associated with a
remote site that is found in the Control-VR routing table. You will see the following relationships
between the routes in the Tenant1-LAN-VR route table and the Control-VR route table:

Each remote LAN in the tenant LAN VR will have a BGP next-hop (gateway address) of a
remote site that is located in the Control VR (SDWAN route).

1. Select the Tenant1-LAN-VR route table from the routing table dropdown menu.

Locate the Hub LAN in the routing table (172.16.105.0/24)

3. As other lab members finish completing their configurations, note that the remote LANs
associated with their devices are no longer listed in the routing table (you will have to
refresh the browser window, or you can change the routing table in the dropdown, then
change it back to re-query the device routing table). Once all other nodes have been
converted to Hub-and-Spoke, the Tenantl-LAN-VR routing table should be similar to the
example below.

N

mmary Services System Tools Shel Config Status pgrade Subscriptior

branch110 :10.0.0.12 Location @ CA, USA @ Reachabie

e
3
P
<

=N
[f
o

A
“
o

= 2

Interface Name Protocol Age Type Next Hop
ndirect BGF 13:31:20 N/A 10.1.64.1¢
vni-0/2.0 conn 16:58:42 N/A 172.16.1101

rectly connecte ocal 16:58:4

) Before proceeding with the lab, verify with your instructor that other students have progressed

\WAlT/ to a point where your upcoming changes will be effective. If you proceed prior to the following
steps before other students have completed their lab steps to this point, your output may not
match the following examples.
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Change the Hub-and-Spoke Topology Type in the Device Template

In the next steps you will change the spoke group configured in your device template workflow.
This will reconfigure the corresponding template with different BGP policies which will change
how routes are advertised and accepted in the SD-WAN.

Navigate to the Workflows > Template > Templates in Versa Director.

Locate your Template workflow in the workflow table.

Click your Template workflow to open the workflow.

Change the Spoke Group in the workflow to the SPK-SPK-HUB spoke group.

Click Recreate to update the workflow and recreate the device template.

When prompted with the Diff and Merge page, examine the changes that will be applied to
the configuration by modifying the workflow (and the template).

7. Click Deploy to apply the changes to the template in Versa Director.

ok wnNeE

» @© mstructor v

Monitor Configuration Administration Analytics Commit Template

nfrastructure

Template

Edit Template branch110-spoke-hub-template

Es Templates

Application Steering Basic | Interfaces || Tunneis | Routing | Inbound NAT || Services | Management Servers
Spoke Groups
e Chair

Name* % Spoke Group

Select

Redundant Pair &
) Enable RRP
L. = | Solution Addon Tier ® | .
) ) : Template Name
2 1
i .
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ff and Merge X

Active Template e

{ } q (“ Auto-merged(Recommended

xtended-community "target:3L: 5 extended-communit target:3L:

routing-peer-policy "TO_SDWAN" {

Question: What configuration parameters change when you set the device to
Spoke-to-Spoke-via-Hub?

Answer: Redistribution and routing policy is changed to add different community
values to routes that are sent, and a different set of routes are allowed into the
device based on community values attached to received routes. The community
values attached to advertised routes also allows the hub to process the routes
differently in order to re-advertise the routes back to sites.

Apply the Device Template Configuration Changes to Your Device

Now that you have modified the configuration template associated with your device in Versa
Director, you need to apply the changes to the appliance.

1. Click Commit Template in the top-right corner of Versa Director
2. Inthe Commit dialog, select the following:

* Organization: Tenantl

* Template: Your device template

¢  Device Group: locate your device in the list and select it
3. Click OK to apply the configuration to your appliance.
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Commit Template to Devices X

Organization

T —
Select Devices By @ H Retry on Device Unreachable

O Template @ Service Template
Select Template ® Auto Merge O Overwrite 0

W Reboot @

Device Groups
f__l Devices Device Type Template State Appliance State Device Modified Differences Association

8 DG-Branch110-Spoke

o

Steps 2 and 3

A 4

D ==

Analyze the Routes in Your Appliance Control-VR

Now that you have applied the changes to your device, you will analyze how the topology change
(spoke group type) affects the reachability information for your device.

1. Navigate to the Administration > Appliances dashboard and locate your appliance in the
appliance table.

2. Click your appliance name to open the Appliance Context mode of your appliance.

3. In the Appliance Context mode of your appliance, navigate to the Services > Routes
dashboard (ensure that the Tenantl organization is selected on the left-side menu).

4. Ensure that the Tenantl-Control-VR routing table is selected in the routing table dropdown
menu.
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RSA

NeTwomKs

Monitor Configuration Workflows

Total Appliances : 9
1

& B O nstuctorv

Commit Template

Administration

Analytics

<

O Name Mgmt Address  (Tags

192.168.99.102

i 10.1.64.101

E
Name branch110
8 = Location ca usa
site 1D 103
= Model VMware Virtual Platform
Services sdwan,nextgen-firewall cgnat

Time Created  2022.04-18 17:58:31436

Template Status IN_SYNC

192 9,130 v 3 . Up 'y
orznam 10 T A T e S . N N I A S
« Mon, Apr 18202 21.2.2-G Up o

1 ® m|y 25
Status
Type Service Start Time Software Version | Organizations S vrehvtn Reacraty. | [Sa |t
# Contraller Eri, Apr 152022, . 21.2.2-GA Tenantl,SP = (] ] up 'y
7 Hub (] e (-] Up o
ice-vnf Fri, Apr 152022, 2122 P @ ] ]

# Branch Tenantt L

(<]

E

[}
h ] ] (] Up o
W © (-] up o
@ o (] Up o
@ o o Y

VERSA

NETWORNS

Configuration

Steps Land 2

Administration

| subscription

branch110

Services

s

-
!

Dest Prefix *

Interface Name

+10.0.1 514

+10.0 pvisl4
prvis 14

pwisi4

10.0.0.12 cation

Networking vy

= ] ‘ & & @ = & ]
’ PF SPF o ,
> & & & %

Note: Depending on the progress of other students, the routes
listed in your routing table may be different from the example.

Steps 3 and 4
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Analyze the Routes in Your Appliance Tenant1-LAN-VR Routing Table

Next you will analyze the remote LAN routes in your Tenant1-LAN-VR routing table. Pay special
attention to the Next-Hop (remote gateway) associated with each remote LAN prefix.

1. Select the Tenant1-LAN-VR routing table from the routing table dropdown list.

2. In the Tenantl-LAN-VR routing table, identify the remote LANs that are visible to your
appliance.

3. Note the Next Hop associated with each remote LAN.

branch110 :10.0.0.12 cation @ CA USA @ Reacha

Services Networking

o)
(d
(J

,
<
”
<
¢ |5 =
1
P
1

d ( ] ‘ = %

”
w
”
=
K
-
&
”

Note: Depending on the progress of other students, the routes

([Fenancr-Lan-ve T ! listed in your routing table may be different from the example.
Interface Name Protocol g Type Wext Hop
ndirect BGF 13:34:37 N/A 10.1.64.101
vni-0/2.0 conn 17:01:50 N/A 17216.1101
re NNecte ocal 17:01:50 N/A ( 0
@ BGP 00:00:5 /A o
nai BGF 00:( 4 N/A 10.1.64.100
00:00-49 10.1.64.10 @

BGF

ndirect BGP
1

ndirect BGP 00:00:48 N/A 10.1.64.10

Question: Why is the next-hop for all of the remote LANs the same?

Answer: The hub site accepted all of the routes it received in the BGP
advertisements sent by the spokes (sites). It then reprocessed the routes based on
the new community values associated with the routes and re-advertised the LAN
prefixes. This process of “recycling” the routes causes the hub device to be the
originator of the LAN subnets, and it is therefore the gateway to reach the LAN
destinations.
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Exercise 5: Reset the Lab Environment
In this lab part you will:

¢ Re-assign your device to the Base-Template-NGFW template by re-assigning the Device Group in
your Device workflow

¢ Commit the changes to reset your device configuration to the base configuration

* Delete your user-created Device Template Workflow (which will delete the template associated
with the workflow)

* Delete the user-created Device Group that you created during this lab.

1. Navigate to the Workflows > Devices > Device hierarchy to display the saved Device workflows.
2. Locate your device workflow in the Device Workflow table and click the workflow to open it.
3. Inthe Device workflow, set the Device Group to DG-NGFW.
4. Click Redeploy to update your device workflow and save the changes.
Add Device - branch110 .

Basic
Name Global Device ID Organization

branch110

Deployment Type Serial Number
CPE-Baremetal Device SN-Branch110

Model Number

Admin Contact Information
Email Phone Number Service Bandwidth

Commit Template to Devices %

Commit the template to update

your device. e

Select Devices By @ [l Retry on Device Unreachable
Note: The example shows a O Templawe @ Service Tempiate
commit template on all devices in S fasice @omma &
the base device group. Please only I ) ook, @

check YOUR device from the list
so that other students in the lab

Template State Appliance State Device Modified Differences Association

can perform the same task with branct ar : ° ® &
their corresponding device. n anch SYNC ° ® &
t anch ouT N (-] Poy %
branch112 anch oL ¥ ¥YNC (-] @ L]
branchi r SYNC o £o) L]
branch114 anch SYNC (] (o) LY
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Note: Ask your instructor if you should delete the device group and template workflows,
as you may be able to use the same device group and template for future lab exercises.

Navigate to the Configuration > Devices > Device Groups dashboard.
In the Device Groups table:

1. Check the box next to your user-defined device group.
2. Clickthe button to remove your user-defined device group.
3. Confirm the device group deletion.

=

| VERSA 'y @  tabuser v

NETWORKS

Monitor Configuration Workflows Administration Analytics Commit Template

Configy 1 > Tenantl > Device Group:
Search Templates ~ Devices ~ Objects = @
i s
& osp Search B8/ m[Y 3
LR e
B . ‘Contact Information Members
)
= [ e Email Address Phone Number Appliances Devices
Tenantl
O Tenantl Hub105
Branch111
— L Branch114
) DG-NGFW Tenantl Branch112
O |pGsk Tenantl

Navigate to the Workflows > Template > Templates dashboard.
In the Templates workflow table:

1. Check the box next to your user-defined template.
2. Click the (=] button to remove your user-defined template.
3. Confirm the wokflow deletion.

@ labuser

VW VER3A

Monitor Configuration Waorkflows Administration Analytics Commit Template
Qrganization: | —Select— o e
Infrastructure b — o
Sear B(E|& m|Y FS
Template A
Ef; Templatas () Status Last Madified Time Delete Template By
[Es  Appiication Steering 0O Deployed Wed, Sep 23 2020, 21:24 TE0USEr
= Spoke Groups 0 Deployed Tue, Aug 11 2020, 20:37 Administrator
& Seryi ir
&7 Serice Chains @ Template-labuser1 10-branch110 Deployed Thu, Mar 11 2021, 20:25 labuser
Devices ez
O T-Hub105 Deployed Tue, Sep 01 2020, 02:11 Administrator
= Devices

STOP! Notify your instructor that you have completed this lab.
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The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

» Identify when a device configuration is in sync or out of sync with Versa Director
* Import and Export device configurations

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the

Look for these results shown in the lab guide. The important thing is that the lab functions in the desired
?r:rl:]setzgsm you manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will
allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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AN

Lab Exercise Overview

In this lab you will perform various tasks. You will begin by verifying that your device configuration is
synchronized with the configuration on Versa Director. A flow of the lab exercises is:

r B
Examine the device Sync State and verify that the configuration is in synch
. 7
r B
Create a backup (export) of the device configuration
. 7
4 )

Modify a parameter in the device configuration using Appliance Context Mode

\_ J
{ N
Examine the Sync State and verify that the configuration is out of sync
. 7
{ N
Import the device configuration to resolve the out-of-sync state
. J
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Exercise 1: Create A Backup of the Device Configuration
(Export)

Please refer to the Lab Access Guide for instructions on how to connect to the remote lab
environment.

In the remote landing station, open the Google Chrome browser and log into Versa Director. In Versa
Director, open the Administration > Appliances dashboard in Versa Director. Locate your appliance in
the Appliances table and check the box next to the appliance, then click the Export Configuration
button to export the configuration to a text file. The file will be saved in the remote desktop

Downloads folder.

2 B @ studentot v

Commit Template

Monitor Configuration Workflows Analytics

B Scheduled Tdsks

B Notification Config.
@ Enttement Manager
2% Director User Mana..
& inventory

£ SOWAN

® supsort

Total Appliange
earn Appliance Tags @ElElz s n| L E‘clll v

>
Export Configuration

Type Service Start Time Software Version Organizations SNBSS | mchvonizedTRESGHEBTY — T
up

> O |Name Mgmt. Address Tags

1721504 # Branch Mon, Dec 192022, 07:52 21.22.GA Tenant!
172.15.0.6 # Branch Won, Dec 19 2022, 21.22:GA Tenant! Up
up
Up
up

up

2 Tenantl

17215052 # Branch Mon, Dec 192022,

17215.0.10 #|Branch Won, Dec 19 2022, Tenantl

10.2340.103 # Controller Mon, Dec 192022, 07:52 21 Tenant1,SP

006668
B8 8 0588

172.15.08 # Hub Won, Dec 19 2022, 07:52 21.2.2-GA Tenant!

Exercise 2: Manually modify your device configuration (in
Appliance Context mode)

In this part you will change the LAN IP address of your device to a different address. This simulates a
wrong or changed configuration on a port that will not impact your CPE to Director connectivity.
IMPORTANT

You are changing the IP address of a port on your device. Be sure you DO NOT CHANGE the WAN
port addresses, as this will impact your ability to communicate with Versa Director.

In the Administration > Appliances dashboard, click on your device name to open the Appliance
Context mode. This will allow you to directly modify the configuration of the device.

In the Appliance Context mode, click the Configuration tab to view the device configuration.
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TN\

| VEB--S.,& A B @ Studento1 ™

Monitor Analytics Configuration Administration

EED eancho

Ethernet IRB TI/E1 Tunnel DSL LTE Wi-Fi UuCPE Loopback Fabric Management
) WLAN
=1 T1/E1 Auth
. Networks

Description Interfaces IP Address/Prefix
Vni-0/0.0 10.27.11.101/24

Virtual Wires vni-0/1.0 10.27.12.101/24

Virtual Routers
Virtual Switches

Select the Interfaces item in the left-side Configuration menu to display the interface configuration.

Locate the vni-0/2 interface. The vni-0/2 interface is the logical port that is mapped to the local LAN.
Click the vni-0/2 interface to open the interface configuration.

Edit Ethernet Interface - vnl-0/2 x

Ethernet

Interf.
Wi O Sub-interfaces @ Aggregate Member

5 _
CHD ' BB W Disable @ |m| Y| G |

Description
IP Address/Mask

VLANID IPvd IPv6

I X N

B Promiscuous W Virtual Wire B Mirror Interface

I PPPOE base Interface
Native VLAN 1D

MTU Outer TPID

Bandwidth Others Hold Time POE Multhoming Standby

Uplink (Kbps) Downlink (Kbps)

In the vni-0/2 interface configuration window, locate the Unit O (sub-interface 0) in the table. Note
the IP address assigned to the interface.

Click the Unit 0 to modify the sub-interface.
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Edit Sub-Interface

Unit VLAN ID Inner VLAN ID

O D e = oisabie

Description MTU Interface Mode
LAN interface: Tenant1-LAN — --Select--

IPvd  IPV6 B

+ Static Address WDHCP V4
Static Address Route Preference

[/ IP Address/Mask E!H'

0.27.101.10/24 Reachability Monitor
Interval

FQDN

Bandwidth
Uplink (Kbps) Downlink (Kbps)

Vendor Class |dentifier

B Disable Broadcast Flag

Threshold

e -1

StaticARP VRRP Standby Proxy ARP

subnet Address/Mask” % Host IP Address*

—Select—

MAC Address*

Il SLA Endpoint

Cancel

In the Edit Sub-Interface window, locate the Static IPv4 Address box. The interfaces in VOS can have
multiple IP addresses assigned to the same interface. Remove the existing sub-interface IP address
and add a new address that is incorrect. You can choose any IPv4 address in the 10.27.xxx.yyy/24
range that is different from the one that is originally configured on your device, then click OK.

+ Static Address

Static Address
[1|IP Address/Mask

[110.27.101.10/24

+ Static Address

Static Address
[C1/IP Address/Mask

[/10.27.201.10/24
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Because you are in Appliance Context mode, the changes will take place immediately. Continue to
click the OK buttons until you have returned to the main Interfaces dashboard. Verify that your
change was applied in the Interfaces table.

w VERSA L MER (0] e
N HE
Monitor Analytics Configuraton Administration

[[Home JEEE &
G ] k) Ethernet IRE T1/E1 Tunnel DSL LTE WiFi uCPE Loopback Fabric Management
S Search my S
® wian —

TI/ET Auth | Name Description I(es \ndress.’Pr

Virtual Wires 0 vni-0/1.0

Global Routers O vni-0/2.0

Virtual Routers

Virtual Switches

Exercise 3: Reload the saved configuration file to fix the
address change

In this part you will reload the saved configuration to your device to reset the change you just made.
This is done through the main Administration > Appliances dashboard.

Click the Home button in the top-left corner to exit Appliance Context mode, then navigate to
Administration > Appliances.

In the Administration > Appliances dashboard, locate your device in the table and check the box next
to your device.

VERSA (@) Administiator
WV VERR2Q =

Monitor Configuration Workflows Administration ytics Commit Template
& Organizations Total Appliances : 3
22 Appliances Search [ cm < S~ S = =~ | N 4 25
; Connectors >
= A Status

System &) z i i
= 3y > Name Mgmt. Address  Type Time Created Service Start Ti... Software Version  Site D Organizations Snap. i Synchras: [Reachabllty, [Seriida Tocked
B nNotification Config... > Branch-110 10.0.160.102  Branch Thu, Dec 1020... Mon, Jan 25 20... 20.2.2-GA 103 Tenantl @ o o up o
5 Entitlement Manager =
© £ ’ 1 192.168.122.4 Controller Tue, Jun 30 202.. Mon, jan 25 20... 20.2.2-GA 1 Tenant1,5P i‘m [} (-] up rF
At Director User Mana... » e
10.0.160.101 Hub Tue, Jul 21 2020... Mon, jan 25 20... 21.1.1-GA 101 Tenant! ad (-] (-] up o

B Inventory >
& SDWAN >
@ Support >
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AN,

After you have marked the box next to your device, click on the Import Configuration button and
browse to the Downloads folder. Locate the configuration file that was saved by the export process
(device-name.cfg file). Click OK and you should see a message that indicates that the configuration file
was imported.

VE 2 B @ swudentorv
W VERRQ

Monitor Configuration Workflows Administration Analytics ‘Commit Template
2 Organizations Total Appliances : 6
£ Appliances Search Appliance Tags Blals al@al i e EBEimly 5
¥ Connectors >
B2 system > ] |N Mgme. Addi T i 5 Start Time Software Versi O i s =
1 Syster
= L ame gme. ress El:3 ype ervice Start Time ‘tware Version rganizations naps.. onba Bynchron - Feaehardite T Tocio
S R 2 172.15.04 # Branch Mon, Dec 1920... 21.22-G

- ranch on, Dec 19 20. -GA -
B Nofication Config.. > = ! Import Configuration x
= 0O 172.15.06 # Branch Mon, Dec 1920 21.22-GA
% Entilement Manager >
D 17215052 # Branch Mon, Dec 1920, 21 22-GA File Name
A4 Director User Mana... >
D 17215010 # Branch Mon, Dec 1920, 21.22:GA branch01.cfg Browse

B inventory >
B sowen \ D 10.224.0.103 # Controller Mon, Dec 1920 21.22-GA
& Support 5 0 1721508 # Rub Mon, Dec 1920 21.22-GA e

After you have marked the box next to your device, click on the Import Configuration button and
browse to the Downloads folder. Locate the configuration file that was saved by the export process
(device-name.cfg file). Click OK and you should see a message that indicates that the configuration file
was imported.

Next you will verify that the configuration was imported.

Click your device in the Appliances table to open the Appliance Context mode for your device. In
Appliance Context mode, navigate to Configuration > Networking > Interfaces

VW VERSA

Configuraton

Monitor Analytics Administration

Brancnot — C
s £ Ethernet IRB TI1/E1 Tunnel DSL LTE Wi-Fi uCPE Loopback Fabric Management

Wiy

WLAN

TI/ET Auth ] [Name Description Interfaces IP Address/Prefix

JET A

5. Metworks 0 vni-0/0.0 10.27.11.101/24

Virtual Wires vni-0/1.0 10.27.12.101/24

= Global Routers
Virtual Routers

10.27.101.10/24
Vhi-0/2.0 10.27.201.10/24

i

Note that 2 IP addresses are present: the misconfigured interface address and the imported (correct)
interface address. This is because the configuration import process acts as a “merge” operation. If
conflicting values are present in the configuration, the imported value over-writes the old value. If
multiple values are supported in part of a configuration, then imported value is added to the
configuration.
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Remove the incorrect IP address from the interface.
Open the vni-0/2 interface, then edit the sub-interface that contains the IP addresses.
Select the incorrect address and click the — button to delete the interface.

Click OK until you reach the Interfaces configuration dashboard. Verify that the incorrect interface has
been removed.

+ Static Address

Static Address
[1|Ip Address/Mask

[/10.27.101.10/24
8 1027.201.10/24

v VERSA
Monitor Analytics Configuration Administration

[ Home NERIERT C
o] & ] Ethernet IRB T1/E1 Tunnel D5SL LTE WiFi uCPE Loopback Fabric Management

=] e Search mi| v 25
| @ wian

= TI/E1 Auth Description Interfaces IP Address/Prefix

. Networks vni-0/0.0 10.27.11.101/24

= virual Wires vni-0/1.0 10.27.12.101/24

= Global Routers 10.27.101.10/24

= Virtual Routers AL 10.27.201.10/24

= Virtual Switches

STOP! Notify your instructor that you have completed this lab.
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Statistics and Monitoring

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Identify how to track and monitor statistics in Versa Director
* Identify how to track and monitor statistics in Versa Analytics

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the

Look for these results shown in the lab guide. The important thing is that the lab functions in the desired
?r:rl:]setzgsm you manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will
allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Lab Exercise Overview

In this lab you will perform various tasks and is an open lab environment. You will not be given specific
tasks or steps to take to accomplish lab tasks. Instead, you will explore Versa Director monitoring
capabilities and Analytics information on your own based on the general guidelines below. You will
begin by analyzing real-time statistics for your device through the Versa Director Monitor dashboard.
A flow of the lab exercises is:

r B
Open the Versa Director Monitor dashboard
. 7
r B
Identify where the interface packet counters are located
. 7
( )
Identify where the session flow counters are located
\_ J
{ N
Identify where the security and SD-WAN traffic counters are located
. J
{ N
Open the Versa Analytics dashboard
. 7
{ N
Identify where the SD-WAN statistics and SLA performance statistics are located
. J
{ N
Identify where the historical device system information is located
. 7
r B
Identify and explore the network logs are stored and the information stored in the log files.
. 7
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Monitor Dashboard Overview

The Monitor dashboard provides real-time statistics and counter information, as well as access to
the routing tables, services, and other information about the device.

¥ VERSA

A H @ insiructor v
NETwORKS

m branch110

Analytics Configuration Administration

h Summary Services System Tools \ shell [ Config Status][ Upgrade ][ Subscription \
2 Tenanct
enar branch110 :10.0.0.12 Location @ CA USA @ Reachable
CPE Interfaces
Status Live Datz Bandwidth (Mbps)
Interface = Network Name Service Provider Operatonal Admin Configured Measured
vni-0/0.0 @ wpLs = % P tooo 4 o00 C o =D
vni-0/1.0 @ INET 5 1 + tooo o000 SRR Neasure |
vni-0/2.0 @ Tenanti-LAN = 1 +
(O SD-WAN Traffic
75Kk =
50K
a
s
25K M——*—v——_\—ir._——'——- S S ———— 1
== MPLS {rx) MPLS (tx) — INET(rx) —- INET (tx) Tenant1-LAN {rx) =~ Tenant1-LAN (tx}
SD-WAN Application Traffic ® Hide Chart
Summary Services System Tools Shell ‘[ Conr:gsta(u:-][ Upgrade |[ Subscription |
branch110 :10.0.0.12 Location @ €A, USA @ FReachable
Services Networking
":”i‘;| HE" & C‘“ﬁuﬁ‘
SDLAN PSEC | | BFD DHCP DN5S Stats| | COS VRRP LEF ARP
‘ & & 0]
SCl LLDP Saas App |
clm|ry| & 1 5
Interface * VRF Host INF Rx Packets Rx pps Rx Bytes Rx Errors Rx BPS Tx Packets Tx pps Tx Bytes Tx Errors
vni-0/0.0 © MPLS-Transport... ethl 207303 3 40276603 0 8104 178996 3 69394761 0
© | INET-Transport-... |eth2 46552 0 9398372 0 0 52158 o 10315850 0
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Wherever you see an eye icon ), this indicates that more details can be viewed by clicking the
icon.
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Interface %
wni-0/0.0
wni0/1.0
wni0/20

VRE Host INF

MPLS-Transport-VR  ethi
INET-Transport-VR eth2

Tenant1-LAN-VR eth3
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192.168.19.110/24
Bridge :

Duplex :
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LED-2 Status

MTU

Vian ID:

DHCP On

Host Interface :
up Operation Status

LED-1 Status

Services Menu

The Services tab provides access to real-time counters and status for many things such as SD-WAN
statistics, session information, security counters and policy hits, interface status and parameters,

routing tables,

and routing protocols.
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Versa Analytics

The Versa Analytics dashboard provides near-real-time and historical information about the
statistics and logs that are gathered from the network. The information can be sorted and filtered

based on event and statistic properties, as well as time periods. Below are examples of some of the
different Analytics dashboards available.

Monitor Configuration Workflows Administration

vanl-Analytics Ar Angel v Refr - B
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others Others
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Logs

The Logs dashboard contains the log entries that are forwarded to Versa Analytics from end devices.
Note: Logs are triggered events, many of which are configured in service policies. Because few
services are currently configured in the lab environment, most of the log categories do not contain

any data.

Logs e

Alarms

DHCP
Authentication
Firewa

CGMAT

Threat Detection
Threat Filtering
Traffic Monitoring
Web Monitoring
SDWAN

Traffic Steering
S5L Decryption
ADC

Guest VNF events
DNS Praoxy
Packets captures

Logs

154 Top Applances Wih Alarms 88 Top arm Severty

1 Top arm Tipe 4 Top arm svencType @
Top 5 s = 4

[}
-

1 alarms

bgpnbr-state.change

EEER

STOP! When you have finished exploring the Monitor and Analytics dashboards,
notify your instructor that you have completed this lab.
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Look for these
hints to help you

in the labs

Diagnostic Tools

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Use the built-in diagnostic tools to test reachability between devices; and
* Configure and run the speedtest function between devices.

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired
manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will

allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Lab Exercise Overview

In this lab you will perform various tasks and is an open lab environment. You will be given minimal
guidance on how to perform the tasks. In this lab you will:

{ N
Open the Versa Director Monitor dashboard
. J
{ N
Open the Appliance Context mode of your device in order to gain access to the diagnostic tools
. 7
r N
Initiate a PING to the WAN interface of the Hub device on the MPLS transport
. 7
r B
Initiate a PING to the WAN interface of the Hub device on the INET transport
. 7
r B
Initiate a PING to the LAN interface on the Hub device in the LAN routing instance
. 7
r B
Initiate a speedtest from your node to the Hub device over the MPLS transport
. 7
r B
Initiate a speedtest from your node to the Hub device over the LAN routing instance
. 7
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Exercise 1: Access the Diagnostic Tools

Please refer to the Lab Access Guide for instructions on how to connect to the remote lab
environment.

In the remote landing station, open the Google Chrome browser and log into Versa Director. In Versa
Director, open the Administration > Appliances dashboard in Versa Director.

In this lab part you will navigate to the Appliance Context mode of your assigned node. All
configuration and diagnostic tasks will be performed from the Appliance Context mode.

Navigate to the Appliance Context mode of your device. In the Appliance Context mode of your
device, locate and open the Tools tab in the Monitor dashboard.

‘VE SA 2 F @ studentorv

NETWORKS
Analytics Configuration Administration

B cranchoi
Search Summary Senitee==Syciggl Tools | Shell H Config Status H Upgrade H Subscription |
* fenandd Branch01 :172.15.0.4 Location @ San Jose,CA, USA O (Eertimz
P Tracer Tepdum

Results clea

Open the Ping utility and initiate an ICMP request to the LAN port of the Hub device (10.27.130.98).
Ensure that you are sourcing the ICMP request from the Tenant LAN VR and the IP address of your
local LAN port.

Analytics Configuration Administration

Summary Services System  Tools | shell || Config Status | | Upgrade || Subscription

Branch01 :172.150.4 Location @ San JoseCA, USA @ Reachable

Results cea

PING 10.27.130.98 (10.27. 130 98) from 10.27.201.10 - 5(33) bytes of data.

13 bytes from 10.2°

13 bytes from IU ‘7 130 98 icmp.

13 bytes from 10.27.130.98: icmp.

13 bytes from 10.27.130.98: icmp_seq=10 ttl=64

— 10.27.130.98 ping statistics —

10 packets transmitted, 10 received, 0% packet loss, time 9008ms
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From the Ping utility, initiate an ICMP request to the MPLS WAN port of the Hub device
(192.168.19.105) to verify connectivity to the WAN interface of the hub. Be sure to source your ICMP
request from the WAN IP address of your device and from the MPLS transport virtual router.

Branch-110

Summary Services System Tools ‘ Shell | | Config Status+ H Upgrade H Subscription |

fenart Branch-110 :10.0.160.103 Location @ UsA () Bezsieils

T S
) . Host Nar s 92.168.19.105
f' aceroute| | Tepdump | |SpeedTes itk T e s Start

MPL5-Transport-VR

Results cie:

Navigate to the Hub device configuration by selecting the Hub-105 device from the top-left dropdown
menu.

Analytics Configuration Administration

B crancho

Branch
Search System  Tools
Branch0z2 1
Branchi3
Branch04 15.0.4 Location §
Controller-01
Hulb
[ [
Ping Traceroute| | Tcpdump | |SpeedTest
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From the Hub device Appliance Context, navigate to Configuration > Others > System and locate the
Speed Test Server configuration section. Click the Settings tab to display the currently configured

speedtest server settings.

Vv VERSA

HETWORNS

Monitor Analytics Configuration Administration

. O & Auto Bandwidth Measurement | Sertings

&= Organization

5 Syeem \>/ ] Speed Test Server = @

@ Confgu&tiar > Mode

5, Speed Test

. Domain Name Servers (LT p e

[5% Security Package Upd... INET-Transport-VR

5 Time &Date b MPLS-Transport-VR

Storage Configurations

A¢ Appliance User M... > Speed Test Client Options =N

<o Elasticity >

Background Traffic Threshold (%)
Test Limit
Monitored Bandwidth Usage

£ Service Nodes b
Syslog Server

Alarms

= High Availability

[Z Information Validation
B VNFs b

The speedtest server function can respond to and service speedtest request on the routing instances
on which the server is enabled. On the hub device, the speedtest server function is enabled on the
customer-facing LAN and both transport networks.

Return to the Appliance Context mode of YOUR device by selecting your device from the device drop-
down menu.

From your Appliance Context mode, navigate to Monitor > Tools and select the SpeedTest tool.

In the SpeedTest dashboard, initiate a speed test between your device and the Hub device MPLS WAN
port (10.27.12.130). Ensure that the correct routing instance and interface for the traffic is selected.
The results will be shown after the test is complete.
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Analytics Canfiguration Administration
sranchal

Branch0l 1721504 Location @ sanjose.CA Usa

® Feacnable

Versa intemet

Remote P a00reSS/FODN:  [1027.42130

Another way to start a speed test is from the Summary tab of the Appliance Context. Navigate to the
Summary tab and locate the INET interface in the CPE Interfaces table (vni-0/1.0). On the right side of
the table, click the Measure button to initiate a speed test on that link. Fill in the dialog box that
appears and click Request.

Summary Services System Tools

Branch01 :172.15.04 Location @ San Jose,CA, USA

CPE Interfaces

Bandwidth Measurement X

Local Wan Interface

Remote Destination Remote Circuit Name [ ]
Hub MPLS
Remote Circuit Media Remote Circuit Type
All All .
<@ Hide Chart

YL atancy & M Pacl e — MOS
Cancel Application Rule | —Please Select— [J Latency [ Jiccer [ Packet Loss J mos

STOP! Notify your instructor that you have completed this lab.
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