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Versa Class of Service

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Identify the structure of the Class of Service configuration hierarchy
* Configure Class of Service services

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the

Look for these results shown in the lab guide. The important thing is that the lab functions in the desired
mabs | manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will
allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Exercise 1: Examine the Class of Service Hierarchy

In the following lab exercises, you will:

* Locate the Class of Service configuration parameters
* Identify the components required to implement class of service
* Identify the components that are optional to implement class of service

Note: Configuration modifications in this lab will be performed in
Appliance Context mode (directly on your device) and will not be
performed through device templates.

Note: The images in this lab are for demonstration purposes only. Your lab
experience may differ from the images provided in the lab guide.

From Versa Director, open the Administration > Appliances dashboard to display the deployed
devices. Locate your device in the list and click on the link to your device. This will open the Appliance
Context of your device so that changes that are made take effect immediately on your appliance.

2 F O sutennv

Monitor Configuration Workflows Analytics Commit Template
Total Appliances : 6
e (el == | miy|
>
i Status
> O |Name Tags Type Service Start Time Software Version Organizations S i e S S
O |Brancho # Branch Mon, Dec 192022, 07:52 21.2 Tenantl @ -] o up &
z O # Branch Mon, Dec 19 20 Tenanti @ © @ up o
o o # Branch Mon, Dec 19 Tenantl @ o ] Up o
4 0 / Branch Mon, Dec 19 Tenantt @ ] (] Up o
" : O 2/ Conrroller Mon, Dec 19 Tenanti, S0 @ o ] up )
;: > O 7 Hub Mon, Dec 19 2022, 07: Tenanti @ © 4 up o

From the Appliance Context mode of your device, select the Configuration tab to access the device-
specific configuration.
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The Class of Service configuration components are located in the Networking tab of the configuration
dashboard. Ensure that the Networking tab is selected, locate the Class of Service components, and
expand the Class of Service configuration.

R
Monitor Analytics Configuration Administration
e «
) Searcn o] I | Y E3
O MName Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Eytes) Forwarding Class Loss Priarity DSCP rewrite DotlP rewrite
NG GOS PROFILE ADDED
[} = -
%1 QoS Profiles
T AW Rules
B Qo8 Palicies
£ AppQos >
& Drop Profile
(5 seneduters
[ Scheduler Maps
ate Interface/H..
S l_l-@
>

The following components are REQUIRED for a Class of Service configuration:
* QoS Profile

* Policy (QoS or AppQoS)

* Scheduler

* Scheduler Maps

* Associate Interface

The following components are OPTIONAL for a Class of Service configuration:
* RW Rules
* Drop Profile
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Exercise 2: Configure Basic Class of Service

In the following exercise you will:

* Configure QoS Profiles

e Configure an AppQoS policy with rules to identify different types of traffic

* Configure 4 Schedulers (1 for each major traffic class)

* Create a Scheduler Map to bundle the schedulers together in a set

e Apply the Scheduler Map to the WAN facing ports (MPLS and INET) of your node

QoS Profiles

A QoS Profile defines how traffic will be treated that is mapped to that profile. A QoS or AppQoS
policy uses the QoS Profile as an enforce action for matching traffic, and therefore the QoS profile
must be created before the policy.

In this lab part you will create the following QoS profiles:

¢ Common-Internet

* Drop-Sensitive-Apps

* External-Business-Apps
* Internal-Business-Apps
* Internet-Streaming

* Realtime-Critical

* Realtime-Non-Critical

The parameters for each profile are shown below.

Add QoS Profile b4

Common-Intarnet
Description
Ingress Policng
Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes)

2000

Forwarding Class  Per User Policer

Forwarding Class Loss Priority
Forwarding Class 12 (Best-Effart) High

« DSCP Rewrite B Dot 1P Rewrite
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Description

lle for drop-sensitive applications
Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes)

Forwarding Class  Per User Policer

Forwarding Class Loss Priority

Forwarding Class 10 Low

+ DSCP Rewrite B Dot 1P Rewrite

Add QoS Profile X

Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes)

Forwarding Class  Per User Policer

Forwarding Class Loss Priority

Forwarding Class 9 Low

v DSCP Rewrite B Dot 1P Rewrite
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Add QoS Profile X

Realtme-Non-Critical
Description
Ingress Policing
Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes)

e ——— R
Forwarding Class  Per User Policer

Forwarding Class Loss Priority

Forwarding Ciass 4 (Expedited-Forwar High

v DSCP Rewrite B Dot 1P Rewrite

Add QoS Profile X

. Qiel
Internal-Bus

Description

Ingress Policing
Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes)

Forwarding Class  Per User Policer

Forwarding Class Loss Priority

v DSCP Rewrite B Dot 1P Rewrite
5
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Add QoS Profile

Realtimea-Crivca

Description

Peak Rate (pps)

Forwarding Class

Forwarding Class

Forwarding Class

v DSCP Rewrite

€ voICe and viceo

Peak Rate (Kbps) Peak Burst Size (Bytes)

Per User Policer

Loss Priority

4 (Expedited-Forwar Low

B Dot 1P Rewrite

Add QoS Profile

Internet-Straam

Description

Ingress Policing

Peak Rate (pps)

Forwarding Class

Forwarding Class
Forwarding Class

v DSCP Rewrite

Peak Rate (Kbps) Peak Burst Size (Bytes)

Per User Policer

Loss Priority
13 Low

B Dot 1P Rewrite
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When finished, your configuration should resemble the example below.

Name Peak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes) Forwarding Class Loss Priariy DSCP rewrite Dotl P rewrite

(m]

2000 Forwarding Class 12 (Best-Effort) high es No
Forwarding C1ass 10 low Yes No

10000 Forwarding Class 9 low Yes No

10

10000 Forwarding Class & (Assured-Forwarding) lowi Yes No

2000 Forwarding Class 13 low es No

Forwarding Class 4 (Expedited-Forwaraing) | low Ves No

000

ealtime-Non-Critical 5000 Forwarding Class 4 (Expedited-Forwarding  high Yes No

AppQoS Policy and Rules

You have created the profiles that associate traffic to input rates (inbound policing) and forwarding
classes (which are associated with outbound queues). Next you will create policy rules to identify
traffic and direct the traffic to the corresponding QoS profile. To perform this task you will create App
QoS policy rules so that you can take advantage of the application identification capabilities of Versa
Operating System.

Expand the App QoS configuration hierarchy and select Policies from the App QoS dropdown. There
should be a pre-created Default-Policy that does not have any rules.

Ensure that the Rules tab is open and add the following rules to the policy:

Rule 1

General Tab

Rule Name: Find-Real-time-Critical

Source/Destination Tab

Source Zone: Tenatn1-LAN-Zone

Destination Zone: Leave Blank

Source Address: Leave Blank

Destination Address: Leave Blank
Headers/Schedule Tab

Leave all fields empty
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Applications/URL Tab

Applications: MS_TEAMS, RTP, SIP, SIP_SOAP, ZOOM
URL Categories: Leave Empty

Enforce Tab
QoS Profile: Realtime-Critical

Rule 2

General Tab

Rule Name: Find-Real-time-Non-Critical

Source/Destination Tab

Source Zone:

Tenant1l-LAN-Zone

Destination Zone: Leave Blank
Source Address: Leave Blank
Destination Address: Leave Blank

Headers/Schedule Tab

Leave all fields empty

Applications/URL Tab

Applications: FACEBOOK_AUDIO, FACEBOOK_MESSENGER,
FACEBOOK_VIDEO, SKYPE
URL Categories: Leave empty

Enforce Tab

QoS Profile:

Realtime-Non-Critical
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General Tab

Rule Name:

Find-Internet-Business-Apps

Source/Destination Tab

Source Zone:

Tenant1l-LAN-Zone

Destination Site Name: | Hub
Source Address: Leave Blank
Destination Address: Leave Blank

Headers/Schedule Tab

Service List: http, https
Applications/URL Tab
Applications: Leave Empty
URL Categories: Leave empty
Enforce Tab
QoS Profile: Internal-Business-Apps
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General Tab

Rule Name:

Find-External-Business-Apps

Source/Destination Tabs

Source Zone:

Tenant1l-LAN-Zone

Destination Zone:

W-ST-Tenatn1-LAN-VR-INET

Source Address:

Leave Blank

Destination Address:

Leave Blank

Headers/Schedule Tab

Service List: Leave Blank
Applications/URL Tab
Applications: Amazon-Apps; Google-Apps
URL Categories: Leave empty
Enforce Tab
QoS Profile: External-Business-Apps
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General Tab

Rule Name:

Drop-Sensitive-Apps

Source/Destination Tabs

Source Zone:

Tenant1l-LAN-Zone

Destination Zone: Leave Blank
Source Address: Leave Blank
Destination Address: Leave Blank

Headers/Schedule Tab

Service List: Leave Blank
Applications/URL Tab
Applications: AMAZON_CLOUD_DRIVE
URL Categories: Leave empty
Enforce Tab
QoS Profile: Drop-Sensitive-Apps
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General Tab

Rule Name:

Internet-Streaming

Source/Destination Tabs

Source Zone:

Tenant1l-LAN-Zone

Destination Zone:

W-ST-Tenant1-LAN-VR-INET

Source Address:

Leave Blank

Destination Address:

Leave Blank

Headers/Schedule Tab

Service List: Leave Blank
Applications/URL Tab
Applications: PANDORA; SPOTIFY; YOUTUBE
URL Categories: Music; streaming_media
Enforce Tab
QoS Profile: Internet-Streaming
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General Tab

Rule Name:

Common-Internet

Source/Destination Tabs

Source Zone:

Tenant1l-LAN-Zone

Destination Zone:

W-ST-Tenant1-LAN-VR-INET

Source Address:

Leave Blank

Destination Address:

Leave Blank

Headers/Schedule Tab

Service List: Leave Blank
Applications/URL Tab

Applications: Leave Blank

URL Categories: Leave Blank

Enforce Tab

QoS Profile:

Common-Internet
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When finished your configuration should look similar to this:

Policies  Rules

Defauit-Policy Search ® m.y 25
Enforce Source

D Rule Nu... Name Rule Disabled Action QoS Profiles Services Applications. URL Categories Zone Region Address |add
0 | Allow Realtme-Critical Predefined: MS_TEAMS, RTF Intf-Tenant!-LAN-Zone

O 2 Allow Realume-Non-Crincal Predefined: FACEBOOK_AUI Intf-Tenant1-LAN-Zone

(@ ] Allow Internal-Busine: Predefined: http, https Intf-Tenant1-LAN-Zone

O |+ Allow External-Business-Apps Predefined Groups: Amazol Intf-Tenantl-LAN-Zone

Qs Allow Drop-Sensitive-Apps Predefined: AMAZON_CLOL Intf-Tenantl-LAN-Zone

O 6 Allow Internet-Streaming Predefined: PANDORA, SPO Predefined: music, streamit Intf-Tenant1-LAN-Zone

(m} 7 Allow Common-Internet Intf-Tenant1-LAN-Zone

Drop Profiles

There are default drop profiles enabled to manage congestion in queues and interfaces. You will add additional
drop profiles that can be used to replace the default drop profiles.

Create 4 drop profiles:

* Deep-Queue-Aggressive

* Deep-Queue-Conservative

* Shallow-Queue-Aggressive

* Shallow-Queue-Conservative

Create the profiles with the following parameters:

Add Drop Profile % Add Drop Profile *

Deep-QusLis-Agdressive Deep-Queue-Conservative

Description Description

Tags
Weighted Random Early Drop Weighted Random Early Drop
Max Min Man Min

Weight Inverse-mask Probability Weight Inverse-mask Probability

Cancel
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Add Drop Profile 'Y

Shallow-Queue-Conservative

Description

Tags

Weighted Random Early Drop Weighted Random Early Drop

Max Min
33

Weight Inverse-mask Probability

Min

Inverse-mask Probability

.

AL

When finished, your configuration should look similar to this:

Search m|r | (2

Name Min Max Weight Inverse-mask Probability
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Schedulers

Your device needs to be configured to remove packets from the queues and to forward them out the interface.
There are 4 major traffic classes: Network Control, Expedited Forwarding, Assured Forwarding, and Best Effort.
Each of these traffic classes has 4 queues. You will create a scheduler for each major traffic class that:

Define the following 4 schedulers:

Add Scheduler

Mame
MWE-Scheduler
Description
Scheduler far network contral traffic

Loss Priority Drop Profile
! -Select—

=Select=-
Transmit Rate Guaranteed Rate

O Rate (kbps) @ Rate (%) O Rate (Kbps) @ Rate (%)
Rate(Kbps) Rate{Kbps)

300

Defines how much interface bandwidth each traffic class will have for transmitting traffic; and
Defines which queues to pull traffic from when the traffic class is granted access to the interface.

Add Scheduler

EF-Schedule
Description

Scheduler for expedited forwarding traffic (short term buffering)

Drop Profile
Shalow-Queue-Aggressive

Shallow-Queue-Canservative

Transmit Rate Guaranteed Rate

O Rate (Kbps) @ Rate (%) O Rate (Kbps) @ Rate (%)
Rate(Kbps) Rate{Kbps)

10000

Weight
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Loss Priority Drop Profile
Deep-Queue-Aggressive
Deep-Queue-Conservative

Transmit Rate Guaranteed Rate

O Rate (Kbps) @ Rate (%)
Rate(Kbps)

O Rate (Kbps) @ Rate (%)
Rate(Kbps)

Weight
1

VERSA

NETWORKS

Add Scheduler x

Description

Tags

Loss Prioricy Drop Profile
Shalow-Queue-Aggressive

Shallow-Queue-Conservative

Transmit Rate Guaranteed Rate

O Rate (kbps) @ Rate (%)
Rate(Kbps)

O Rate (Kbps) @ Rate (%)
Rate(Kbps)

Weight

When finished your configuration should look similar to this:

Loss Priority |Drop Profile
low Shallow-Queue-Conservative
high Shalow-Queue-Agg
low Deep-Queue-Conset
high Deep-Queue-Aggre:
’ low Shallow-Queue-Conser
e nigh Shalow-Queue-Aggressive

Transmit Rate

® miy 25

Guaranteed Rate Queue Weight
500 (Kbps)
10000 (Kbps)

0 1
15 Kbps!
5000 (Kbps) ; 5

0 1

1 2
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Scheduler Map

You have created 4 schedulers that can be used to manage the queues on interfaces. Next you will need to assign
a scheduler to each traffic class by using a scheduler map.

Create a scheduler map that will be used to map schedulers to the traffic classes. The same map will be used on
all interfaces so that all interfaces receive the same queuing and scheduling parameters.

Add Scheduler Map x ]
Map-ro-WAN-Links

Description
Map to both MPLS and INET

Traffic Class Scheduler

Traffic Class 0 MNC-5cheduler

Traffic Class 1 EF-Schedule

Traffic Class 2 AF-5cheduler

Traffic Class 3 BE-Scheduler

Cancel
[
When finished your configuration should look similar to this:
Search ® m.v
(1 Scheduler Map Name Traffic Class : Schedulers
Traffic Class 0 NC-Scheduler
O |Map-to-WAN-Links

Traffic Class 1
Traffic Class 2
Traffic Class 3

EF-Schedule
AF-Scheduler
BE-Scheduler
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Associating the parameters to the interfaces

You have defined the class of service parameters that will be applied to your network. Now you need to associate
those parameters to the interfaces, or assign those parameters to the interfaces.

Assign the following shaping and scheduler map parameters to the physical interfaces (vni-0/0 and vni-0/1) as
follows:

Assoclate Interface/Network X Assoclate Interface/Network X

Ointerface  @Network Ointerface @ Network

Name
vni-0/0

Description
ags
Shaping
Burst Size (Bytes) Rate (Kbps) Burst Size (Bytes)
O
DSCP Rewrite Rule DSCP6 Rewrite Rule DSCP Rewrite Rule

T e

802.1p Rewrite Rule Scheduler Map 802 1p Rewrite Rule

Logging Interval (Secs) Bandwidth Sharing Logging Interval (Secs)

O )

Once finished your configuration should look similar to this:

m'y 5

A Shaping

]

RS BEafren g Burst Size (Bytes) Rate (Kbps)
() 0 50000 M

Logging Interval (Secs) Scheduler Map

1ap-to-WAN-Links

30000 Map-to-WAN-Links
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Verify the Class of Service Parameters

You have configured class of service on the device and applied the configuration parameters to the interface.
Next we will verify that the class-of-service parameters have been applied by using the Versa Director Monitor
dashboard and the VOS CLI.

In the Versa Director Monitor dashboard for your device, navigate to Services > COS

[ monitor ] Analytics Configuration Administration
= (&) ) ) )

Branch01 :172.15.0.4 Totmieanf),_San jose CA, USA @ Reachable

Services Networking
a > @ ‘ % % : & & W ‘ & & & o & %
SOWAN | |_NGFW | | cGNAT LAN || 1psec || sessions || scl ure Acce e BGP osee || csere3 LEF arp || 1 R
SR
swiching | LLDP || TWAMP | | 5885 Acp.
App QoS Policies Intarfaces  Per User Policer QoS Policies
Default-Policy Searcn clmly
Rule Name % APP QO Hit Count P Packet Count APP QOS Drop Byte Count APP QOS Forward Packet Count APP QOS Forward Byte Count Dropped Sessions By Per User Policer
Fi T (] 0 o 0 0
0 0 o 0 0
0 0 o 0 0
0 0 0 o 0 0
o 0 0 o 0 0
0 0 0 o 0 0
o 0 0 o 0 0

In the COS window, select the App QoS Policies tab, then select Default-Policy. The rules from the Default Policy
will be listed, along with their counters. Note that because this is a lab environment and no live data is transiting
the devices, the counters are listed at 0.

Next select the Interfaces tab. There will be packets listed under the interface that have been processed by the
CoS processes. However, the packets listed didn’t match the specific policies created, so they were processed
with default CoS behavior.

TxBPS

19464

Ann OnS Policies  Interfares  Per Liser Policer  0OnS Paliries
miv Search cCim|vy
Tx Bytes Dropped tiee Lok} Dropped Tx Bytes Tx BPS Tx Bytes Dropped Queue Len
0 0
932465 40800 0 0
131534 2680 0 0
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Open the MTPUTTY application. In the MTPUTTY application, open an SSH session to your branch device. If
prompted for a username or password, the login is student and password is versa123.

Type cli at the shell prompt to start the CLI process. From the CLI, issue the command show class-of-
service interfaces detail to view the configured class of services properties. The output shows the
traffic sent in each traffic class and on each interface.

admin@branchll0-cli> show class-of-services interfaces detail
Interface: vni-0/0
Traffic Stats:
TX Packets : 3438
TX PPS : 0
TX Packets Dropped : 0
TX Bytes : 1328159
TX bps : 1056
TX Bytes Dropped : 0
Port Stats
Traffic Class TX Pkts TX Dropped TX Bytes Bytes Dropped
tcO0 network-control 2402 0 1118887 0
tcl expedited-fwd 1036 0 209272 0
tc2 assured-fwd 0 0 0 0
tc3 best-effort 0 0 0 0
Pipe Stat:
Pipe ID : 0
Users : [ vni-0/0.0 ]
Traffic Class TX Pkts TX Dropped TX Bytes Bytes Dropped
tcO0 network-control 2402 0 1118887 0
tcl expedited-fwd 1036 0 209272 0
tc2 assured-fwd 0 0 0 0
tc3 best-effort 0 0 0 0
Interface: vni-0/1
Traffic Stats:
TX Packets : 1276
TX PPS : 0
TX Packets Dropped : 0
TX Bytes : 254188
TX bps : 528
TX Bytes Dropped : 0
Port Stats
Traffic Class TX Pkts TX Dropped TX Bytes Bytes Dropped
tcO0 network-control 268 0 50572 0
tcl expedited-fwd 1008 0 203616 0
tc2 assured-fwd 0 0 0 0
tc3 best-effort 0 0 0 0
Pipe Stat:
Pipe ID : 0
Users : [ vni-0/1.0 ]
Traffic Class TX Pkts TX Dropped TX Bytes Bytes Dropped
tcO0 network-control 268 0 50572 0
tcl expedited-fwd 1008 0 203616 0
tc2 assured-fwd 0 0 0 0
tc3 best-effort 0 0 0 0
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Use the command show class-of-services interfaces extensive to see the shaping parameters
in the output.

admin@branchl10-cli> show class-of-services interfaces extensive

Interface: vni-0/0

Configuration:
Burst Size : 125000 bytes
Rate 50000 kbps

TCO: Network-Control 500-50000 kbps
TC1: Expedited-Forwarding : 50000-50000 kbps
TC2: Assured-Forwarding  : 15000-50000 kbps
TC3: Best-Effort 50000-50000 kbps

Traffic Stats:
TX Packets 4360
TX PPS i1
TX Packets Dropped : 0
TX Bytes 1661446
TX bps 1 1760
TX Bytes Dropped  : 0

Port Stats

Traffic Class TX Pkts TX Dropped TX Bytes Bytes Dropped
tcO network-control 2985 0 1383696 0
tcl  expedited-fwd 1375 0 277750 0
te2 assured-fwd 0 0 0 0

0 0

tc3 best-effort 0 0

Pipe Stat:
Pipe ID : 0
Users : [ vni-0/0.0 ]
Type Access circuit
Configuration

Burst Size

125000 bytes

Rate : 50000 kbps
TCO: Network-Control

TCl: Expedited-Forwarding
TC2: Assured-Forwarding

500-50000 kbps
50000-50000 kbps
15000-50000 kbps

TC3: Best-Effort
Traffic Stats:
Queues Cfg

te0 network-control:
q0: fc_nc
ql: fcl
q2: fc2
a3: fe3 1

expedited-fud:
q0: fc_ef
ql: fc5
q2: fcé
q3: fe7 1

te2 assured-fwd:

fort:

Interface: vni-0/1
Configuration:

Burst Size : 125000 bytes

Rate 30000 kbps
TCO: Network-Control
TCl: Expedited-Forwarding
TC2: Assured-Forwarding
TC3: Best-Effort

Traffic Stats:
TX Packets : 1708
TX PPS 1 2
TX Packets Dropped : 0
TX Bytes 340234
TX bps ¢ 3736
TX Bytes Dropped : 0

<

<

Port Stats

Traffic Class
tcO0 network-control
tecl expedited-fwd
tc2 assured-fwd
te3 best-effort

Pipe Stat:
Pipe

0

Users : [ vni-0/1.0

Type
Configuration

Burst Size : 125000 bytes

Rate : 30000 kbps
TCO: Network-Control

TCl: Expedited-Forwarding
TC2: Assured-Forwarding

TC3: Best-Effort
[snip]

1 125-50000
125-50000 0
125-50000 0
125-50000 0

2500-50000
7500-50000
2500-50000
2500-50000

10000-50000
20000-50000
10000-50000
10000-50000

50000-50000 kbps

Inferred X
Wt BW kbps

Pkts

2985

1 12500-50000 1375
12500-50000 0
12500-50000 0
12500-50000 0

cooo

cooo

500-30000 kbps

30000-30000 kbps
15000-30000 kbps
30000-30000 kbps

TX Pkts TX Dropped
358 0
1350 0

0 0
0

1

Access circuit

500-30000 kbps

30000-30000 kbps
15000-30000 kbps
30000-30000 kbps

TX
Dropped

coocoo ocooo oooo

cooo

TX Bytes
67534
272700

0

0

TX
Bytes

1383696
0
0
0

277750
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STOP! Notify your instructor that you have completed this section of the lab.
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Versa Adaptive Shaping

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Identify the structure of the Class of Service configuration hierarchy
* Configure Class of Service services

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the

Look for these results shown in the lab guide. The important thing is that the lab functions in the desired
mabs | manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will
allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Exercise 1: Configure Adaptive Shaping

In the following lab exercises, you will:

* Locate the Adaptive Services configuration parameters
* Configure Adaptive Shaping
* Verify Adaptive Shaping

Note: Configuration modifications in this lab will be performed in
Appliance Context mode (directly on your device) and will not be
performed through device templates.

Note: The images in this lab are for demonstration purposes only. Your lab
experience may differ from the images provided in the lab guide.

In this lab part you will identify the configuration components required that will allow your device to
advertise its local interface speed to the remote devices. Testing of the changes you make on your
device will be verified by logging into the Hub device, as changes made on your device will advertise
your link rates to the hub, and the hub will apply dynamic shapers towards your device.

The following components are required for a complete adaptive shaping configuration:

* Shaping configured on the local interfaces (in order to apply dynamic shapers towards remote
sites)

* The local circuit speeds must be defined (this provides the value that will be used to trigger
Advertised Link Rate adjustments)

* Adaptive Shaping function: This adds the Advertised Link Rate value to remote sites using MP-BGP
(Versa-Private Route), and defines the circumstances that will trigger an update

* Inbound Shaper: This defines the Advertised Link Rate value that is advertised by the device

The hub already has shaping configured on its WAN interfaces, and therefore will respond to
advertised link rate information sent from your site. In this lab you will begin by configuring the local
site circuit bandwidth. You will configure a different bandwidth for the MPLS and INET links.

You will perform the lab configuration from the Appliance Context mode and not through device
templates. To open the Appliance Context mode for your device, navigate to Administration >

Appliances and locate your device in the appliances list. Click on your device to open your appliance.

From your Appliance Context mode, click the Configuration tab to access your device configuration.
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The circuit speeds are configured under the Networking > Interfaces configuration. Open the
Interfaces configuration dashboard:

RSA

ph

Monitor Analytics Configuration Administration

unnel DSL LTE WiFi UCPE Loopback Fabric Management

® my b3
Descripion Interfaces. 1P Addrass/Prefix
vn-0/00 10.27.11.101/24
ni-01.0 10271210124

1027.101.10/24

-0/2.
vni-0/2.0 10.27.201.10/24

The WAN interfaces are vni-0/0 (INET link) and vni-0/1 (MPLS link).

Click on the vni-0/0 interface to open the interface configuration. In the Ethernet tab, locate the
Bandwidth setting. It should be blank.

Set the Uplink and Downlink bandwidth to 25000Kbps (25mbps), then click OK to apply the setting.

Edit Ethernet Interface - vni-0/0 x

e | e

Interface O sub-interfaces @ Aggregate Member

i Mo Mo | M Disable B |m|Y| =

Description
IP Address/Mask

1Pva IPvE
Tags

W Promiscuous W Virtual Wire B Mirror Interface

B PPPoE base Interface
Native VLAN 1D

MTU Quter TRID

Bandwidth Others Hold Time POE  Multihoming  Standby

Uplink (Kbps) Downlink (Kbps)

Repeat the process on the vni-0/1 interface.
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After you have configured the Uplink and Downlink speeds on the interface you need to enable
Adaptive Shaping.

To enable Adaptive Shaping, navigate to Services > SDWAN > System > Adaptive Shaping. The
Adaptive Shaping function is a system function. Click on the edit (Pencil) button to open the Adaptive
Shaping configuration dialog.

Adaptive Shaping #
J&  stateful Firewall 5
@ IPsec y Enabled
= SDWAN v] High Threshold (%)
- _ : Low Threshold (%)
[} Application Detection Percentage Change (%)
SLA Prdfiles Damping Count
[ Forwarfling Profiles Poll Interval (secs)
[ Path Pdlicies
A Policieg
[IZ_I System v]
+» Adaptive Shaping |
®a« Transport Domain
3 Site Config
L SLA Monitor
& Controller Config
B site
&= Controllers
Web Proxy
When the Edit Adaptive Shaping dialog appears, Edit Adaptive Shaping X
the Enable setting will automatically be checked.
The default settings are shown. For our lab + Enable
exercise, the default settings will work. Click the OK High Threshold (%) Low Threshold (36)
el CHIED
Adaptive Shaping function. The parameters from
the dialog should now appear in the Adaptive Percentage Change (%) Damping Count
Shaping information on the main Adaptive Shaping
dashboard.

Poll Interval (secs)

Cancel
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The final step to complete the Adaptive Shaping configuration is to configure the inbound shaping
value. This is the value that will be advertised to the remote sites and it is found under the Services >

SDWAN > Site parameters.

Navigate to the Services > SDWAN > Site hierarchy and click on the pencil icon to edit the site

properties:
m Branch01 Organization: | Tenant1
Site =
o3 CGNAT
& next Gen Firewa E

@ IPsec

L SDWAN

Group bership

Encryption SLA Monitoring

SLAM_Palicy_wni-0/0.0

Interfaces %

Profiles

) ni-0/0.0
@ Forwarding Profiles :

B Parh Palicies 010

et

In the Edit Site dialog, locate the WAN interfaces. Click on the vni-0/0.0 interface to modify the
interface settings.

Edit Site

Site Nama Global Tenant ID Management Routing Instance Provider Organization

End To End S5LAM Policy

~Selact--

_l Group Membership L NAT Traversal Servers

B|-m Y| E | EB

WAN Interfaces

5LA Monitoring Bandwidth Monitoring

Interfaces

SLAM_Palicy_vni-0/0.0
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The WAN Interfaces configuration dialog allows you to configure an Input Rate and Minimum Input
Rate. The Input rate is the default rate that will be advertised to remote sites. The Minimum Input
Rate is the lowest value that will be advertised to remote sites (the lowest value the Adaptive Shaping
algorithm can advertise.)

Set the Shaping Input rate of your device according the table below. Each site will have a unique rate
configured, which will assist in verifying the advertised rate.

vni-0/0.0
Branch01 10001 1001
Branch02 10002 1002
Branch03 10003 1003
Branch04 10004 1004
Branch05 10005 1005
...Branch24 10024 1024

vni-0/1.0
Branch01 11101 1101
Branch02 11102 1102
Branch03 11103 1103
Branch04 11104 1104
Branch05 11105 1105

...Branch24 11124 1124
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Edit WAN Interfaces

Interfaces Encryption
Shaping Rate
Imput Rate{Kbps) Minimum Input Rate{Kbps)

e 1001

@Rate (%)
Management Traffic

Priority
0

SLA Monitoring Policy

SLA Manitoring
SLAM_Policy_vni-0/0.0

Bandwidth Monitoring Policy
Bandwidth Manitoring

=5Select—-

Example of vni-0/0.0

You have finished configuring Adaptive Shaping on your branch device.

Exercise 2: Verify the Advertised Link Rate and dynamic
shapers on the Hub device

Your device should now be advertising its local link rates to the other devices in the network. You will
verify your advertised link rate by logging in to the hub device. On the hub device you will verify that
your advertised link rate has been received, and that the hub device has applied dynamic shapers on
the tunnels to your branch device.

Locate the MT-Putty shortcut on your remote desktop task bar. Open the MT-Putty application and
open an SSH session to the hub device.

On the hub device, enter the command c11i to start the command line interface. From the CLI on the
hub device, enter the command show class-of-services. You will see output from all of the
interfaces and for all of the tunnels. You will need to look for a Pipe ID that has a rate that matches
your sites configured Input Shaping rate. To help you find your sites Pipe (tunnel), you can use the
following command: show class-of-services | find [your site’s bandwidth
setting]:e.g. show class-of-services | find 10001
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You should see output that reflects the configured inbound shaping parameter that you configured on
your device in an earlier step.

dmin@Hub-cli> show class-of-services | find 10001
Rate : 10001 kbps
Traffic Stats:
Queues TX TX TX Bytes Qlen
Pkts Dropped Bytes Dropped

tc0 network-control:
g0: fc nc 0 0 0 0 0
gl: fcl 0 0 0 0 0
gz2: fc2 0 0 0 0 0
g3: fc3 0 0 0 0 0

tcl expedited-fwd:
g0: fc ef 0 0 0 0 0
gl: fc5 0 0 0 0 0
gz2: fcé6 0 0 0 0 0
g3: fc7 0 0 0 0 0

tc2 assured-fwd:
g0: fc_af 0 0 0 0 0
gl: fc9 0 0 0 0 0
gz2: fclo 0 0 0 0 0
g3: fcll 0 0 0 0 0

tc3 best-effort:
q0: fc_be 0 0 0 0 0
gl: fcl3 0 0 0 0 0
gz2: fcl4 0 0 0 0 0
g3: fclb 0 0 0 0 0

Pipe ID 2

Users : [ WAN-103:17:2:secure ]
Type : SDWAN
Configuration :
Rate : 10001 kbps
Traffic Stats:
Queues TX TX TX Bytes Qlen
Pkts Dropped Bytes Dropped

tcO0 network-control:
q0: fc_nc 0 0 0 0 0
gl: fcl 0 0 0 0 0
gz: fc2 0 0 0 0 0
g3: fc3 0 0 0 0 0
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You can use the same command to display the dynamic shaper on the hub’s INET interface by issuing
the same command, but substitute the INET inbound shaping rate configured on your site (e.g. 11110)

admin@Hub-cli> show class-of-services | find 11110
Rate : 11101 kbps
Traffic Stats:
Queues TX TX TX Bytes Qlen
Pkts Dropped Bytes Dropped
tc0 network-control:
g0: fc_nc 0 0 0 0 0
gl: fcl 0 0 0 0 0
g2: fc2 0 0 0 0 0
g3: fc3 0 0 0 0 0
tcl expedited-fwd:
q0: fc ef 0 0 0 0 0
gl: fc5 0 0 0 0 0
g2: fc6 0 0 0 0 0
g3: fc7 0 0 0 0 0
tc2 assured-fwd:
q0: fc_af 0 0 0 0 0
gl: fc9 0 0 0 0 0
g2: fclo 0 0 0 0 0
g3: fcll 0 0 0 0 0
tc3 best-effort:
q0: fc _be 0 0 0 0 0
gl: fcl3 0 0 0 0 0
g2: fcl4 0 0 0 0 0
g3: fclb5 0 0 0 0 0
Pipe ID 2
Users : [ WAN-103:34:2:secure |
Type : SDWAN
Configuration :
Rate : 11101 kbps
Traffic Stats:
Queues TX TX X Bytes Qlen
Pkts Dropped Bytes Dropped
tcO0 network-control:
g0: fc_nc 0 0 0 0 0
gl: fcl 0 0 0 0 0
g2: fc2 0 0 0 0 0
g3: fc3 0 0 0 0 0

STOP! Notify your instructor that you have completed this lab.
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Versa Application Steering and SLA

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Identify the components required to enable traffic steering using SD-WAN Policy
* ldentify the components used to measure and monitor transport path statistics
* Configure SD-WAN Profiles to define how application traffic should be treated

* Configure SD-WAN Policy to assign traffic flows to SD-WAN Profiles

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired
manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will

allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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In the following lab exercises, you will:

* Configure a set of SLA profiles that can be used to monitor the performance of links between sites

Note: Configuration modifications in this lab will be performed in
Appliance Context mode (directly on your device) and will not be
performed through device templates.

Note: The images in this lab are for demonstration purposes only. Your lab
experience may differ from the images provided in the lab guide.

The SLA Monitoring process is constantly running on Versa Operating System. Each device sends
probes to other devices on all available transport networks (paths) to determine the path
performance, and the statistics that are gathered are automatically sent to Versa Analytics.

You can configure your device to use the statistics that are gathered to determine whether a transport
path is suitable for different types of applications, based on administrative rules. To configure your
device to track SLA statistics you configure SLA profiles.

SLA profiles are configured under the Configuration > Services > SLA Profiles hierarchy.

Navigate to the Configuration > Services > SLA Profiles hierarchy. Click the Add button to create SLA
profiles.

f @ Studenttt v

Manitor Analytics Configuration Administration

m v 5

O Name Maximum Latency (ms) Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%) |Delay Variation (itter) Circuit Transmit Utilization (%) Circuit Recewve Utilization (%) Saas Ap

O SLA PROFILE ADDED
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Add SLA Profile x

General

Name

Packet Delay-variation (jitter) Circuit Transmit Utilization (%) Circuit Receive Utilization (%)

Maximum Packet Loss (%) Maximum Reverse Packet Loss (%)

Maximum Forward Packet Loss (%)
Maximum Latency (ms) MOS Score

B Low Delay
Variation Loss

M lowlatency W LowPacket W LowForward [l Low Reverse
Packet Loss Packet Loss

5 223

Edit SLA Profile - 30ms-Delay b

General

Name
30ms-Delay

Description

Packet Delay-variation (jitter) Circuit Transmit Utilization (%) Circuit Receive Utilization (%)

Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%)

Maximum Latency (ms) MOS Score

M Low Delay
Variation Loss

W Lowlatency [ Low Packet W LowForward [ Low Reverse
Packet Loss Packet Loss

5 =

Edit SLA Profile - 30ms-Delay-20ms-Jicter *

Name
30ms-Delay-20ms-Jitter

Description

Packet Delay-variation (jitter) Circuit Receive Utilization (%)

20

Circuit Transmit Utilization (%)

Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%)

Maximum Latency (ms) MOS Score
30

M Low Delay

Variation Loss

M Lowlaency M Low Packet M LowForward [l Low Reverse
Packet Loss Packet Loss

Cancel

Add SLA Profile x

General

Name

Packet Delay-variation (jitte Circuit Transmit Utilization (%) Circuit Receive Utilization (%)

Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%)

Maximum Latency (ms) MOS Score

M Low Delay
Variation Loss Packet Loss

M Lowlatency [ LowPacket [l LowForward [l Low Reverse
Packet Loss

]

Edit SLA Profile - 60ms-Delay *

S o onior
Name
60ms-Delay

Description

Packet Delay-variation (jitter) Circuit Transmit Utilization (%) Circuit Receive Utilization (%)

Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%)

Maximum Latency (ms) MOS Score

M Lowlatency M Low Packet M LowForward [ Low Reverse
Loss Packet Loss Packet Loss

Cancel

Edit SLA Profile - Low-Delay-Low-Packet-Loss *

Name
Low-Delay-Low-Packet-Loss

Description

Packet Delay-variation (jitter) Circuit Transmit Utilization (%) Circuit Receive Utilization (%)

Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%)

Maximum Latency (ms) MOS Score

M Low Forward [l Low Reverse
Packet Loss Packet Loss

+ Low Delay M lowlatency ' Low Packet
Variation Loss

Cancel

Edit SLA Profile - Low-Delay-Only

SaaS App Monitor

Packet Delay-variation (jitter)
Maximum Packet Loss (%)
MOS Score

Maximum Latency (ms)

+ Low Delay

W Lowlatency M Low Packet
Variation Loss

Circuit Transmit Utilization (%)

Maximum Forward Packet Loss (%)

Circuit Receive Utilization (%)

Maximum Reverse Packet Loss (%)

B LowForward [l Low Reverse
Packet Loss

Packet Loss

Cancel
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When finished, your SLA profiles should look similar to the result below.

=

B Searc ] mv

¥ &

+d CaNAT Name Maximum Latency (ms) Maximum Packer Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%) | Delay Variation (jitter) Circuit Transmit Urilization (3) Circuit Receive Utlization (%) saas Ap
& Next Gen Firewat o

@
g SDWAN

< )
30 20
Application Detection
[E) SLA Profiles
60

(mlinl=i=li=iali=]

Next you will adjust the SLA probe frequency on your links. This is done with two steps. The first step
is to modify the Path Policies. The path policies determine the properties of the SLA probe system.
The second step is to ensure that the policies are applied to the interfaces. Because the default
policies are already applied to the interfaces, you will only verify that the policies are applied.

Navigate to Configuration > Services > SD-WAN > Path Policies and locate the 2 default path policies.
Click on the SLAM_Policy-vni-0/0.0 name to open the policy for editing.

In the SLAM_Policy-vni-0/0.0, click the To_Controller term to open the term.

Edit Path Policy - SLAM_Policy_vni-0/0.0 x

Policy Name
SLAM_Policy_wni-0/0.0

Terms List

Term Mame
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In the To_Controller term, select the Action tab and locate the forwarding class specific configuration.
There should be a ForwardingClass 0 setting configured by default. Open the ForwardingClass 0 entry.

Edit Terms x

Term Name

| Acton |

SLA Monitoring
Interval (il 15} B Adaptive SLA Monitoring
Inactivity Interval {58¢3)
LOZENE Inena ot ]

Suspend Interval
Loss Threshold

B Data Driven

Forwarding Class

FC General Config FC Specific Config
) |Forwarding Class . _ SLA Monitoring
Logging Interval

The default timers are built into the system, so they don’t appear in the configuration explicitly.
Modify the SLA Monitoring interval and set it to 20 seconds (20000ms).
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Click OK to accept the new settings, then click OK in the Edit Terms window to finish editing the
To_Controller term.

Edit Terms Edit Forwarding Class Specific Canfig »
Forwarding Class
Forwarding Class -COnrg

SLA Monitoring

Interval
20000
Logging Interval
Loss Threshold
W Adaprive SLA Monitoring

Inacthaty Interval

Suspend Interval

Click the To_Branches term to open and modify the term.

Edit Path Policy - SLAM_Policy_vnI-0/0.0

Policy Name
SLAM_Policy_vni-0/0.0

| Terms List

jm| Y| D | &

Remate
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In the Action tab of the To_Branches term, select the Forwarding Class 4 SLA probe option and change
the interval to 4 seconds (4000ms).

Edit Terms Edit Forwarding Class Specific Config 4 Edit Terms Edit Forwarding Class specific Config o

Forwarding Class

Forwarding Class 4 (Expedited-Forwarding) Forwarding Class 4 (Expedited-Forwarding)
SLA Monitoring SLA Manitoring
Interval (milliseconds Interval
Logging Interval Logging Interval

Uncheck and re-check this
Loss Threshold Loss Threshold box to populate the form

fields.

+ Adaptive SLA Monitoring + Adaptive SLA Monitoring
Inm[mw Interval Inaﬂmw Interval

Suspend Interval Surpend Interval

Click OK to accept the parameter change, then click OK in the Edit Terms dialog to finish editing the
To_Branches term. Click OK on the Edit Path Policy dialog to apply the changes.

Edit Path Policy - SLAM_Policy_vni-0/0.0 x

Palicy Name
SLAM_Policy_vni-0/0.0

Terms List

Term Name
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Exercise 2: Analyze and Verify SLA Probe Information

In the following lab exercise you will locate and analyze the SLA probe statistics in the Versa Director
Monitor tab for your appliance.

In Versa Director, navigate to the Monitor tab of your device. In your device Monitor tab, navigate to
Services > SDWAN > SLA Metrics. Select the Hub device from the drop-down to view the SLA statistics
between your branch device and the hub device.

* @ Studentor v

Analytics Configuration Administration

milyv

PathHandle*  |Fwd Class Local WAN Link | Remote WAN Li.. 'Local WAN Link .. |Remote WAN Li... Two Way Delay... |Fwd Delay Var(... RevDelay Var(... |PDULoss Ratio.. Fwd Loss Ratiof... |Rev Loss Ratio(%) |Fwd Loss

Rev Loss PDU Sent PDU Reva
INET INET 1

6758916 fo_ef MPLS MPLS

Select the SLA Paths tab to view the SLA probe status between sites. In the SLA Paths dialog, select the

Hub site from the dropdown menu to view the SLA probe status between your branch and the hub
device.

Branch01 :172.15.0.4 L Q

IRy

Path Handle * Fwa Class Local WAN Link Remote WAN Link Lacal WAN Link 10 Remote WAN Link ID  |Adaptive Monitoring | Damp State Damp Flaps Conn State

Flaps Last Flapped
fe_ef INET NET able 00:41:40

41:40

Note that the Adaptive Monitoring status should be active, meaning the probes are actively being sent
between sites.
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Return to the Configuration > Services > SDWAN > Path Policies hierarchy so that you can modify the
adaptive SLA parameters on one of the WAN links.

In the Path Policies table, click the SLAM_Policy_vni-0/0.0 policy to open the policy for editing.

Home [ETSIGNT] Organization: | Tenan(1 >
« e = Search ® mi

G CGNAT O |Neme

-

Path Pulicies
B Policies

B Sysem

3 Sie

Open the To_Branches term.

Edit Path Policy - SLAM_Policy_vni-0/0.0 *®

Paolicy Name

Terms List | m | Y | n (25 |

Remote

Select the Action tab, then select the Forwarding Class 4 options.

| Acion

SLA Monitoring

Interval m ds) B Adaptive SLA Monitoring
Inactivity Interval
Logging Interval

Suspend Interval
Loss Threshold

B Data Driven

Forwarding Class
FC General Config FC Specific Config

[J|Forwarding Class

[ |Forwarding Class
Interval
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In the Forwarding Class 4 options, enable Adaptive SLA Monitoring and enter a 30 second interval and

300 second suspend interval.

Edit Terms Edit Forwarding Class Specific Config
Forwarding Class
Forwarding Class 4 (Expedited-Forwarding)

SLA Monitoring

Interval
4000

Logging Interval

Loss Threshold

+ Adaptive SLA Monitoring

Inactivity Interval
ETi

Suspend Interval

:

Clock OK on the dialog boxes until you have finished applying the configuration changes.

Once you have applied the adaptive SLA monitoring parameters, return to the Monitor > Services >
SDWAN > SLA Paths dialog to view the Adaptive Monitoring status.

2 E O suweorv

W VERSA

Monitor Analytics Configuration Administration
[ Home [NETSYON \ Build
n Summary Services fSystem Tools | sheit || config Status || upgrade || subscription |
Branchi 172.15.04 tion @ S @ Reachable
Seriips Networking
@ % & & % N &

m|y

= e ! = -
<=
Local WAN Link Remote WANLINk  Local WANLInKID | Remote WANLinkID | Adaptive Monitoring | Damp State Damp Fiaps Conn State Flaps Last Flapped
1 1 suspend sisable 0 1 4352

Patn Handle * Fag Class
6 fcef INET NET 1
PLS 2 pend isable 0 00:00:12

feef

If the status for the MPLS circuit is NOT in suspend mode, wait 10 seconds and then refresh the
window. If you refresh the window more than 2 times and the status does not change to suspend,
verify that the Adaptive SLA configuration parameters are properly configured.
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Open the MT-PUTTY application and start an SSH session to your testing host device (Branch01-PC,
Branch02-PC, etc.)

From the command line on the testing PC, issue the ping 10.27.130.99 -c 5 command to
send 5 ICMP packets to the address 172.16.105.1 (the LAN gateway address on the hub site.

Return to the Versa Director SLA Paths monitoring window. Refresh the table by selecting a different
site from the site dropdown menu, then select the Hub site again. The Adaptive Monitoring status
should have changed to active because you sent data packets between the sites with the Ping utility.

Path Handle * Fwd Class Local WAN Link Remote WAN Link Local WAN Link ID Remote WAN LinkID  Adaptive Monitoring  Damp State Damp Flaps
92 fc_ef MPLS MPLS 1 1 active disable 0
fc_ef NET NET 2 2 active disable

Wait 30 seconds, then refresh the table (select a different remote site, then select Hub again). The
MPLS link Adaptive Monitoring status should return to suspend state.

Hub105 R ‘

Path Handle % Fwd Class Local WAN Link Remote WAN Link Local WAN Link ID Remote WAN Link ID  Adaptive Monitoring Damp State
fc_ef MPLS MPLS 1 1 suspend disable
fc_ef NET NET 2 2 active disable

STOP! Notify your instructor that you have completed this lab.
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* The topology for this example:

Director Analytics
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* To begin, if you pl

VERSA NETWORKS LAB GUIDE

an to use path statistics to help

determine forwarding paths, create SLA profiles that
analyze the desired performance statistics

-3 aNA
9__ ext Ger ewa
(R IPsec
2 SDWA

SLA Profiles

Forwarding Profiles

Maximum Latency (ms)

N Dar D -
) Path Policies
» D
» ( =)
L) em
3. e
" ) £
Longroiie
-~ A
sver 2 WAN
Veb Proxy
| antive Porea
') ?—;:[ Ve p.« r_ﬂl
mly
Maximum Packet Loss (%) Maximum Forward Packet Loss (%) Maximum Reverse Packet Loss (%)  Delay Variation (jt (< smit Ut (%) G ve Utilization (%)
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Maximum Latency (ms) Maximum Packet Loss (%)
20

50

Maximum Forward Packet Loss (%)  Maximum Reverse Packet Loss (%)

m| v

Delay Variation (jitter) Circuit Transmit Utilization (%) Circuit Receive Utilization (%)

Add SLA Profile x

Packet Delay-variation (jitter) & Circuit Transmit Utilization (%) & Circuit Receive Utilization (%) &

Maximum Packet Loss (%) & Maximum Forward Packet Loss (%) £ Maximum Reverse Packet Loss (%) ©&
Maximum Latency (ms) & MOS Score &

W Low Delay
Variation

W Low Forward
Packet Loss

B Low Reverse
Packet Loss

W Lowlatency M Low Packet
Loss

Add SLA Profile x

Packet Delay-variation (jitter) o Circuit Transmit Utilization (%) ©& Circuit Receive Utilization (%) ©&

Maximum Packet Loss (%) & Maximum Forward Packet Loss (%) €& Maximum Reverse Packet Loss (%) €
Maximum Latency (ms) & MOS Score ¥

M LowForward [l Low Reverse
Packet Loss Packet Loss

W Low Delay

Variation

W lLowlatency M Low Packet
Loss

Edit SLA Profile - Packet-Loss-5-Percent x

Packet Delay-variation (jitter) ¥ Circuit Transmit Utilization (%) & Circuit Receive Utilization (%) &

Maximum Packet Loss (%) & Maximum Forward Packet Loss (%) €& Maximum Reverse Packet Loss (%) &

MOS Score &

Maximum Latency (ms) &

M Low Packet
Loss

W Low Delay B LowForward [l Low Reverse
Variation Packet Loss Packet Loss

Cancel

W Low Latency

Edit SLA Profile - Packet-Loss-3-Percent X

Tags
Circuit Receive Utlization (%) @&

Packet Delay-variation (jitter) € Circuit Transmit Utilization (%) €&

Maximum Packet Loss (%) €& Maximum Forward Packet Loss (%) € Maximum Reverse Packet Loss (%) &
Maximum Latency (ms) § MOS Score €%

B Low Delay B LowForward [ Low Reverse
Variation Packet Loss Packet Loss

_

M Lowlatency M Low Packet
Loss
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* Next you define the forwarding profiles. These
determine how to treat traffic that is sent to the
profile.

E my p]
O |Name SLA Violation Action SLA profile Evaluate Continuously Encryption Enable Symmetric Forwarding
0 ) Forwiard
. w-PackerL0s Forviard
= H Forward
G Forwarding Profiles e
B PatnPolicies
Add Forwarding Profile x Add Forwarding Profile x

Circult Names Circuit Type:
O |priority Description
Local Remote Local Femd
Op MPLS
NET

Encryption Connection Selection Method 2

onal ghted Round Robi

Path Reconsider Interval (sec) SLA Violation Action Load Balancing Option

- &

Repiication factor
W Enable

Circuit Utilization
M stop When

# Evaluate Continuously W Reverse route verification + Enable Symmetric Forwarding

e' Cancel
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* Next you define the forwarding profiles. These
determine how to treat traffic that is sent to the
profile.

E miy 5

Name SLA Violation Action SLA profile Evaluate Continuously Encryption Enable Symmetric Forwarding

Forward

rd

Forward

= H Forward
G Forwarding Profiles e

B PatnPolicies

Add Forwarding Profile

Circuit Priorities List m Y| EB | EB

Circult Names Circuit Type:
O |eriority Description
Local Remote Local Rem
- MPLS
" NET
Encryption Connection Selection Method
Optional W bin
sider Interval (sec) SLA Violation Action Load Balancing Option
Replication factor
Circuit Urilization [
W Stop When
+ Evaluate Continuousty I Reverse route verification + Enable Symmetric Forwarding
Cancel
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* Next you define the forwarding profiles. These
determine how to treat traffic that is sent to the
profile.

(&) m|v 3

O Name SLA Violation Action SLA profile Evaluate Continuously Encryption Enable Symmetric Forwarding

o Forward

oprional

Add Forwarding Profile x

Name

SLA profile ¥ Connection Selection Method
{

sider Interval isec) SLA Vi Load Balancing Option
e : Select-
Padiarioss 3 pigcen
Repiication factor
W Enable
Gircuit Utilization
B Stop When

¥ Evaluate Continuously M Reverse route verification

Add Forwarding Profile

Circuit Priorities

Unmatched Priority

Circuit Priorities List

Circult Names

O |priority Description

Remote
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* Next you define the forwarding profiles. These
determine how to treat traffic that is sent to the
profile.

® miv 5

O SLA Violation Action SLA profile Evaluate Continuously Encryption Enable Symmetric Forwarding

) a Forward

oprional

Add Forwarding Profile

Unmatched Priority

-Select

Circuit Priorities List

O |prory = Circult Names Circult Type
riori scription
il Local Remote Local Remd
ST NET

MPLS
SLA profile €3 Encryption Connection Selection Method

SLA Profile
Recompute Timer (: Path Reconsider Interval (sec) SLA Violation Action Load Balancing Option

Farw -~5a

Replication

Replication factor

« Enable

¥ Stop When

¥ Evaluate Continuousty W Reverse route verification + Enable Symmeiric Forwarding

Add Forwarding Profile

Duplicate FEC Packet FEC Packet
v
Number of Packets per FEC

Circuit Utilization

+ Recovery « Preserve Order

Maximum FEC Packet Size
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

¥ ﬂ = 3 Policies  Rules
DefaultPoiicy ear @ miy
Firewal >
= Enforce
u Rule Nu_. Name Rule Disabled Services lications URL Categories
Forwarding Action Forwarding Profile Logging Profile Monitor Action ki Q zone Addl
Predefined: SKYPE, MS_T.

1 citcal-\Vo F Allo vl 3 Tenant!-LAN-Zone
D 2 0 False Allow Tenant1-LAN-Zone
0 3 F Allo
0 E Al Predefined: social_netvio

Description

B Disable Rule

Add Rules

General ] Source/Destination [ate I I URL T p: T Forwarding Class T Enforce

O |Source Zone ® [ Destination Zone ® O 'Source Site Name [ Destination Site Name

O Tenant1-LAN-Zone

O Source Address [ Desunation Address

W Source Address Negate B Destination Address Negate
Routing Instance

Select
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

P Rue
SLIE POy ear ® mly
o Enforce
Rule Nu... Name Rule Disabled Services ications URL Categories
T S Forwarding Action Forwarding Profile Logging Profile Monitor Action Appac! o Zone Ado)
Predefined: SKYPE, MS_T
1 citcal-\Vo False Allow vl 3 Tenant!-LAN-Zone
0 Fa i Tenant1-LAN-Zone
o B3 Fal i
0 Fa ! Predefined: social_netvio
oler:

Saas Application Groups
)| Application List

O lvoip
SKYPE

Add Rules X

"Gerer | Socrbesinsion | ressersceoue | Appiatons | URL | sersoroups | Forvarong Gz | £c |
Forwarding Logging
Action profile @ LEF Profile

T « o

Nexthop IP address 8 Rate Limit

M Enable Symmetric Forwarding  JE
of Return Traffic

1\‘!“ -Low-Jitter
— e e —

Address @ Routing Instance 13 Bypass Latency Threshold (msec) Mode

Intervalisec) Wan Profile

Threshold(Events)

©0 jgigh2 Q22 Y 3




Application Steering and SLA Monitoring { ? ;
R o VERSA NETWORKS LAB GUIDE

v A

* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

P
Defauit-Poiicy ® m| v

E Enforce

U Rule Nu.. Name Rule Disabled Services lications. URL Categories

Forwarding Action Forwarding Profile Logging Profile Monitor Action ki Q Zone Addl

o p citcal-Vo ; Allow Low-Latency-Lowitcer Tenant!-LAN-Zone

0 2 0 False Allow Tenant1-LAN-Zone

0 Business-Applications  F: Allo

0 E Al Predefined: social netwo

Description

B Disable Rule

Add Rules

General 1 Source/Destination I I URL T

O Source Zone ® [ Destination Zone O Source Site Name ([ | Destination Site Name

[J Tenanti-LAN-Zone

[J|Source Address [ Destination Address

W Source Address Negate B Destination Address Negate
Routing Instance

Select
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

Policies Rules

DefauicPoicy carcn ® mi v

Enforce

O RuleNu.. Name Fule Disabled Services Applications URL Categories

Forwarding Action Forwarcing Profile Logging Profile Monitor Action zone Aodl

Predefined: SKYPE. MS_T.

(m ] Criciecal-Voice False Allow Low-Latancy-Low-jicter o Tenant1-LAN-Zone
0 2 iC cal ce 0 False Allow Low-Latency Tenant1-LAN-Zone
a Predefined Filters: 0.
B PatnPoiicies 0 3 False Allow Low-Packet-Loss Saas groups: ffica365-A
B Policies 0O 4 False Allow High-Packer. Predefined: social_netwio
B2 syste >
B site
& Controllers
Add Rules ¥

Applications Saas Application Groups
[ | application List (O] saas Application Group List

Pre-defined Filters
Audio-Video-5 ning
Applications
Pre-defined
ADNSTREAM
APPSTREAM
LIGHTSTREAMER
MS_STREAM

Add Rules X

LEF Profile
B Defauit Profile

Event Rate Limit

of Return Traffic

Monitor TCP Optimization
Address © Bypass Latency Threshold (msec) Mode

Acti Interval(sec) Lan Profile Wan Profile

Threshold(Events)

Cancel
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

Policies  Rules
Default-Policy @ m|v
o Enforce
Rule Nu... Name Rule Disabled Services lications URL Categories
Forwarding Action Forwarding Profile Logging Profile Moritor Action s <o 2Zone Ada)
1 Cricitcal-Voice False Allow Low-Latency-Lowjiccer Tenanti-LAN-Zone
D 0 False Allow Low-Latency Tenant1-LAN-Zone
E] Business-Apy s False Allow Low-Packe
4 jon Critical-Apps False Allow High-Packer-Loss Predefined: social_netwo

B Disable Rule

Add Rules

Applications
| Application List

ADP-Apps

Amazon-Apps

Box-Apps

Citnx-Apps

Docusign-Apps

D'O?B'mpps
Goog/Apps

IBM-Apps
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

O RuleNu... Name Rule Disabled iy
(m] citcal-Voice False Allow

D Fal Il

(mE] plications  Fal Il

Enforce

Forwarcing Profile

Low-Latancy-Low:jittar

Logging Profile

Services
Monitor Action

Predefined: social_netvio

Add Rules

Nexthop IP address €

W Enable Symmetric Forwarding
of Return Traffic

Monitor
Address &

Interval{sec)

Threshold({Events)

rding Class | Enforce

LEF Profile

TN = oo Profie
Event Rate Limit

TCP Optimization

Bypass Latency Threshoid (msec) Mode

Select-

Lan Profile Wan Profile

2022V
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

® m(v

senices

Tenant!-LAN-Zone

Description

B Disable Rule

Add Rules »

Geneal | Soure/Desinason | Headeryscneaue | Aoplcaions | UL | Usersiroups | Fomwarang Cass | Entrce |

URL Categories
0J|URL Category List

s00al_network

Pre-defined

nem_and_r{ﬁl 3
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* Next you define the SD-WAN Rules. These analyze new
sessions and assign them to one of the forwarding
profiles based on the traffic requirements.

P Rue

] ® m v

B Enforce
e L=l Forwarding Action Forwarding Profile Logging Profile Monitor Action EERIE [T P i 2one Ada)
; - - - TR Er——

q - " Tenantl-LaN

0 s Business Appiications  Fal I

m) Fal Il al_ne

Control
Add Rules )4

W Default Profile
Rate Limit

of Retumn Traffic

Monitor ack TCP Optimization

Address € Routing Instance Bypass Latency Threshold (msec) Mode

Action Interval(sec) Lan Profile Wan Profile
e Ee= S

Threshold{Events)
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* Once the SD-WAN SLA Profiles, Forwarding Profiles,
and Policy Rules have been created:

* If the changes were made in a template, commit the
template to rebuild the device configurations and copy the
configurations to the appliances

* If the changes were made in Appliance Context mode, the
changes take effect immediately

A B @ rabusertio v
o E: m| v

Last Modified Time Last Modified By

Fri, Apr 22 2022, 10:15 labuser110

Fr 22 2022, 07:04 labuser110

Fri, Ap 022, 0 labuser110

Fn, / labuser110

Fn, Apr 22 2022, 07:05 labuser110

Fr labuser110

Tue, Aug 11 2020, 12:01 Administrator
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* You can view the path statistics in the Monitor tab, or
through the CLI on each device:

user@device-cli> show orgs org-services org-name sd-wan path path-metrics




@
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 Path Policy mapping can be displayed from the CLI

user@device-cli> show orgs org-services org-name sd-wan policies Default-Policy rules path-state brief
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Versa Basic Security Services

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow
you to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing
this lab, you will be able to:

* Identify the components required to enable basic Next Generation firewall and next-
generation firewall services
* Configure basic next-generation firewall services

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through Amazon Workspaces. You should have received an
email to allow you to register your Amazon Workspaces account and set your password.

NOTE: It is common for the Amazon Workspaces email to be sent to the spam/junk folder. If you
have not received the registration email, check those folders.

The remote desktop connection opens a remote workstation, where you will use various tools to
navigate and configure the lab environment. The main tool you will use in this lab is Versa
Director. Versa Director can be accessed by opening the Google Chrome browser on the Remote
Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 24 students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned
within Versa Director. It is important that you only modify the configuration components that
are assigned to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired
manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will

allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because
of this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Exercise 1: Configure Basic Security Services

In the following lab exercises, you will:

* Locate the SD-WAN security policy components
* Configure a basic Next-Generation Firewall policy

Note: Configuration modifications in this lab will be performed in
Appliance Context mode (directly on your device) and will not be
performed through device templates.

Note: The images in this lab are for demonstration purposes only. Your lab
experience may differ from the images provided in the lab guide.

In this lab part you will identify the configuration components required that will allow your device to
perform standard next-generation firewall services on transit traffic.

The main configuration components related to security policy are located in the Services > Stateful
Firewall or Services > Next Gen Firewall hierarchy of the configuration, depending on which type of
services are enabled in the template workflow.

v VERSA

NETWORNKS
Navigate to Administration > Appliances and locate your

appliance in the appliance list. Click your appliance name to
open the Appliance Context mode of your device. From the
Appliance Context mode of your device, click the Configuration
tab to open the configuration of your device.

Navigate to the Services > Next Gen Firewall > Security
hierarchy of the configuration and select Policies.
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When security services are enabled in a workflow, 2 default policy rules are created to allow traffic
from the local site to remote destinations and to allow SD-WAN traffic from remote sites to enter the
local device through the SD-WAN tunnels.

Access Policies  Rules
Default-Policy Seard 0] m|v

Enforce

) Rule Nu... Name Services Applications URL Categories

Actions Security Profiles Zone

Allow ptv

25

Reg]

In the next lab parts you will create new rules that will manage the types of traffic and applications
that can be accessed from the local LAN. The branch device is configured for Direct Internet Access
(DIA).

AccessPolicies  Rules

Default-Policy Seard! ® m v

Enforce

O |RuleNu... Name Rule Disabled Alias Name = Services Applications URL Categories URL Reputations
Actions Security Profiles Zone
Predefined: M5_TEAMS

Predefined Groups: Am.

Allow-Business-Apps False Allow Predefined: http, https Intf-Tenant1-LAN-Zone

False Allow Scan Email Traffic Predefined: GMAIL, LIVE.. Intf-Tenant1-LAN-Zone

Wi

s False Deny Predefined: dating, gam IntF-Tenant1-LAN-Zone
Blocked-We False Deny Predefined: abused_dru IntF-Tenant1-LAN-Zone

False Allow pwvi

00000 o
IS

Allow From Tr False Allow Intf-Tenanti-LAN-Zone

Region

Allow access to the following business applications from the branch to the Internet through the SD-
WAN (Internet access is provided through the Hub device):

* Salesforce-Apps

* MS_TEAMS

* Office365-Apps

*  Amazon-Apps

Match the applications GMAIL, LIVE_HOTMAIL, OUTLOOK and direct them to the Antivirus engine for
email scanning.

Create a schedule for business hours (8:00 AM to 5:00 PM). Block traffic from the following URL
categories during business hours:

* dating
* gambling
* games

* news_and_media

Block traffic to the following URL categories all of the time:
* abused_drugs

* adult_and_pornography

* malware_sites

After creating the rules, arrange the rules in an order that will not allow the default allow rules to
permit traffic.
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Open the Security Policies on your device.

In Versa Director, navigate to Administration > Appliances and locate your appliance in the table. Click
on your appliance to open the Appliance Context mode for your device. All of your configuration
changes will be made directly on the device (NOT through templates).

® @ studentor v

VW VERSA

Monitor Configuration Workflows Administration Analytics Commit Template

Total Appliances : 6

pliances moy

Stats

Name Mgmt Address Tags Service Start Time. Software Version Organizations Snapshots
& e & P ConfigSynchronized  Reachability Service Locked

Tenantl @
@

@

&

2 LY

@ c e us &
- : &

&

o

Tenant! @

In your device Appliance Context mode, navigate to Configuration > Services > Next Gen Firewall >
Security > Policies. Click the Add button to create a new rule.

Add

P ] J}" miy

Enforce
Rule Nu... Name Rule Disabled Alias Name Services Applications. URL Catagories URL Reputations

Actions Secunty Profiies Reg!

False Allow

Create a new rule called Allow-Business-Apps with the following parameters:

Source Zone: Intf-Tenatn1-LAN-Zone
Applications/URL: Amazon-Apps; Office365-Apps; Salesforce-Apps, MS_TEAMS
Enforce: Allow
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Sample Allow-Business-Apps Rule

Edit Rule - Allow-Business-Apps
Heagersiscnedule | Appicatons/URL | Users/Groups | Enorce |

Allow-Business-Apps

M Disable Rule

Edit Rule - Allow-Business-Apps

Cesdarsscnecie | AopliatorsURL | UsesGrouss | Enoce |

(| Source Zone | Source Site Name

(| Intf-Tenant1-LAN-Zone

)| Source Address

Ingress Routing Instance Egress Routing Instance

--Select— --Select--

B source Address Negate
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Edit Rule - Allow-Business-Apps x

| General | source | Destination | Headers/schedule | appicstons/uzL | Users/Groups | Enforce
Applications URL Categories Reputations
(| Application List CJ|URL Category List ]| Reputations
Amazon-Apps
Office365-Apps
Salesforce-Apps

MS_TEAMS

Edit Rule - Allow-Business-Apps x

General | Source | Destination Headers/Schedule ications/URL | Users/Gro Enforce
ups

Actions Log
Actions
O plow ® peny ® Reject @ Apply Security Profile

Synced How Session Timeout (secs)

] ™ - TCP ecpaivea Session Tmeout

@ profiles ® profile Groups

B IP Filtering B Anii-Virus B File Filtering

B vuinerability B URL Fitering B DNS Filtering

B Predefined Vulnerability Profile Override
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Create a rule called Scan-Email to scan email traffic with the following parameters:

Source Zone: Intf-Tenant1-LAN-Zone
Application List: GMAIL; LIVE_HOTMAIL; OUTLOOK

* Enforce: Apply Security Profile
* Security profile: Anti-Virus: Scan Email Traffic

Edit Rule - Scan-Email b
[ ceners | Source | Destinaton | Headersscneduie | Applcatons/URL | Users/roups | norce |

Scan-Email

Description

B Disable Rule

Edit Rule - Scan-Emall *

S e e e e e

(| source Zone (| Source Site Name

| Intf-Tenant1-LAN-Zone

| Source Addrass

Ingress Routing Instance Egress Routing Instance

|
—Select-- —-Select-- Source Address Negate
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Edit Rule - Scan-Email x

Applications URL Categories Reputations
(| Application List O |URL Category List (| Reputations
GMAIL
LIVE_HOTMAIL

QUTLOOK

Edit Rule - Scan-Email »

0 R e e

Actions Log

Actions
® piow ® peny ® Reject O Apply Security Profile

Synced How Session Timeout (secs)

O ™ - 1cP ecpaive atSesion T

O profiles ® profile Groups

B IP Filtering ¥ Anti-Virus B File Filtering

Scan Email Traffic

B Vuinerability B URL Filtering B DNS Filtering

B rredefined Vulnerability Profile Override
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Create a rule called Work-Hour-Restrictions to block specified URL categories during work ours. To do
this you will create a schedule (from within the rule creation process). The rule should have the
following parameters:

Source Zone: Intf-Tenant1-LAN-Zone

Headers/Schedule: Create a new schedule (+ Schedule) called Work-Hours
* Recurrence: Daily
* Start time: 8:00
* Endtime: 1700

URL Categories List: dating; gambling; games; news_and_media
Enforce: Deny

Edit Rule - Work-Hour-Restrictions

General

Name
Work-Hour-Restrictions

Description

Alias Name

M Disable Rule

0| source Zone

O Intf-Tenant1-LAN-Zone

[O|source Address

Ingress Routing Instance Egress Routing Instance
--Select- -->elect--
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Edit Rule - Work-Hour-Restrictions ®

oo ] souce | Desinatan | rerie s ] soplesionsuns | srsroups | e ]

L2 Services

IP Version IP Flags | Service List

--Select- -Select—-

DSCP

. 5
TAEL

Condition Value (Max 255)
Greater than or equal o

Others

Schedules
Work-Hours

+ Schedule

Edit Schedule - Work-Hours »

MName

Description

Recurrence
Daily

Start Time End Time

00:00 00:00

08:00 17:00
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| Applicatons/URL v

Applications URL Categories Reputations
1 Application List URL Category List _J|Reputations
dating
gambling
games

news_and_media

Edit Rule - Work-Hour-Restrictlons *

O e e N e

Actions Log
Actions
® piow O Deny ® Reject @ Apply Security Profile

Synced How Session Timeout (secs)

Y ™ s TcP eepaive atSesion Tmeanr

@ profiies ® profile Groups

B 1P Filtering B Anii-Virus B File Filtering

B Vulnerability B URL FAitering B DNs Fittering

B Predefined Vulnerability Profile Override

Note: You can view the schedule that you created by navigating to Configuration > Objects & Connectors > Objects
> Schedules, as schedules are objects that can be used by rules from any service.
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Create a rule called Blocked-Web to block specified URL categories at all times with the following
parameters:

Source Zone: Intf-Tenant1-LAN-Zone
URL Categories List: abused_drugs; adult_and_pornography; malware_sites
Enforce: Deny; Log End of events to Default-Logging-Profile

Edit Rule - Blocked-Web x
[ covers | Source | Destinaton | Headers/scheduie | Appltcatons/URL | Users/Groups | Enforce |

Blocked-Web

Description

M pisable Rule

Edit Rule - Blocked-Web »

R e U gy

J|source Zone ()| source Site Name

(| Intf-Tenant1-LAN-Zone

(J|Source Addrass

Ingress Routing Instance Egress Routing Instance

n
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Edit Rule - Blocked-Web

Applications Reputations
) Application List }{URL Category List _J|Reputations
__J abused_drugs
adult_and_pornography

malware_sites

Edit Rule - Blocked-Web

Cenera | soure | Desiauon | Hesdersicnecle | AopleaionsURL | UsesGrome | £

Actions Log
Actions
® sliow © Deny ® Reject ® Apply Security Profile

Synced How Session Timeout (secs)

O ™ < TCPKecpave i Seson Tmecut

@ profiles ® Pprofile Groups

B 1P Filtering B Anii-Virus B File Filtering

B vuinerability B URL Filtering B DNSs Filtering

B Predefined Vulnerability Profile Override
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Edit Rule - Blocked-Web b

e | S | Do | Psiemate | Appesiment | Ui | croe

Actions Log

Events

® st O end ® Both ® Never t-Logging-Profile B pefault Profile
View LEF Profile

M packet Capture
@ n @ appiication List ‘® User Defined Application List ‘® Unknown Application
_|| Pre-defined Applications _l| User Defined Applications

Per session

Next, enable security logging on the device so that session logs can be sent to Versa Analytics (by
default only statistics are sent).

Navigate to Configuration > Services > Next Gen Firewall > Security Settings > Logging Control. Click on
the Edit button to modify the logging control functions.

| Home [NICESIGHE Drganization: | Tenant1 ‘
Logging Control
w43 CGNAT
& Next Gen Firewa Sessions
£ DoS
S EXphc Edit Logging Control x
AlUthentcatof
impilicit
nh Ve IOr Sessions
¥ Al B Explicit B impiicit
s Cap " PCAP
= Security PCA both both
B Policies Limit
FONCICD
6 e filne Imeoutimin)
~TOlnes i Timeout (min)
B Profie Groups o
S8
aryrity Carrinos :
- LEF Profile efaul ¥ Al Stats
i Logging Control
s Application |dentifi
@ I1Psec
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Return to the Next Gen Firewall > Security > Policies hierarchy. Re-arrange the rules into this order:

Allow_From_SDWAN
Allow_From_Trust

1. Allow-Business-Apps

2. Scan-Email

3. Work-Hour-Restrictions
4. Blocked-Web

5.

6.

When finished your rules should resemble the following:

Build |

Default-P ® m|y

Enforce

> URL Reputations
Actions Security Profies

Once you have finished configuring the rules, locate the Remote Desktop icon on the remote landing
station desktop. Double-click the Remote Desktop icon and open a remote desktop session to the
testing host that is connected to your branch. Use the following IP addresses according to your branch

assignment:

Branch01: 10.27.10.10 Branch07: 10.27.10.16 Branch13:10.27.10.22
Branch02:10.27.10.11 Branch08: 10.27.10.17 Branch14: 10.27.10.23
Branch03:10.27.10.12 Branch09: 10.27.10.18 Branch15: 10.27.10.24
Branch04:10.27.10.13 Branch010: 10.27.10.19 Branch16: 10.27.10.25
Branch05:10.27.10.14 Branch011: 10.27.10.20 Branch17:10.27.10.26
Branch06: 10.27.10.15 Branch012: 10.27.10.21 Branch18: 10.27.10.27

When prompted to connect (the certificate warning), click Yes.

In the remote desktop connection window, enter the session Xorg, username student and password
versal23.

On the testing host, open the Firefox Web Browser. In the Firefox web browser, enter the URL
www.amazon.com in the address bar.
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|Q Amazon.com. Spend less. Smile more. - Mozilla Firefox e a2l

Amazon.com. Spend les X | +

& X @ }@ | & https://www.amazon.com - O | IN@D® =

@ Getting Started ) Versa Director @ Malware Test

Hello X — Hello, Sign in Retumns 1]
a a;on © select your address O\ = Account & Lists & Orders -\.-./Cart

— All Best Sellers Amazon Basics Customer Service Amazon Explore New Releases Prime Today's Deals Music Books Amazon Home Registry Gear up for spring outdoors

7 N\
Alexa’s cutest Echo r$’
echodot kids \ /

Deals on overstock items Deals in clothing & more Must-see deals Spring wardrobe staples
e ¥ 1

After the page loads, enter the address www.pinterest.com in the address bar.

@ Pinterest et [t

w.pinterest.com e 7| n o ® =

“ > X @ ‘_@|E https:/

@ Getting Started ) Versa Director (@ Malware Test

@ Pinterest About Business Blog @ Sign up

~ Get your next ?s

| . Y

After the page loads, enter the address www.ebay.com in the address bar.

W) Electronics, Cars, Fashic x | +
“ X @ | ©| @& htiy

@ Getting Started ) Versa Director @ Malware Test

w.ebay.com - ﬁ'\ N @ ®

Hil Sign in or register Daily Deals  Brand Outlet  Help & Contact Sell  Walchlist v My eBay v Q = ‘ ‘

=
eb Cséébgr‘f v | Q Search for anything All Categories N | Advanced
y

eBay Refurbished

Home ¥ Saved Motars Electranics Collectibles & Art Home & Garden Clothing & Accessories Toys Sporting Goods Business & Industrial Jewelry & Walche

Laptops vou'll & eBay Refurbished

©Copyright 2023 Versa Networks 78



VERSA NETWORKS LAB GUIDE: VERSA

Basic security Services ! / < NETWORKS

Return to your Versa Director session. In Versa Director, navigate to the Monitor > Services > NGFW >
Policies dashboard of your device. The Default-Policy should automatically be displayed.

» @ Studentor v

Analytics Configuration Administration

efault-Policy a SN

Rule Name * Hit Count Forward Pkt Count Farward Byte Count Reverse Pkt Count Reverse Byte Count HitRate Inactve Session Count
2 2723 2 8186 0 3

The hit counter of the Allow-Business-Apps should be a non-zero value.

Return to the remote desktop session of the testing host. In the testing host Firefox browser address
bar, enter the address www.Hotmail.com and wait for the page to load. Once the page has loaded,
navigate to www.gmail.com and wait for the page to load.

Once you have visited both the Hotmail and Gmail pages, return to your Versa Director dashboard. In
the Versa Director dashboard (in the NGFW Policies window), click the Security Packages tab, then the
Policies tab to refresh the policy statistics. You should see hit counts increased on the Scan-Email rule.

Defaut-Policy lmY

Rule Name * Hit Count Forward Pkt Count Farward Byte Count Reverse Pkt Count Reverse Byre Count Hit Rate Inactive Session Count
B 38 707 329294 598 212360 26
0
[} 0 0 0 0
o 0

2057 52640 6374284 156994

1990

Note: The statistics on the page are not real-time. They are queried when the page is
opened. To refresh the counters and statistics, navigate to any other tab or window,
then return. When the table reloads, the statistics will be refreshed.
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vani-Analytics

[A) ]

Dashboards
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Next you will identify the logged sessions in Versa Analytics.

Click the Home button on the top-left of the Versa Director dashboard to return to the main Versa
Director workspace.

From the main Versa Director workspace, open the Analytics workspace. In the Analytics works pace,
ensure that the Tenantl organization is selected (it may default to the SP organization).

Workflows

Monitor Administration,

=

Total Sites

Configuration
Last day

Sites with Low Availability

0

Sites with No Dataplane Connectivity Critical and Major Alarms

Sites with Critical and Major Alarms

1 Top Sites By Bandwidth

Sites with Disconnects

Top5 §

13

Sites with Violations Sites with Threats

L4 Top Access Circuits By Bandwidth

Others. Others
branch112,MPLS
branch114
Controller01
Hub105,INET
branch115
branch110

Hub105

Hub105,MPLS

Expand the Security > Applications dashboard to view the application activity. You should see some
entries for the web sites that you visited.

vani-Analytics

Security
Applications
Wen
Identity

Logs

L Tenantl Lastday -
v
S NGEWAPPS
fpplications  Risk  Productivty  Families  Sub Families
188 Top Applications By Sessions 1t Appiication Usage Over Time By Bandwidth
Tops 3 S 4 =+

> 600K
> Others _ 4
> mozilla &
2 400¢
unknown_tep 3
3
ubunty —_| 5
5 e y
- / ‘
/

dns

15. May

04:00

® pinterest @ amazon @ outlook

12:00 16:00 04:00

Time

20-00 16 May

ebay geogle_photos
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In the left side menu, expand the Logs section and select the Firewall logs. You should see log entries
in the logs list that match the applications you have accessed.

A B @ rabusertiov

Monitor Configuration Workflows Administration Analytics

Tenanti - A - Last day > 4

N -
888 0 Refresh the entries in
¥ Total Allowed Total Denied .
the window
1M Firewall Logs
2 O Show Domain Names

@ May 16th 2022, 10:20:57 AM PDT  branch110 142250.191.42 42584 443 d_internet_info tcp

@ Way 6 ' 41718 443 w end
@ May 16th 2 35772 443 ©p end
@ May 16th 2 MPDT  branch110 | 17 2834 443 wwp end
@ May 16th 2 6 AMPDT branch110 1 37312 443 wp end
@ May 16 MPDT branch110 1 33260 443 fo wp allow  end
@ May 16th 2 6 AMPDT branch110 57790 43 wp allow end
@ May 16th 2022, 10:17:38 AM PDT | branch110 142, 1.42 42584 w43 fo tp allow  start
@ May 16th 2022, 10:17:07AMPDT branch110 172.16.110.110  34.122121.32 46766 80 wp allow  end
@ May 16th 2022, 10:16:46 AM PDT  branch110 | 172.16.110.110  34.122121.32 46766 80 ©p allow  start

Locate a log entry that matches the application “microsoft” and click the magnifying glass next to the
entry. This will open the log entry. To view the log entry in a more readable format, click the PDF
button in the top right to download the listed entries to a PDF file. The file will be downloaded to the
remote desktop computer. You can open the file by clicking the file name in the Download window (at
the bottom of the browser window).

Note: It may take a few minutes before the log entries are saved and parsed on the Versa Analytics
platform. Use the refresh icon in the top right corner to refresh the data. If log entries do not appear
within a minute or two, ensure that the Log action is specified in ALL of your security rules.

E3 Tenanti - A - || Lastday

v L Related Logs (0x628286c2010002002280) l

EI=E

3 -
May 16th 2022, 10:23:08 AM PDT 2022-05-16T17:23:08Z accessLog, tenant=Tenant, toZone=ptvi, tol atlon=38.86,-77.19, inglf=vni-0/2.0, rxBytes=8975, destPort=443, fwdFC=fc_be, srcPort=41448, applianceName=branch110, riPkis=41, revFC=fc_be, action=alloy

e May 16th 2022, 10:15:31 AM PDT | 2022.05-16T17:15:31 accessLog, tenant= one= 77,19, inglf=vni-0/2.0, neBytes=1423, destPort=443, fwdFC=fc_be, srcPort=41448, applianceName=branch110, rxPkis=2, revFC=fc_be, action=allow,
Logs v R

DHCP Showing 1 to 2 of 2 entries -

Authenticaton
all
T

t Detection
Threat Filtering
Traffic Monitoring
Web Monitoring

GuestVNF events
NS
Packets captures

@  Versa Analytics-Rel...paf A Showall | X
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The Related Logs lists log entries that are related to each other. In this instance, both entries are
accessLog entries, and they are sourced and destined to the same locations and have other
information that is related or identical.

Related Logs (0x628286ce01000200e280)

Receive
Time
May 16th  2022-05-16T17:23:08Z|accessLog, tenant=Tenant1, toZone=ptvi, toLatLon=38.86,-77.19,
2022, inglf=vni-0/2.0, rxBytes=8975, destPort=443, fwdFC=fc_be, srcPort=41448, applianceName=branch110,
10:23:08 rxPkts=41, revFC=fc_be, action=allow, destAddr=20.75.32.255, flowDuration=418817,
AM PDT urlCat=computer_and_internet_info, rcvTimeSec=8, fromUser=Unknown, toCountry=United States,
protocolld=6, flowKey=0x628286ce01000200e280, txPkts=53, eventType=end, egrif=dtvi-0/36, at=Mon
May 23 11:00:00 PDT 2022, thytes=6764,|appld=microsoft, sessLenBkt=4, srcAddr=172.16.110.110,
deviceKey=Unknown, toGeoHash=dqcj56, rule1AIIow_From_Trust| fromZone=Intf-Tenant1-LAN-Zone

May 16th  2022-05-16T17:15:31 Z| accesslLog,|tenant=Tenant1, toZone=ptvi, toLatLon=38.86,77.19,

2022, inglf=vni-0/2.0, rxBytes= , destPort=443, fwdFC=fc_be, srcPort=41448, applianceName=branch110,

10:15:31 rxPkts=2, revFC=fc_be, action=allow, destAddr=20.75.32.255, flowDuration=0,

AM PDT urlCat=computer_and_internet_info, rcvTimeSec=31, fromUser=Unknown, toCountry=United States,
protocolld=6, flowKey=0x628286ce01000200e280, txPkts=3, eventType=start, egrlf=dtvi-0/36, at=Mon

May 23 11:00:00 PDT 2022, txBytes=657,appld=microsoft| sessLenBkt=0, srcAddr=172.16.110.110,
deviceKey=Unknown, toGeoHash=dqcj56, rulesAllow_From_Trust| fromZone=Intf-Tenant1-LAN-Zone

Close the browser window that displays the PDF file. In the Versa Analytics dashboard, click the NGFW
Logs link to return to the previous window.

i 4 Al b Last day v

NGFW Logs: 0x628286ce010\

Lt Related Logs (0x628286ce010002002280)

Receive Time

May 16th 2022, 10:23:08 AM PDT 2022-05-16T17:23:08Z accessLog, tenant=Tenant1, toZone=ptvi, toLatLon=38.86,-77.19, inglf=vni-0/2.0, rxBytes=8975, destPort=443, fwdFC=fc_be, srcPort=41448, appliar]

May 16th 2022, 10:15:31 AM PDT  2022-05-16T17:15:31Z accessLog, tenant=Tenant1, toZone=ptvi, toLatLon=38.86,-77.19, inglf=vni-0/2.0, rxBytes=1423, destPort=443, fwdFC=fc_be, srcPort=41448, applia

Showing 1 to 2 of 2 entries
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Locate and click on the Rule title in the table to sort the entries by the rule that takes action on the
session. Sort the entries so that the Allow-Business-Apps rules are first.

L4 Firewall Logs
O Show Domain Names

Search: | Click to set a fifter @ show| 10 V entries

Recelve Time Appliance - Source Address destination Address - Source Port  Destination Port

Ingre:

May 16th 2022, 8:00:35 AM PDT  branch110  172.16.110.110  52.94.232.195 49768 443 amazon shopping wp allow end  Allow-Business-Apps dtvi-0/36 vni-0/2.0

Q
Q May 16th 2022, 8:04:57 AMPDT  branch110 172.16.110.110  52.94.225.56 37544 443 amazon shopping w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:08:07 AM PDT branch110 172.16.110.110  3.227.221.25 52794 443 2mazon business_and_economy tcp allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:07:02AM PDT branch110 172.16.110.110  13.227.78.100 55614 443 amazon shopping w©p allow end Allow-Business-Apps ' dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:07:02 AM PDT branch110 172.16.110.110  13.227.78.100 55610 443 amazon shopping w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:07:02 AM PDT branch110  172.16.110.110  13.227.78.100 55616 443 amazon shopping w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:07:02 AM PDT branch110 172.16.110.110  13.227.78.100 55620 443 amazon cdns w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:07:17 AMPDT branch110 172.16.110.110  52.46.129.152 49626 443 shopping w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q May 16th 2022, 10:08:23 AM PDT branch110 172.16.110.110  52.46.155.182 39192 443 shopping w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Q 0

May 16th 2022, 10:08:59 AM PDT  branch11 172.16.110.110  52.46.141.85 40496 443 amaz! uncategorized w©p allow end Allow-Business-Apps  dtvi-0/36 vni-0/2.0
Showing 1 to 10 of 911 entries - 2 (3 4 5 922 ‘rvtq

View the details of one of the entries, then download and view a PDF version of the log entry. Note
the session properties and the rule that took action on the session.

SAMPLE LOG ENTRY

Related Logs (0x6282670a01000200e0a3)

Receive Log
Time
May 16th  2022-05-16T15:00:35Z accessLog, tenant=Tenant1, toZone=ptvi, toLatLon=39.56,-75.6, inglf=vni-0/2.0,
2022, rxBytes=6627, destPort=443, fwdFC=fc_be, srcPort=49768, applianceName=branch110, rxPkts=12,

8:00:35 revFC=fc_be, action=allow, destAddr=52.94.232.195, flowDuration=5954, urlCat=shopping,

AM PDT rcvTimeSec=35, fromUser=Unknown, toCountry=United States, protocolld=6,
flowKey=0x6282670a01000200e0a3, txPkts=9, eventType=end, egrif=dtvi-0/36, at=Mon May 23
09:00:00 PDT 2022, txBytes=1054, appld=amazon,lsessLeant=1, srcAddr=172.16.110.110,
deviceKey=Unknown, toGeoHash=dr41 pd,|ru|e=AIIow-Business-AppsI fromZone=Intf-Tenant1-LAN-Zone

SAMPLE LOG ENTRY

STOP! Notify your instructor that you have completed this lab.
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