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INTRODUCTION TO VERSA DIRECTOR

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

 Identify the functions of the main Versa Director tabs; and
* Navigate through the Versa Director environment to accomplish some basic tasks

In this lab, you will be assigned to a lab environment with 2 CPEs and a hub site. Your user will be a single tenant in a multi-tenant
system, so the hub device will be shared device.

The lab environment is accessed through Amazon Workspaces. For instructor-led courses, your instructor will provide information on
how to connect to the lab environment.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. There is a bookmark to the Versa Director device in the Google Chrome bookmark bar.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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EXERCISE 1: IDENTIFY THE MAIN COMPONENTS OF VERSA
DIRECTOR

Please refer to the Lab Access Guide for instructions on how to connect to the remote lab environment.

Step1. Explore Versa Director

a. In the remote landing station, open the Google Chrome browser and log into Versa Director. The Versa Director
IP address is https://10.27.1.10 in the remote browser. You should be placed into the Administration > Appliances
dashboard of Versa Director.

There are 5 tabs at the top of the Versa Director user interface. Each of the tabs represents a set of dashboards to
perform certain tasks, such as monitoring devices, managing configuration components on Versa Director, and creating
and managing different components. The currently selected tab is highlighted automatically:

=] (D Student01(Student01)

el Appliance View  Template View
P VERSA
Monitor ~ Configuration ~ Workflows  Administration  Analytics e
You are currently in Director View Export All Records - c
Organizations Total Appliances: 3 Selected Agpliances: 0
Appliances + m~- v of 1 25w
> Connectors
5 System Name Mgmt. Address Tags Type Service Start Time Software Versio Organizations §
Config Sync Reacha
> VMS Services ;501801 172150.10 z Branch Wed, Jan 032024,07:46  22.1.2-GA Student01
Scheduled Tasks 1721508 z Branch Wed, Jan 03 2024,07:46  221.2-GA Student01
> Notification Configuration : SPHUB 17215012 7 Hub Wed, Jan032024,07:46  22.1.2-GA Student01
> Director User Management
> Inventory
> Support
B i

The Appliances table of the Administration dashboard lists all of the deployed appliances in your SD-WAN
environment. You can click on a device in the list to navigate directly to that device’s configuration and monitoring
dashboard. You can also navigate to the individual device configuration and management dashboard by clicking the
Monitor tab.

The primary tabs are:

¢ Director View: Access to Versa Director configuration and management
e Appliance View: Access to individual appliances
¢ Template View: Access to the configuration templates

The primary Director View tabs are:

¢ Monitor: Provides access to device specific statistics, status, and configurations

¢ Configuration: Provides access to configuration components stored on Versa Director, including Device
Groups, Bind Data, and Device and Service Templates

*  Workflows: Provides access to create new workflows and to view and update existing workflows

¢ Administration: Provides access to SD-WAN environment configuration, including device inventory, deploy-
ment information, overlay configuration, external connectors, organization definition and configuration, user
management, and licensing. It also provides access to the software management features, such as downloaded
OS packages, Security Packages (Spacks), etc.

e Analytics: Opens the Versa Analytics GUI within Versa Director
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Because you’re already here, let’s explore the Administration tab.

The menu on the left displays the main categories of administration information. Wherever you see a > symbol, this means that the
category can be expanded:

IRV \opliance View  Template View

P VERSA

Monitor Configuration Workflows

Organizations
Appliances

> Connectors

> System Name

> VMS Services

Scheduled Tasks

> Notification Configuration i SPHUB

> Director User Management
~ Inventory
Software Images
Hardware
> Stolen Devices

> Support

b. Expand the Connectors menu.

The Connectors menu lists the different types of connections that are available to other systems, such as Analytics
clusters, authentication servers, syslog servers, and so forth.

As a tenant of a managed system, Versa Director hides many of these options from the tenant user and only
displays configuration components that can be managed by the sub-tenant. This prevents sub-tenants from making
configuration changes that could have a negative impact on other tenants. However, from an administrator login, all
of the options for Analytics and connector configuration are present.

D,-rect(,rv,-ew Appliance View IR a =l Appliance View  Template View
¥ VERSA ¥ VERSA
e . Monitor Configuration Workflows Administration Analytics
Monitor Configuration —_
Organizations
Organizations Clusters Groups
Appliances
Appliances * Connectors v
Name
~ Connectors > Local Cluster Name Northbound 1P
cMs CMs Analytics Analytics-10.234.0.102
. ) Authentication
Certificate Authority
Syslog Rowsperpage 25 =~ Showing 1 - 1 of 1
» System
Kafka
> VMS Services Certificate Authority
Scheduled Tasks AMQP
» Notification Configuration (e e
- User VMS Connector | Ad . U Vi |
irector User Management
S ministrator User View
> Inventory r
Tenant User View —
» Support
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c. Next expand the System menu.

The System menu is where Versa Director system information is configured, including Versa Director High
Availability, NTP servers, the Versa Director license, DNS settings, Time Zone settings, and so forth. It’s important
to remember that the Versa Director is a computer system that may need to perform functions for the local processes,
including DNS lookups and local routing. These settings are NOT for the SD-WAN systems. These settings are for
the local Versa Director system.

Because Versa Director is owned and managed by the provider (in a multi-tenant system), only a provider
administrator has access to the server settings. The system properties that can be managed by the tenants include
Single Sign On features for authentication to Versa Director.

Organizations Organizations
Appliances Appliances
> Connectors > Connectors
System ~ System
High Availability 550

- N )
» Authorization VMS Services

Uptime Scheduled Tasks
> i i i
Resource Notification Configuration

> Director User Management

INTP Server

> Inventory
Static Routes

DNS > Support

Hesnse Tenant

southbound Addresses

550

Time Zone

Proxy Setting

Secure Upload Setting

API Rate Limit

Stolen Branch Setting

d. Expand the Inventory menu.

Here you will see dashboards to manage the software images stored on Versa Director, the current device inventory,
which includes devices that have been created in the Versa Director database (Hardware), Security Package
management, OS Security package management, and uCPE images. The Unknown Devices dashboard lists
appliances that have been onboarded but that have a serial number that does not match a device serial number in
the Hardware table. Again, depending on whether the user is connected as a provider admin, or a tenant admin, the
options are displayed.

Inventory
Software Images
Hardware
> uCPE
» Stolen Devices

Unknown Devices
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e. Expand the SDWAN > Settings menu.

The SDWAN Settings dashboard is where the SD-WAN overlay address scheme is defined.

Appliance View  Template View E @ @ Adrministrator =

 VERSA
Monitor  Configuration  Workflows  Administration  Analytics G ErpLL
You are currently in Director View C
Organizations Device Settings 4

Appliances B
Preferred Software Version :

> Connectors

> System Overlay Address Prefixes
» VMS Services

Scheduled Tasks Prefix D Total IP Add Used IP Add! ilable IP Addre.. Created Date

\ Notifcati )
Notification Configuration 172150016 1 65536 316 65220 2022-12-01

> Entitlement Manager
Rowsperpage |25 » | Showing 1 - 1 of1

> Director User Management

> Inventory

~ SDWAN . .
SD-WAN settings are only configurable by a
GlobalID Configuration service provider Administrator account

> Support

Step 2.  Explore Versa Director

In this lab exercise, you will explore various dashboards of the Versa Director platform and answer questions related to the areas
that you explore. This exploration is from the perspective of a tenant in a multi-tenant system. Your user ID is assigned a role of
TenantSuperAdmin.

a. Navigate to the Configuration tab.

Use the GUI to find where configuration templates are stored.

Appliance View  Template View E @ Student01 (Student01)~
P VERSA
Monitor  Configuration  Workflows  Administration  Analytics CrmTI IR
Organization | StudentO1 v You are currently in Director View Configuration = Student01 = Device Templates C‘
Templates - Devices - Objects -
D emplates
Service Templates
v N4 + Add m~
3 Commen Template
Name Organizations Template Type Metadata | Snapshots View  Lock Scope Locked By
S01_Template-NGFW StudentO1 SDWAN Post Staging i @ ©
S01_Template-SFW Student01 SDWAN Post Staging i @ (o]
Template-Hub Student01 SDWAN Post Staging P @ (o]
Template_Hub_Gateway Student01 SDWAN Post Staging 2 = (o]
Rows perpage |25 ~  Showing 1 - 4 of 4
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b. Open the Devices > Devices menu

Use the GUI to show where the device related configuration is stored.

Appliance View  Template View & ® Student01 {Student01) -
¥ VERSA
Monitor Configuration Workflows Administration Analytics Commit Template
Organization | Student01 v Youare currently in Director View Configuration = Student01 » Devices Export All Records c
Templates evices - Objects -
Devices

Device Groups

Total Appliances: 3 Selected Appliances: O
Device Bind Data

+ m~|v of 1 |25 w
Name Mgmt. Address Tags Type Service Start Time Software Versio: Organizations

Config Sync Reai
s01B01 17215010 2 Branch Wed, Jan032024,07:46  22.1.2-GA Student01 o
S01B02 1721508 Z Branch Wed, Jan 03 2024,07:46  22.1.2-GA Student01 o
SPHUE 17215012 2 Hub Wed, Jan 03 2024,07:46  22.1.2-GA Student01,5P o

c. Open the Workflows dashboard

A workflow is a step-by-step process to perform a task. In Versa Director, a workflow is a step-by-step process to
create something, similar to a configuration wizard. The process or settings used are saved so that the process can be

repeated, or so that settings in the original process can be changed and re-used to update or modify the object that
the workflow created.

Navigate to the Workflows tab. In the Workflows tab, examine the different types of workflows that can be used to
create configuration components.

Appliance View  Template View
J VERSA
Monitor Configuration  Workflows Administration Analytics

You are currently in Director View

Infrastructure - Template ~ Devices ~
Infrastructure - Template - Devices - il
Controllers — o
Controllers Infrastructure - Template - Devices ~
Organizations " Templates
N wuriuruners T I t Application Steering
ame
f q_ emplates Spoke Groups
Controller-01 1 Service Chains
Rows perpage |25 + | Showing 1 - 1 of 1 Infrastructure - Template - Devices ~
= Devices
=|
. Device Bind Data
Note: Sub-tenants cannot create controllers, Devices
as controllers are part of the provider

organization.
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d. Open the Monitor tab.

w VERSA

In the Monitor tab there is a left-side menu and a sub-menu at the top of the table displayed on the page.

R I

Organization Menu

Appliance View  Template View
. Monitor Configuration Workflows

Student01 v

Organization

[ Summary & Devices & CloudWorkload
Asset Summary VIEW DETAILS Recent Events
CATEGORY UP DOWN TOTAL

CRITICAL

14

SOWAN Controllers 1
SOWAN Hubs
Hub Controllers
SDWAN Branches
Router Firewalls
UCPEs

Sub Organizations

Refri

e. Open the Devices tab.

The Devices tab displays the devices that ar

B (i) Student0d1(Student01) -
Administration  Analytics
2 You are currently in Director View C
VIEW DETAILS Tenant Health
CATEGORY UP DOWN  DISABLED
Config Sync Status 4 o o
Reachability Status 4 o o
Service Status 2 0 0
Interfaces 1 0 0
BGP Adjacencies 1 0 0
IKE Status 8 0
Paths 24 6 0

esh every 5 minutes

e managed by your organization.

Organization | StudentO1

[ Summary & Devices & Cloud Workload

Total Appliances = 3

Name Mgmt. Address Tags Ty
S01B01 172.150.10 Ed B
S01B02 172.150.8 4 B
SPHUB 172.150.12 2 H

) You are currently in Director View

+ M~ v of 1 |25 v
pe Service Start Time Software Versio Organizations
Config Sync
ranch Wed, Jan 03 2024,07:46  22.1.2-GA StudentD1 @
ranch Wed, Jan 03 2024,.07:46  22.1.2-GA Student01 @2
ub Wed, Jan 032024,07:46  22.1.2-GA Student01,5P ©

Note that when you click on a device, the top level menu changes to Appliance View. If you click on the “Total

Appliances” tab, the top level menu change

s back to Director View.

Appliance View  Template View

Workflows

¥ VERSA

Monitor Configuration Administi

Director View Appliance VIR Template View

Analytics

J VERSA

Monitor

ration Configuration
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f. Open the Administration panel in Director View.

Click the Director View button at the top of the administration panel.

Appliance View  Template View

Monitor  Configuration @ Workflows  Administration  Analytics

) VERSA

g. Navigate to the Director User Management dashboard.

In the Administration tab, locate the Director User Management menu on the left side and expand the menu. Select
the Organization > Users from the menu.

Organization users are users that have permission to log into Versa Director and view/configure information
associated with the specific organization. Provider users are available to users that are logged in with a provider
administrator account.

Tenants can manage their own users and access, and providers can manage all users and access to the system.

I AoviianceView  Template View B @O sudenol(sucentol)-
P VERSA -

Monitor Configuration Workflows Administration Analytics R
Organization v You are currently in Director View c

o v + Add Reset Password  Lock - Unlock [~
Organizations
Appliances Username First Name Last Name Primary Role
> Connectors Student01 Student One TenantSuperAdmin

> System

> VMS Services Rows per page (25 | Showing 1 - 1 of 1

Scheduled Tasks
> Notification Configuration
Edit Organization User X
~ Director User Management
» Organization First Name * Last Name *
Users Student One

Active Users

Resource Tags

Email Address

test@versa-networks.com

Idle Timeout Phone Number

&0 - -
User Type

GENERAL ~ Enable Two Facter Authentication
Tags

Temporary Account

Roles
Available Roles Landing Page
TenantSuperAdmin ~ /appliances v
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From the user menu, user accounts can be locked or unlocked. A user account may become locked because of
unsuccessful login attempts, or because the administrator manually locks the account. You can use the Lock/Unlock

buttons to set the user account mode.

Qrganization | Student01 ~

Qrganizations

Appliances

Username First Name

> Connectors

> System Student01 Student
> VMS Services

R Showing 1 - 1 of 1
Scheduled Tasks OWS per page |25 v owing )

You are currently in Director View

+ Add [ Delete B Reset Password

Last Name

One TenantSuperAdmin

8 Lock Unlock @ ~

Primary Role

h. Explore the Inventory menu.

Expand the Inventory menu, then select Sofiware Images from the list. This is where software images are stored
when they are downloaded to Versa Director. Software images are placed in their proper categories: OS Security
Packages, Security Packages, and VOS/Director images. The software packages in the libraries can be used for

appliance and director upgrades.

Tenants cannot download software packages, as that may affect system storage. Providers in a multi-tenant system
can download software packages, and those software packages are available to tenants for installation.

Security (SPack)

05 Security (OS5 SPack)

Organizations

Package Downloads

Appliances
» Connectors 7 m-
> System )
0S Security |
> VM5 Services Appliance Mame Management Addr... Tags Appliance Type 0S Type Owner Org
Package Vers
Scheduled Tasks
501BO1 172.13.04 branch Bionic Student0O1 OS5PACK Mot
» Notification Configuration
S01B02 172.15.0.6 branch Bionic Student01 OSSPACK Mot
» Director User Management
SP-HUB-Mew 172.15.0.30 hub Bionic OSSPACK Mot
~ Inventory
oftware Images Rows per page |25 ~ | Showing 1 - 3 of 3
Hardware
OS5 Security (05 SPack) Security (SPack)
Organizations
PackageD oads Appliance Upgrades
Appliances
» Connectors v m-
> System Package Name Package Version Download Type Flavor Size Day & Time Downl... = Statu
> VMS Services versa-security-package-2226.thz2 2226 Eull Premium 823 MB sun, Jan 12 2025,20:47 DOW
Scheduled Tasks versa-security-package-2220.thz2 2220 Full Premium 870MB Sun,Jan 12 2025.20:55  INSTE
> Notification Configuration versa-security-package 2119.thz2 2119 Full Definitions 79 MB Thu, Feb 152024, 17:24 PREV
» Director User Management versa-security-package-2014.thz2 2014 Full Premium 711MB Tue, Dec 202022,09:23 DOW

~ Inventory
Rows per page |25 -+ | Showing 1 - 4 of4

Hardware
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i. Select the Inventory > Hardware menu.

The Inventory > Hardware dashboard is where devices that have been created in Versa Director are stored. It’s

important to remember that when you create a device in Versa Director, it is stored as an object in the Versa Director
database.

The Hardware table lists devices that have been created in Versa Director. The Appliances menu table lists devices
that have been deployed and are active in the network. When a device in the Hardware table is onboarded or

deployed in the network, a corresponding Appliance is created in the Appliance table — but only AFTER the device
is successfully onboarded and is live.

Organization | Student01 v You are currently in Director View Export All Records (&5

Organizations

g URL Based ZTP Info . Send Email [0~
Appliances
> Connectors Device Info Location
Site ID
5 Syet Device Name Serial Number Hardware Serial Number Site Name Bandwidth (Mbps) Location Longitude  Latitude
ystem
S01B01 SN-S01B01 SN-S01B01 S01B01 102 San Diego, CA, USA -117.1610... 32715738
> VMS Services
501B02 SN-501B02 SN-501B02 501B02 103 Chicago, IL, USA -87.629798 41878114
Scheduled Tasks
> Notification Configuration Rows perpage 25 | Showing 1 - 2 of 2

> Director User Management
~ Inventory

Software Images

> Stolen Devices

> Support

You can click on an item in the hardware table to view the properties associated with the device.

Edit Hardware

Location Information URL Based ZTP

Model Number Serial Number
Old Serial Number Old Hardware Serial Number
Tags Description
Site Name Site ID
501BO1
Status QOrganizations Bandwidth (Mbps)
Claimed v

Admin Contact Information

Email Phone Number
-

HA Pair

Asset Name

Site Location ID

“ Cance'
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Key Point: The Organization drop-down controls the information displayed in the dashboards. Information displayed is associated
with the selected organization. This is consistent across all dashboards.

Appliance View  Template View

Monitor Configuration Workflows Administration Analytics

J VERSA

Organization | StudentD1 A

Organizations

V
Appliances

» Connectors Device Info

Device Name Serial Number Hardware Seriff
» System

501B01 SN-S01B01 SN-S01B01
» WMS Services

S01B02 SN-S01B02 SN-S01B02

Scheduled Tasks
Rows per page |25 w | Showing 1 - 2 of 2

Notification fnnfﬁnrah’nn

Appliance View  Template View
¥ VERSA
Monitor  Configuration = Workflows  Administration -
Appliance View  Template View
Organization | Student01 v ’VERSA
NETWORKS
Infrastructure = Template ~ Devices Monitor Configuration Workflows Administration Analytics
Organization | Student0l ~
Templates
p Infrastructure = Template ~ Devices ~
Name Status DEVICES
501_Template-NGFW Deployed
501_Template-SFW Deployad
Name Global Device ID
Rows per page 25 w | Showing 1 - 2 of2 501B01 102
S01B02 103
Rows perpage |25 « | Showing 1 - 2 of 2
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j- Open the Analytics dashboard.

Analytics stores recorded information from the environment and can be accessed directly from the Analytics tab in
Versa Director, or through the Analytics GUI directly.

[ A Appliance View  Template View 5| @ student01(Student01) -
P VERSA

Monitor Configuration Workflows Administration Analytics Commit Template
m SDWAN America/Denver - Refresh - &

Dashboard

Student01 A All sites

3 0 0 1 0 0 0

Total Sites | Siteswith Low Availability | Siteswith Dataplane Downtime | Sites with Critical and Major Alarms | Sites with Disconnects | Sites with Violations Siteswith Threats

Top sites by bandwidth Top access circuits by bandwidth

Others

501B02,MPLS

N
SPHUBShared
_ SD1BOLINET
o — so1s01 SPHUBLINET __ -~

SO1BOZINET

* Logs: Logging and triggered events from VOS devices
* Dashboard: Statistics gathered from devices and reported to Versa Analytics

On many of the dashboards you can hover your mouse over a chart or device name and further details will be
displayed:

Top sites by bandwidth Top access circuits by bandwidth

Percent: 5.87%
Total Bandwidth: 1.5 K

S01B01
Percent: 40.95%

Total Bandwidth: 13.1 K
501B02MPLS

_ s01801
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k. Hover your mouse over the B0I device in the Top sites by bandwidth chart to view the bandwidth information for the
BO1 branch.

Top sites by bandwidth

S01B01
Percent: 40.95%
Total Bandwidth: 13.1 K

SPHUB

_ 501801

01802

1. Click the B0O! chart section to open the BO1 bandwidth analysis dashboard.

m SDWAN = 501B01:Usage America/Denver Refrash

Dashboard

Student01 = S01B01 bt Last day

Usage Awvailability Access Circuits Users Applications Rules SLA Metrics SLA Violations

SDWAN link usage over time of S01B01 by total bandwidth

Total bandwidth = Auto~ &~ g

e ey

16:00
Time

Total banciwidth (bps)

@ 501801

SDWAN link usage of S01B01

Show 10 w | entries

Site Address Volume-TX (Bytes) 1 Volume-RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps) Total Bandwidth (bps)

S01B01 San Diego, CA, USA 161.82M 106.05M 79K 518K 1308K

Showing 1to 1of 1entries Previous r
. ,

You can see the link usage over time in the chart. The time can be adjusted for different time periods.
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m. Change the time frame from Last day to Last hour to view how the time display changes.

m SDWAN > S01B01:Usage America/Denver Refresh

Dashboard

Student01 - S01B01 - Last hour

Usage Availability Access Circuits Users Applications Rules SLA Metrics SLA Violations

SDWAN link usage over time of S01B01 by total bandwidth

Total bandwidth ~  Auto~ @+ @i

Total bandwidth
(bps)
2
7

Time

@ 01801

SDWAN link usage of S01B01
Show| 10 w |entries
Site Address Volume-TX (Bytes) L Volume-RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps) Total Bandwidth (bps)

S01B01 San Diego, CA, USA 347M 2.28M 791K 519K 131K

e
Showing 1 ta 1of 1 entries Previous Ny j

n. Click the Availability tab to view the site’s availability over time.

m SDWAN > S01B01:Availability America/Denver Refresh

Dashboard

Student01 - S01B01 h Last hour

Availability Access Circuits Applications Rules SLA Metrics SLA Violations

Total availability of S01B01 Auvailability over time of S01B01

501801 (100.00 %)
14:30  14:35 1440 1445 14:50  14:55 1500 1505 1570 1505 1520 1525 1530 15:35 15

Time

100%
Dova Degraded U
Availability L ] n grade o

Service uptime (S01B01) Dataplane connectivity over time of S01B01

501801 (100.00 %)

2Days, 6:48:27 1435 1440 1445 14:50 1455 1500 1505 1500 1575 1520 1525 1530 1535 15
Time

Last Updated : 00:01:24 Ago ® Dovn Degraded Up

Take a few minutes to navigate through each of the site’s statistics tabs to see what information is stored on each tab.

Note: Some charts may display “No data to display” because this is a lab environment, and traffic is not actively
passing between sites. As labs proceed, more information may be available in the dashboards.
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0. Select the System dashboard to view information about the appliance health.

BTl Avpliance View  Template View B @  studentor(studentor) -

P VERSA J VERSA , —
B Monitor Configur3 Monitor Configuration Workflows Administration Analytics
o > SD-WAN m System > Appliance health America/Denver - Refresh - O
Dashboard Dashboard
k== Student01 - al +  Lastday -
Sites Map
Appliance health Appliance activity Appliance anomalies Search logs activity Appliance Locations
Paths
e Appliance Health Monitoring
> Security >
Reparting Show| 10 v entries

> System

s Appliance CPU Load (%) CPU Load (%) Memory Load (%) Disk Load (%) Sessions Load
Interfaces

Admin An error occured

GUEST VNF

SNG

Measurements

p. Click on an appliance name to see more details about that appliance.

m SYSTEM > Appliance health >S01B01 America/Denver - Refresh - &
Dashboard
Last 7 days -
501B01 monitoring by cpu load 501B01 monitoring by memory load
e~ o e~ o

CPU Load ()

4.Ja 5. Ja 6.J § 8! 9.) 10,5 Time
Time
® so1801
® sote01
S01B01 monitoring by disk load S01B01 monitoring by sessions load
e~ o~

Disk Load (%)

No data to display

® 501801

STOP! Notify your instructor that you have completed this lab.
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VERSA WORKFLOWS AND TEMPLATES

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

» Create a configuration template using template workflows;

* Create a new device group;

» Re-assign your devices to the new device group, thereby re-assigning your devices to a new device template;
e Commit the new template to your devices;

» Verify the services enabled in a configuration template and on the devices;

* Clone a template workflow and verify the creation of a corresponding device template; and

* Clone a device template and verify the creation of a corresponding template workflow.

In this lab you will be assigned two CPE devices (Branch devices) for configuration and monitoring. The branch devices are named
after the student ID that you have been assigned.

The lab environment is accessed through Amazon Workspaces. Your student ID and workspace will be assigned by the instructor.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. The IP address of the Versa Director (from the remote workstation) is 10.27.1.10. Once you begin the
lab, you may want to create a bookmark to Versa Director in the web browser on the remote desktop.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Step1. Connect to the Remote Desktop

In the following lab exercises, you will:

* Connect to the AWS workspace to launch the remote desktop connection;
* Launch the Google Chrome browser in the remote desktop; and
* Log into Versa Director on the remote desktop.

a. Connect to the remote desktop.

Open your local browser and connect to: https://clients.amazonworkspaces.com/ In the Amazon Workspaces
window, select the Web Access link to open a web-based remote desktop session.

* O 0@

< @ = dients.amazonworkspaces.com
[ Academy [ Home [J Media [3J Work [3J Othes [J Audio [E) Google Calendar-.. @ My files- OneDrive ) Messenger | Facebo. [ Concerto @ Video Conferencing. [ tab [ Testing [ Imported

@ DuckDuckGo — Priv

Language | English Web Access Login

‘& WorkSpaces Connection Status Check Terms Previous Versions

Virtual desktops have never been easier... or faster.

cess your personal Windows environment on Android, iOS, Fire, Mac, PC,

plays nice with everyo
nux devices

Amazon Wol
Chromebook,

(%) WATCH THE VIDEO

(]

Web Access

Windows Pad MacOS Android/Chromebook Fire Tablet Linux

1

b. Enter the registration code provided by your instructor, then click Register.

c. Once registered, click the Sign In button to log into the workspace and start the remote desktop session.

Please log in with your
WorkSpaces credentials

Get started Sign in

To get started enter the registration code
provided to you by your administrator.

Registration code | | Password
Change registration code | sem

Forgot Password?

o Studento
Sign in to access your WorkSpace. uaen

(C) Versa 2025
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d. Open Google Chrome on the remote desktop.

On the remote desktop, locate and double-click the Google Chrome icon on the desktop to start the browser. You can
start the browser from the icon on the desktop or from the icon on the task bar.

r'

v | @ New Tab x | +

{—)G(G

w7 Versa Director...

There may be a bookmark in the remote browser window. If there is a bookmark, use the bookmark to connect to
Versa Director. If there is not a bookmark, the IP address of Versa Director is 10.27.1.10.
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Step 2.

a. Log Into Versa Director

Log into Versa Director with the username and password provided by the instructor. The default login is your
student ID (e.g. Student01, Student02, Studnet03, etc.) with the password Versa@123.

P VERSA

DIRECTOR

l Username I

Password

n expired. Pleass re-login

Forgot Password

You should be placed on the Administration > Appliances dashboard, where the appliances in your organization are

displayed.

=BT rovionce view  Template View B @ suceno(suenol)-
¥ VERsA
Monitor  Configuration ~ Workflows ~ Administration  Analytics
Youare currently in Director View ExportAllRecords  [Steal C

Organizations Total Appliances: 3 Selected Appliances: 0

Appliances ¥ o-v of 1 (25w
> Connectors

Status.
Name Mgmt. Address Tags Type Service Start Time Software Version  Organizations

M vl Config Sync Reachability Service  Locked
>WMS Seryices i s0LE01 172.150.10 2 Branch Mon, Jan 082024, 10:22 2212-GA Student01 ° ° up &

PAEduISQUIESES 1 so1e02 172.1508 2 Branch Mon, Jan 08 2024, 10:22 221.2-GA Student01 ° ° Up &
> Notification Configuration T SPHUB 17215012 7 Hub Mon, Jan 06 2024, 10:23 2212GA Student01 ° ° ue <
> Director User Management I
> Inventory
» Support

b. Open your BranchO1 device (BO1)
In the Administration > Appliances tab, locate your SxxB01 branch device (where Sxx is your tenant ID assigned by
your instructor.)
’ VERSA Appliance View  Template View

Monitor Configuration
Organizations
Appliances

» Connectors

> System Manis
> WMS Services S01B01
Y
Scheduled Tasks SO1B02
> Notification Configuration SpPHUE

> Director User Management
> Inventory

> Support

Workflows Administration Analytics
J VERSA
Name S01B01
Locati San Diego, CA, USA )
il sl Appliance | S01BO1
Site ID 102 T
Serial Number ~ SN-S01B01 Organizations
4
Model 5.2xl;
a = o Security Package
Services sdwan,nextgen-firewall,cgnat
Time Created  2023-12-1815:22:35.27 Entitlement
Template Status IN_SYNC .
Operations
Config Snapshots

System License

j S

Director View Aapliance \ETE Template View

Analytics

Monitor

~

Configuration Administration

Organization Name

(C) Versa 2025
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c. Verify the security services enabled on the device.

Open the Configuration > Services dashboard to view the type of security services that are enabled on the device.
You should see that Next Gen Firewall is the security service available on this device.

d. Expand the Security services menu.

Click on the arrow next to Next Gen Firewall to expand the list of services currently available on the device.

2

Director View Applial\r.eView Template View &5 Dy
Objects &

’VERSA etworking  Services o oo o Others
Monitor Analytics Configuration Administration
—_— CGNAT
Appliance | S01BO1 ~ Organization | Student01 v
JT Next Gen Firewall
&5 B o J

Objects & > DoS

Connectors  Others

etworking  Serlmes
J

> Authentication
CGNAT
» Decryption
> Next Gen Firewall
» Security
> IPsec
» Security Settings
> SDWAN
» Microsegmentation
» Layer 2 SDWAN
> IPsec
Web Proxy
» SDWAN
Captive Portal

> Layer 2 SDWAN

Web Proxy

Captive Portal

e. Click the Director View button to exit Appliance View and return to Director View.

To exit appliance mode, click on the Director View tab. This will take you back to the main view that allows you to
perform centralized management tasks. Note how the top menu bar changes when you change back to Director view.

[T G I [EN AT Template View
P VERSA y

Monitor  Analytics  Configuration  Administration

Appliance | SO1BO1 ~ Organization | StudentOl ~
] ) 8
- eee  Objectsi - ici u
etworking  Services  CISCRX  Others Access Policies Rules
CGNAT Default-Polic
~ Next Gen Firewall
Rule Num Name Rule Disabled

> DoS

> Authentication

m_Trust False

> Decryption

m_SDWAN False
> Security

> Security Settings Rowsperpage (25 + | Showing 1 - 2 of 2

» Microsegmentation

> IPsec

Appliance View  Template View

Monitor Configuration Workflows Administration Analytics

) VERSA

You are currently in Director View
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Step 3. View the Device Workflows

a. From Director View, navigate to Workflows > Devices > Devices to view the device workflows that have been created

in Versa Director.

Dl'reclnr\ﬁew Appliance View  Template View

Monitor

P VERSA

Administration

Template -

= Deyjiges

Device Bind Data

Analytics

You are currently in Director View

Organizations
Name Global Organization ID Statu:
Student01 3 Deploy
Rowsperpage (25 w | Showing 1 - 1 of1
Devices
+ Add Bimport M~
Name Global Device ID Status Last Modified By Actions
102 Deployed Student01
501802 108 Deployed Student01
Rows perpage (25 ~ | Showing 1 - 2 of 2
b. View the Branch BO1 Device Workflow.
Click on the workflow associated with Branch 01 (BO1)
P View Terpiota View B ©  Sudent0l(Studen01) -
¥ VERSA
Organization | Student01 v You are currently In Director View orkflon Devices > D o
Infrastructure = Template ~ evices ~
BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Basic
Device Name: 501801
Basic

Deployment Type

CPE-Baremetal Device

Generate Serial Number

Model Number Resource Tags

--Please Select-—

Admin Contact Information

Cancel

Skip To Review

Organization

Student01

Device Group

Subscriptions

The workflow has a set of steps that are designed to walk you through the process of defining a device. These steps
are: Basic > Location Information > Device Service Template > Bind Data > Review. For this lab, we will focus on
the Basic tab, as that is where the device group association is configured. The device should be associated with the

DG-Sxx-NGFW device group, as shown.

21
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Step 4. View the Configuration database
a. Navigate to the Configure dashboard to view the configuration components stored in Versa Director.

b. In the Configuration dashboard, navigate to Devices > Device Groups to view the configured device groups.

’ VERSA fonite i Tovo i ® (@  studento1 (Studento1)
‘ Monitor  Configuration ~ Workflows in
Organization | Student0l v You are currently in Director View Configuration » Studentol » Device Templates (2
e Objects -
Device
g ‘J'f"] + Add o~
Device Bind Data
Name Organizations Template Type Metadata Snapshots View Lock Scope Locked By
ate-NGFW Student01 SDWAN Pt z = roy
Te Jate-NGFW-No-DIA Student01 SDWAN P 4 - Lol
S01_Template-SFW Student01 SDWA z = ©
Student01 2 e ©
Rows perpage [25 ~ | Showing 1 - 4 of 4

The device groups are displayed. The devices that are associated with each device group are displayed on the right-
hand side. You can see that both devices are assigned to the DG-Sxx-NGFW device group.

Note: Although you can re-assign devices to different device groups within the configuration dashboard, the re-
assignment of a device to a different device group does NOT change the device group assignment within the device
workflow. It is recommended to make device group assignments through the corresponding device workflow to

maintain consistency.

Templates ~ Devices ~ Objects =
v + Add m-
Contact Information Members
Name Organizations
Email Address Phone Number Appliances Devices
DG-S01-NGFW Student01 :?f:gi
1-NGFW-No-D Student01
Student01
Rows perpage |25 w | Showing 1 - 3 of 3
Click on the DG-Sxx-NGFW device group to see its properties.
Within the device group, locate the Post
X

Edit Device Group

Staging Template drop-down menu. The
device group is linked to the

Sxx_Template NGFW device template. .
CAln Data Ce

Staging Template

Contact Information late-NGFW-No-DIA

£ Template-SFW

Template_Hub_Gateway
Pre Staging Staging Controller VPN Profile
File Upload BW Limit (Kbps) File Upload Timeout (Min)

“ Cancel

c. Click Cancel to close the device group window.
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Step 5. Create a new template using a Template Workflow

a. Navigate to Workflows > Template > Templates dashboard to view the device template workflows that were used to

create the existing device configuration templates.

Appliance View  Template View

Monitor Configuration Workflows Administration Analytics

J VERSA

Organization | Student01 w

Infrastructure = Template = D
= Temdmtes
A
Application Steering

DE\"CES Spoke Groups

Service Chains

Global Device ID

MName
501801 102
S01B02 103

Rows per page |25 =~ | Showing 1 - 2 of2

b. Add a new Template Workflow

In the Template Workflow dashboard, click the + Add button to create a new template workflow. Name the new
workflow Sxx-Template-New, where Sxx is the student ID that was assigned to you.

B @  sudeno1(studento1)

Appliance View  Template View
¥ VERSA
Workflows > Template » Templates

v You are currently in Director View

Organization | StudentO1

Infrastructure ~ emplate ~ Devices ~
Templates
+ Add o~
8§
Name Status Last Modified Date Last Modified By Actions
ate-NGFW Deployed 2024-01-0822:34:35
Deployed 2024-01-09 23:02:00
Deployed 2024-01-03 17:24:52 Administrator

Rows per page (25 ~ | Showing 1 - 3 of 3

23

(C) Versa 2025



Versa Networks Lab Guide:

SD-WAN Configuratjon and Administratio: : S, : ' VERSA

c. Assign the Name, Solution Tier, and Service Bandwidth as shown:

Infrastructure ~ emplate Devices ~
BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Basic
Template: S0
Basic
Name Template Type
501-Template-New SDWVAN Post Staging v
Device Type Subscription &
Name
Solution Add on Tier *
SDWAN v =
Service Bandwidth —Please Select—
O FullMesh Hub Hub Controller Spoke Servich Eandiwi i Piense Sele v
25 Mbps ~
No Records to Display
License Year
1Years v

d. Set the Organization and Firewall Services

Scroll down to the Organizations box and select your organization (student number) in the drop-down menu, then
select Stateful Firewall in the Firewall Services drop-down menu.

When you select the organization, the list of controllers available to that organization automatically populate in the

Controllers dialog next to the Organizations dialog. You should see Controller-01 auto-populate in the Controllers
list.

e. Select the Analytics Cluster

Locate the Analytics & Software Version box. In the Analytics Cluster drop-down, select Analytics. This will
configure the template to send all statistics and log messages on the VOS devices to the Analytics cluster.

Organizations Controllers
Organization Firewall Service
Controller * &
Student01 v Stateful Firewall v
~—-Please Select— v +
Sub Organizations = * Firewall Service a

Controller-01

o
&

Sall goe .

No Records to Display

Redundant Pair @ Analytics & Software Version Resource Tags
Enable Analytics Cluster Resource Tags
‘ Analytics v

Preferred Software Version

---Please Select—- v
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Step 6.  Assign Port Roles
a. Click the Next button to continue to the Device Port Configuration dashboard.

b. In the Device Port Configuration dialog, you will configure ports 0, 1, and 2. Ports 0 and 1 will be WAN ports, and port
2 will be a LAN port. Click on a port icon to assign the port a role.

Template: 501-Template-New
Device Port Configuration @
Device Model Number of Ports
Vs 0 0 0 0 0 ==
WWAN WIFI IRB T1/E1 DSL
W VERSA P S
- A
i
vl
tegen: 0 7 [ e
<0 @ ’ "
+ Add Parameterized WAN Interface [0~
Port Interface VLAN 1D Network Name Organizations Priority 1Pv4 1Pvé Circuit Type Circuit Media Circuit Tags Sub Interface Actions

c. Assign Port Roles

When a role is assigned to a port, the port configuration dialog appears. Assign the following roles to the ports:

* Port 0: WAN port; Assigned to network INET
* Port 1: WAN port: Assigned to network MPLS
* Port 2: LAN port: Assigned to network Student LAN

Device Port Configuration

W VERSA ﬂﬂﬂ
LA

Port Number

Port Type
0
L] WAN ~
VLANID * @ Network Name Organizations
|
—Please Select— v | X v
~-Please Select-
IPv4 1Pvé + Add New Circuit Type
Py - - " IP st ot .
Circuit Media Circuit Tags

Circuit Provider

m Allow SSH To CPE
—Please Selact— v

Link Monitor Bandwidth (Kbps) DNS

Remote P & Downlink § Uplink @& Primary & Secondary @
Nexthop

o ea
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Note: Variables for bind data are created based on the names of the networks. If you use the same network name for the LAN port
in all of your sample configurations in the lab, the existing bind data associated with the LAN port will be applied to the LAN port
regardless of what template is used. If a template has a different name for the Network name, you will have to re-enter the LAN
IP addresses for all of the devices to fill in the new bind-data variable. If you have a question about what the LAN name is, you
can cancel the workflow process, open an existing workflow, and copy the LAN network name. Then restart the device template
configuration and paste the same network name on the LAN port.

d. Configure the LAN port

The LAN port configuration should associate the LAN port with your student LAN VR (e.g. StudentO1-LAN-VR,
Student02-LAN-VR, etc.). The name of the LAN network should be Student LAN.

Device Port Configuration X

J VERSA aﬂa
LA

PortNumber  portType

LAN - A

VLANID = @ Network Name Organization
0 Student_LAN Student01 v
Routing Instances Zones 1Pv4 1Pv6

StudentO1-LAN-VR M -—Please Select-— ~ Static v None

Enable DHCP Server DHCP Relay Forwarding Addresses * s

No Records to Display
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e. Verify the port role configuration

Verify the final port role configuration. Your results should resemble the below configuration examples.

Template: 501 Template-New

Device Port Configuration @
Device Model Number of Ports

=] ;e s 00 0 0 0 ==

WWAN WIFI IRE T1/E1 DSL

W VERSA ﬂﬁﬂ
(elwle)

— D e

* ? 2
+ Add Parameterized WAN Interface (T) ~
Part Interface VLAN ID Network Name Organizations Priority 1Pv4 1Pv6 Circuit Type Circuit Media Circuit Tags Sub Interface Actions
0 o INET Static +Ad terface
0 MPLS Static +Add Subinterface

WAN Ports

Template: 501Template-New

Device Port Configuration @
DeviceModel Nurnber of Ports

wosres © 0 0 0 O =

WWAN WIFI IRB TLEL DSL

J VERSA ﬂﬁﬂ
polo 0]

- 0 7

7 ® LANInt

-+ Add Parameterized LAN Interface ()~

Port Interface VLAN ID Network Name Organization Zones Routing Instance 1Pva. 1Pv6 SubInterface Actions

2 vni-0/2 0 Student LAN Studentol Student01-LAN-VR static

LAN Port
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Step 7. Create a DIA connection in the Tunnels dashboard

a. Click the Next button to continue to the Tunnels dialog.

b. In the Tunnels dialog, locate the Split Tunnels section. The Split Tunnels section allows you to create a bridge between
a LAN VRF and a WAN Virtual Router.

c. Bridge the LAN VRF to the INET WAN

To create a DIA bridge between the INET WAN and the LAN VRF:

» Select the StudentXX-LAN-VR from the VRF Names drop-down.
» Select INET in the WAN Interfaces drop-down.

» Mark the Direct Internet Access check box

* Click the blue + button on the far right

BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Tunnels
Templat »
Tunnels @
Split Tunnels
VRF Names - * WAN Interfaces Direct Internet Access Gatewiay
Student01-LAN-VR v INE v | 8
No Records to Display
Site to Site Tunnels
Name + & Peer Type Tunnel Protocol WAN/LAN Network LAN VRF VPN Profile BGP Enable iBGP NAT Enabled
-
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Step 8.

Examine the Routing Dialog

a. Click the Next button to continue to the Routing dialog.

The Routing dialog allows you to create basic routing protocol configuration within virtual routers. The options
are BGP, OSPF, and Static routing. This creates a basic routing configuration and basic policies to advertise locally
learned routes to the SD-WAN, and SD-WAN learned routes into the routing protocols that are configured here.
While the Workflow routing protocol configuration is basic, once the protocols are configured you can modify the
protocol configuration within the device template for more advanced configurations.

Do not configure any routing protocols in this lab.

BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Routing
Templat Template
Routing @
BGP
ork iBGP Local AS Neighbor IP Peer AS BFD
---Please Select- ~ @ <] @
No Records to Display
OSPF / OSPFv3
Network Name = * Area BFD
Phesse e o ®
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Step9. Examine the Inbound NAT dialog

a. Click the Next button to navigate to the Inbound NAT dialog.

The Inbound NAT dialog allows you to configure static inbound (destination) NAT, which can be useful if you have
internal resources that must be made available to public networks. Inbound traffic will be translated to the private IP
address specified.

& @ 1] o -] 0

BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW

Configure Management Servers

Management Servers

$0) @ 2 7 *

Reachability via * % IP Address / FQDN

No Records to Display

Do not configure any Inbound NAT settings.
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Step 10. Examine the Management Servers dialog.

a. Click Next to navigate to the Management Servers dialog.

The Management Servers dialog allows you to configure connections to additional management processes, such as
NTP servers, authentication servers, SNMP managers, etc.

o o o o o O

BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW

Configure Management Servers

Template: 501-TemplateNew

Management Servers
NTP Servers(0) @ 7 ? 8
Reachability via = * IP Address /FQDN ~ s
---Please Select--- v @

No Records to Display

Do not configure any management servers settings.
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Step 11. Review the Template Workflow and Deploy
a. Click the Next button to navigate to the Review window.

b. The Review dialog displays a review of the parameters that have been configured for the template.

@ @ ] @ @ & L

BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Review

Template: 501 Template-New

Basic  ~Edi
Template Name Type Organization Firewall Service

te-New
Device Type
Name Type
Controllers
Controller-01

Subscription
Solution Tier Bandwidth  License Period

Concel [T outy D)

Step 12. Deploy the Workflow

Click the Deploy button to save and deploy the workflow. A workflow that has been saved only does not create a
corresponding template. A workflow that has been deployed has created a corresponding template.

B (@ StudentoL (Student01) =

App ew  Template View
¥ VERSA
Organization | Student01 v You are currently in Director View Workflows > Template > Templates  (CF
Infrastructure = Temolate = Devices ~ © 501-Template-New Saved Successfully X
Templates
+ Add o~
Name Status Last Modified Date Last Modified By Actions
Deployed 2024-01-15 18:04:54 Student01
NGFV Deployed 2004-01-0822:34:35 Administrator
Deployed 2024-01-09 23:02:00 Administrator

1 _Template-SFW Deployed 2024-01-0317:24:52 Administrator

Rows per page (25 v | Showing 1 - 4 of 4

A deployed workflow appears in the list of template workflows. A workflow can be re-opened to make modifications
to a template if needed.
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Step 13. Locate the template that was created by the Template Workflow.

a. Navigate to the Configuration > Templates > Device Templates dashboard, then locate the new template that was

created by the workflow.
Appliance View  Template View Templstes ~  Devices ~  Objects ~
¥ VERSA ol
M ) Configuration Work
Organization |_Student01 v v
Objects -
= Devifa Template: — Name Organizations Template Type
Service Templates
v S01-Template-New Student01 SDWAN Post Staging
Common Template Iy
501_Template-NGF Student01 SDWAN P
Name. Organizations
plate-NGFW-No-DL Student01 SDWAN Pos
1-NG Student01
plate-SFV Student01 SDWAN Pos
N Student01
Student01 SDWAN Post Staging
Student01
Rows per page (25 w | Showing 1 - 3 of 3 Rows perpage (25 v | Showing 1 - 5 of 5

b. Open the new template.

Click the new template to open the template in Template View.

The main view changes to Template View, and the template configuration is displayed.
c. Navigate to the Stateful Firewall services

In the template, click on the Services tab on the left side menu. This will display the services configuration
hierarchy.

d. Expand the Stateful Firewall service menu

In the Services menu on the left side, locate and click on the Stateful Firewall menu entry to expand the list of
stateful firewall services available in the template.

Director View  Appliance View JRENTECRYEET

¥ VERSA
Monitor Configuration  Workflows  Administratior

Template | S01-Template-New v Organization | Student01 You are currently in Template View

Security

Security Settings
» IPsec
Select a service from left menu.
SDWAN
Layer 2 SDWAN

Web Proxy
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Step 14. Create a new Device Group

Next you will create a device group that uses the new template.

a. Switch to Director View

Click on the Director View button at the top of the window to exit the Template View.

b. Open the Device Groups menu

In Director View, navigate to Configuration > Devices > Device Groups. This will display a list of device groups
that are pre-configured in the system.

Applisnce View  Template View B @  StudentDl(Student01)~
¥ VERSA
A ! Configuration Workflows Administratio Analytics Commit Template
Organization | Student01 v You are currently in Director View Configuration > Studentol > DeviceGroups (2
Templates +  Devices - Obiects =
v + o
Contact Information
Nam, Organizat
Email Address Phone Number Appliances
1-NG
1-NGFW-N
Rows perpage (25 ~ | Showing 1 - 3 of 3

c. Add a Device Group

Click on the +Add button to create a new device group.

d. Assign the main template and device group settings

* Provide a name for the new device group based on your student: Sxx-DG-New.
* Select your student ID (organization name) from the Organizations drop-down menu.
* Select the Sxx-Template-New template from the Post Staging Template drop-down menu.

Refer to the image on the following page for an example of the Device Group configuration.
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Add Device Group X

Mame

S01-DG-New

Description Tags

Organization

Student01 v Enable Two Factor Auth CA In Data Center

Staging Template Post Staging Template

S01-Template-fNew
[

Contact Information S01_Template-NGFW

Email
501_Template-NGFW-No-DIA

S01_Template-SFW

Template_Hub_Gateway
URL Based ZTP

Pre Staging Staging Controller VPN Profile

One Time Password

File Upload BW Limit (Kbps) File Upload Timeout (Min)

e. Scroll to the bottom of the device group window. Note that the Sxx-Template-New template is listed as the Main

template for the device group. The Datastore template is an organization level template that is automatically applied to
all templates in the organization.

f. Click OK to finish creating the device group.
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Step 15. Assign your branches to the new Device Group
a. Navigate to Workflows > Devices > Devices.
b. Open the SxxB0I device workflow.

c. Inthe BASIC dashboard, change the Device Group to the Sxx-DG-New device group you just created.

Infrastructure = Template ~
BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Basic
Device Name: 501801
Basic
-—Please Select—
Generate Serial Number + Add New
DG-S01-NGFW
DG-S01-NGFW-No-DIA
Model Number Resource Tags DG-S01-SEW
P ct—- v
Admin Contact Information Subscriptions

d. Click the Next button until you reach the Review dashboard.
Note: In the Bind Data tab, ensure that the LAN address is present. If the LAN network name in the new template
is different from the LAN name in the previous template, it will require that you re-add the LAN IP addresses to the
devices (because the new LAN variable name will be different from the old LAN variable name). If the bind data
needs to be re-entered, please notify your instructor for guidance.

e. Click the Re-Deploy button in the Review dashboard to reconfigure the device parameters.

f. Inthe Device Workflows window, open the Sxx_B02 device workflow.

g. Repeat steps b, ¢, d, and e for the S02 device.
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Step 16. Verify the Device Group assignments.
a. Navigate to the Configuration > Devices > Device Groups dashboard.

b. In the Device Groups dashboard, locate the Sxx-DG-New device group. On the right hand side, verify that both of your
branches are members of the device group.

Avplnce View _ Template View B @ sudenonsudenon)-
¥ VERSA
Organization | StudentO1 v You are currently in Director View Configuration > Student01 > DeviceGroups (O
Temolates ~ evices = Obects - > @ 980:Deploy device: Device workflow deployment: { SO1802] Completed VienTssk @ X
v + Add m-
Contact Information Members.
Nam Org: ti
Email Address Phone Number Appliances Devices
NGF' Student01
Student01
. S01801
SDI'DG;wja'r Student01 01802
Rows perpage (25 | Showing 1 - 4 of 4
Step 17. Commit the template to the devices
a. Click the Commit Template box in the top right corner of the main dashboard.
Appliance View B @  swdeno1(Studento1) -
¥ VERSA
M ! Configuration Workflows
Commit Template To Select Devices
O Al the Associated Templates Only Selected Templates 1
Organization fto 00w i 3
Student01 v
Select Devices By ~@
Template b4 S01-Template-New e i Reboot after commit @ E
Select Devices (2) m~
Devices Device Type Template State Appliance State Device Modified Differences Association
501802 branch No
501801 branch No
Showing 1 - 2

b. Inthe Commit Template to Select Devices dialog, ensure that your organization is listed in the Organization drop-down

menu.

C.

In the Select Devices By box, select Template.

d. Inthe Template drop-down menu, select the new template that you created (e.g. Sxx-Template-New).

e. Click the Fetch Devices button to query a list of devices that use the selected template. Your two branch devices should
be displayed.
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Commit Template To Devices Review

Please review your devices before you commit template

Devices Device Type Template State Appliance State Device Modified Differences Association
501B02 branch No

a 501801 branch No

f. Check the boxes next to your two devices.
g. Click the Review button.

The review dialog should show that both devices are selected for updates.
h. Click the Commit button.

The commit button will recreate the device configurations using the newly assigned template and copy the
configurations to the devices.

Step 18. Verify the changes.
a. Navigate to the Administration > Appliances dashboard, or click Appliance View from the top of the dashboard.
b. Click on your B0I device to open the device.
c. Open the Monitor dashboard

d. Inthe BO1 Appliance View, open the Monitor dashboard. Open the System sub-tab.

You can view the template association in the System dashboard. You may have to scroll down on the device Monitor
dashboard to view the Associate Templates block.

Associate Templates

Device Group 501-DG-Ne
Post Staging Template 501-Template-New
Service Templates Student01-DataStore Category: DataStore
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Step 19. Verify the device services configuration

a. Navigate to Configuration > Services

While in Appliance view, click on the Configuration tab to view the device configuration. Navigate to the Services
tab and expand the Stateful Firewall item. You can see that the Stateful Firewall services are configurable on the
device. If you click on the Appliance drop down menu and select the BO2 branch, you will see that the services are
synchronized on both devices, as they are in the same device group.

Director View Template View o . Yraanlzation
’VERSA Appliance = SD1B0O2 w Organization
Monitol Analytics Configuration Administratior
Appliance | SD1BO1 ~ Organization | Student01 v (-1
Metworking ther:
a8 %
wetorking
CGMNAT
CGNAT
Stacefii Fiven: » Stateful Firewall
> DoS
Security * |Psec
Security Settings
» SDWAN
» IPsec
s » Layer 2 SDWAMN
> Layer 2 SDWAN
Web Proxy Web Praoxy

Step 20. Clone the new Template Workflow

a. Open the Configuration > Workflows > Template > Templates dashboard

Workflows can be cloned, which allows you to create a copy of an existing workflow with a new name. This allows
you to create a new workflow and template, with a different name, that inherits the same properties as the original.
You can then make adjustments to the properties that you want to change without the requirement of rebuilding the
workflow from the beginning.

Appliance View  Template View
P VERSA
Maonitor Configuration WorkﬂﬂWs Administration Analytics
Organization | StudentD1 ~ You are currently in Director View
Infrastructure - Template - Devices =
== Temates | =
Ly
D . Application Steering
evices Spolee Groups
Service Chains
Name Global Device ID Status
s 102 Deployved
S01B02 103 Deployed
Rowsperpage |25 w | Showing 1 - 2 of2
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b. Clone the Sxx-Template-New workflow

Mouse over the Template-Sxx-Template workflow. Once highlighted, a menu appears on the right side of the row.
Click on the Clone button to create a clone of the workflow. A new workflow process appears.

Organization v You are currently in Director View Workflows > Template > Templates (C8
Infrastructure = Template ~ Devices ~
SD-LAN

Templates

v + Add m-
Mame Status Last Modified Date Last Modified By Actions

Deployed 2024-07-16 09:33:06 Administrator B EZ D0
Deployed 2025-01-13 16:05:38 Student01
Deployed 2024-06-21 12:45:02 Administrator

c. Rename the cloned Workflow Template

The new workflow name includes the word Copy of followed by the original workflow name. Rename the new
workflow to Sxx-Template-New-NGFW, where xx is your student number (e.g. SO1-Template-New-NGFW).

Organization | Student01 ~ You are currently in Director View Workflows > Template » Templates (2
Infrastructure ~ Template ~ Devices ~
BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Basic
Template: SO1-Template-New-NGFW
Basic
Name 127 Template Type

S01-Template-New-NGFW SDWAN Post Staging

Subscription ®

Device Type
Name Solution Tier
Solution Add on Tier *
SDWAN v Premier-Secure-SDWAN ~
Servi idt Piease Select— v
O Full Mesh Hub Hub Controller Spoke Sevice Bancwicth Please Selec
25 Mbps v

No Records to Display

License Year

1Years

d. Change the enabled firewall service

Scroll down to the Organizations box and change the Firewall Service to Nextgen Firewall.

Organizations

Orzanization Firewall Service
Student01 L Nextgen Firewall v
Sub Organizations = * Firewall Serviee

k4 None v

No Records to Display
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e. View the port configuration

Click the Next button to continue to the Device Port Configuration dialog. Note that the port information from the

original workflow remains, which means you do not have to reconfigure the ports.

gl 61/ 0|
ARG
Legend:
’ ? 7
Port Interface VLAN ID Network Name Organizations Priority 1Pva 1PV Circuit Type Circuit Media Circuit Tags
o 0 INET st
] MPLS Static

3 0 B T S

+ Add Parameterized WAN Interface [~

Sub Interface Actions

f. Deploy the template workflow.

Click the Next button until you reach the Review dashboard. In the Review dashboard, click the Re-Deploy button to

deploy the new workflow and create the new template.

Organization | Student01 v You are currently in Director View

Infrastructure =

BASIC INTERFACES TUNNELS ROUTING INBOUND NAT

Configure Review

Basic
Template Na

Type Organization Firewall Service

Device Type
Name Type

Controllers

Controller-01

Subscription

Solution Tier Bandwidth  License Period

Cancel Back

o o o ] L] o Q)

MANAGEMENT SERVERS REVIEW

Template: 501 Tempiate-ew-HGFW
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g. Verify the new template creation

To verify that the workflow clone created a new template, navigate to the Configuration > Templates > Device
Templates dashboard. You should see your new template in the template table.

m Appliance View  Template View Name Organizations
¥ VERSA
M Configuration Workflow Administr ! S01-Template-New Student01
Organization | Student01l ~ You are currently in Dirg S01-Template-New-NGFW Student01
nplate t
i
Objects ~ B - \".l
— — S01_Template-NGFW Student01
Ce Templates -
v S01_Template-NGFW-No-DIA Student01
Common Template
Contact Infor ate Student01
Name Organizations
Email Address P
Template_Hub_Gateway Student01
1-NC Student01
FW-No-DIA Student01
F Student01
» Student01
Rowsperpage |25 w | Showing 1 - 4 of 4

h. Open the new template
Click on the Sxx-Template-New-NGFW template to open the template.
i. Verify the Next Gen Firewall security settings

Navigate to the Configuration > Services dashboard. The Next Gen Firewall services are configurable in the new
template.

Director View  Appliance View JRENHEGERYEN
P VERSA
Monit Configuration Workflow Administratior na
Template | SO01-Template-New-N' v Organization Student01 w~
etworking ther:
CGNAT

Next Gen Firewall
Dos M
> Authentication
Decryption
» Security
Security Settings
Microsegmentation
IPsec
> SDWAN
> Layer 2 SDWAN
‘Web Proxy

Captive Portal
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j- Return to Director View

Click on the Director View button at the top of the dashboard to return to Director View

Aopllance View _Template View
¥ VERSA
vonitor ~ Configuration  Workflows  Administrat
Organization | Student01 v
Templates ~ Devices - Objects ~
v
Name Organizations
3-S01-NGFW Student01
FW-No-DIA Student01
Student01
501—06—'\1'9-.' StudentQ1
)
Rowsperpage |25 « | Showing 1 - 4 of 4

To use the new template, it has to be assigned to devices in a device group. You will change the new device group
you just created so that the template used by the device group is the new NGFW based template.

k. Navigate to the Device Group dashboard

Navigate to the Configuration > Devices > Device Group dashboard.
1. Open the Sxx-DG-New device group
m. Assign the NGFW template to the device group.

Change the Post Staging Template to the new template that you just created with the Clone tool.

Edit Device Group

Description Tags
Enable Two Factor Auth CA InData Center
Staging Template Post Staging Template
v 501-Template-New- \6F‘.-'f| v

Contact Infermation

Email Phone

Controller VPN Profile

One Time Password

File Upload BW Limit (Kbps) File Upload Timeout (Min)

n S
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n. Click OK to complete the change.

You just changed the post staging template associated with the device group that contains your two devices. It is
now time to apply that configuration change.

0. Click the Commit Template button

@ tuder tudent01) =
AoplanceView _ TemplateView B O susenorsuenot
¥ VERSA
Monitor  Configuration ~ Workflow Administrati Analytic Lot
Organization | StudentO1 v You are currently in Director View Configurati Studento1 > Dx oups  C*
Templates ~ evices ~  Objects ~ D 501-DG-New updated successfully. X
v + Add m-
Contact Information Members
Name Organizatians
Email Address Phone Number Appliances Devices
S01-NGFW Student01
Student01
Student01
ent01 f::\E

In the Commit Template dialog, ensure that your Studentxx organization is selected. You can search for devices by
device group or by template. In this exercise we will search for devices that are associated with the device group.

p. Fetch devices based on device group

Select Device Group in the Select Devices By drop down menu. In the drop down menu next to it, select the
Sxx-DG-New device group (the device group your devices are members of), then click the Fetch Devices button.

Your devices should appear in the list.

Commit Template To Select Devices

Only Selected Templates 1

Student01

Select Devices By - @
v S01-DG-New b Rebo mmit
501-DG-Ner eboot after commit @

Device Group

Select Devices (2)

Template State Appliance State Device Modified Differences

a Devices Device Type

501802 branch No

501801 branch No
Showing 1 - 2

q. Commit the changes

Check the boxes next to your devices, then click the Review button at the bottom of the window.

Click the Commit button at the bottom of the review window to create new configurations for the devices and apply

the configurations to the devices.
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Step 21. Verify the configuration changes on the appliances

a. Navigate to the Administration > Appliances dashboard and open your BO1 appliance.

To verify that the configuration changes have been applied, navigate to Administration > Appliances and select the
SxxBO01 device from the appliance list. Alternatively, click on the Appliance View and select the SxxB01 device
from the list. This will open the Appliance View of the device.

=T evienceView  Template View

Administration  An.

¥ VERSA

Organizations

Name 501B01
Connectors Location San Diego, CA, USA
System et Site ID 102 Tag
VMS Services somgg Serial Number SN-501B01 4’
3% Model ¢5.2xlarge
Scheduled Tasks ( Services stateful-firewallsdwancanat | &
Notification Configuration : spyug | TimeCreated 2023-12-1815:22:35.27 2

3 Template Status IN_SYNC
Director User Management k=

Inventory

Support

b. Verify the Next Gen Firewall services are available

Open the Services menu on the left side menu. Verify that the Next Gen Firewall services now appear in the services
list of the device configuration.

Director View Template View
¥ VERsA
Monito Analytics  Configuration  Administration

Appliance = S01B01 v Organization | Student01 ~

CGNAT
"":j‘r'_‘_]- ewall
DoS
» Authentication
Decryption
Security
> Security Settings
> Microsegmentation
> IPsec
- SDWAN
» Layer 2 SDWAN
Web Proxy

Captive Portal
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Step 22. Clone a Template

In the next steps you will clone a template from the Configuration > Templates database. This will create a copy of an existing
template and it will create a basic Template Workflow associated with the cloned template.

a. In Director View, navigate to Configuration > Templates > Device Templates.

b. From the device templates, locate and click on the box next to the Sxx-Template-New-NGFW template that you
previously created. After you check the box next to the template, the actions menu in the top-right of the panel will
activate.

c. Locate and click on the Clone button to create a copy of the template.

Devices ~  Objects ~

v + Add @ Delete (_,.Lcmja Dimport BrExport & Lock m-

Name Organizations Template Type Metadata Snapshots View Lock Scope Locked By

)
@

SN NN NS
a8 8 8 ¢
ele|o |00

Rows perpage (25 ~ | Showing 1 - 6 of 6

After you click the Clone button, the Clone Template dialog will appear. For the purposes of this exercise, you can
leave the auto-generated name of the template.

Clone Template X

Mew Template Name

Copy_of_S01-Template-New-NGFW

Organizations

Existing

= MNew Organizations
Organizations -

StudentD1

Student01 b

Student01-LAN-VR

Student01-LANA w

d. Click OK to create the clone (copy) of the template.
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When you create a copy or clone of a template, a corresponding template workflow is created in the Workflows
dashboard.

e. Verify the workflow for the cloned template

Navigate to Workflows > Template > Templates. Verify that a workflow has been created with the same name as the
cloned template.

m Appliance View  Template View
¥ VERSA
Aonito Configuration  Workflows in 1
—_—
Organization | Student01 v
Infrastructure = Template ~ Devices ~ @ Cloned Successfully
Templates
Name Status
Te ate-New-NGFW Saved
Ti Deployed
Te e-New-NGFW Deployed
1_Template-NGFW Deployed
plate-NGFW-No-D. Deployed
Deplayed
Rowsperpage (25 ~ | Showing 1 - & of &

It is important to remember the following when cloning workflows and templates. If you clone a workflow, the
properties of the workflow are copied, and the template that is created contains those properties. If you clone

a template, only the properties of the template that have corresponding workflow properties are copied to the
workflow. For example, if you created a template using a workflow and you have modified the template by adding
properties such as class of service rules, security rules, or traffic steering rules, the customized properties will be
copied to the template, but the workflow will only contain the basic properties that are available to the workflow,

so care must be taken when deploying the workflow (use the Deploy option instead of Clean & Recreate when
deploying the workflow in the future to prevent erasing custom template properties — unless you intend to erase any
customizations in the template and to start with a clean, new template).

Infrastructure = Template = Devices ~
BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Review
Template: Copy_of 501 Template-Hew-NGFW
Basic  ~Edit
ate Name drgan ]
fer

Device Type
Name Type
Controllers
Controller-01
Subscription
Solution Tier Bandwidth  License Period
Analytics
Analytics Cluster

e i D)
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DEVICE WORKFLOWS

In the next exercises you will create a new device with a device workflow. However, you will not go through the process of
onboarding an appliance that references this device.

In this exercise you will:

» Create a device by using a Device Workflow;

e Create a workflow spreadsheet with the workflow Export process;

» Update the exported spreadsheet with information for a new device; and
e Import device workflows from a spreadsheet.

Step1. Open the Device Workflows dashboard

a. In Versa Director navigate to the Workflows > Devices > Devices dashboard.

=BT #ooionce View  Template View ©] (@  Studentd1(Studento1) -
P VERSA
Organization Student01 v You are currently in Director View ‘Workflow: Template -]
Infrastructure =
De e
:
De-‘ml Bind Data
Templates
+ Add m-
Name Status Last Modified Date Last Modified By Actions
e-NGFW Deployed 2024-01-08 22:34:35 Administrator
Deployed 2024-01- 00
Deployed 2024-01-03 17:24:52 Administrator
Rowsperpage (25 v | Showing 1 - 3 of3
b. Create a new Device Workflow
Click the + Add button to create a new device workflow.
Infrastructure +  Template + evices
Devices
+ ,i\‘dd BDimport @M~
)
Name Global Device ID Status Last Modified By Actions
102 Deployed Student01
103 Deployed Student01

Rows per page (25 v | Showing 1 - 2 of2
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c. Configure the Basic properties

For each of the following, the xx value represents your assigned student number (e.g. Studentxx would be
Student01, Student02, etc.)

¢ Name: Studentxx-New-Branch
* Organization: Studentxx

e Serial Number: SN-SxxNew

* Device Group: DG-Sxx-NGFW

Infrastructure - Template ~ evices -
BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Basic
Device Name: Student01-New-Branch

Basic
Name Global Device ID

StudentO1-New-Branch 123 v
Deployment Type Serial Number

CPE-Baremetal Device v v

Generate Serial Number
Model Number Resource Tags
Admin Contact Information Subscriptions

d. Configure the Location

* Click the Next button to continue to the Location dialog. Enter the City as San Jose, the state as CA, and the
country as USA
* Click the Generate to get the coordinates of the address

Infrastructure = Template +
BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW

Configure Location Information

Device Name: Student01-Hiew-Branch

Location Information

Address 1 Address 2

City State Country Zip
San Jose cA UsA

Latitude Longitude
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e. Navigate to the Device Service Template window.
Click Next to navigate to the Device Service Template window. If you have configured service templates you can
apply them to a group of devices through the device group, or you can apply service templates directly to a device in

the device workflow.

For our example we will not add any service templates to the device directly.

Infrastructure = Template ~

] L o

BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BINDDATA REVIEW

Configure Device Service Template

+ Add = m-

Order Tenant Category Template Actions

N

f. Click the Next button to move to the Bind Data window.

You may notice a brief delay when the Bind Data window is opened. This is because Versa Director scans the
templates associated with this device for variables and automatically generates system-assigned values to those
variables. The user-defined variables, such as IP addresses and gateway addresses, are presented in forms for user
input.

Bind data variables are sorted according to their type. In our example there are interface variables and virtual router
variables, as shown on the left side of the window.

o o o ()

BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Bind Data

Device Name: 501801

Userinput  AutoGenerated

Service Template (0)

Template: Template-501-NGFW

' Interfaces 3

. Variable Data

2
INET_IPwa_staticaddress 10.27.11.101/24
MPLS_IPv4_staticaddress 10.27.12.101/24
Student LAN_IPv4_staticaddress 10.27.101.10/24

Interfaces Bind Data
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BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Bind Data
Device Nam 101-New-8
Auto Generated
Service Template (0]
Variable Data
® Virtual Routers 2

INET-Transport-VR_IPv4_vrHopAddress .57.11.1

10 5 111
MPLS Transport-VR_IPv4_vrHopAddress 102712

Virtual Router bind data (default gateway routes, etc.)

g. Enter the following values (also shown in the diagram). Because we will not be onboarding the device, all students can
enter the same information without causing any IP conflicts.

* INET IPv4 staticaddress: 10.27.11.201/24

« MPLS IPv4 staticaddress: 10.27.12.201/24

e Student LAN IPv4 staticaddress: 10.27.201.10/24

e INET-Transport-VR IPv4 vrHopAddress: 10.27.11.1
e MPLS-Transport-VR_IPv4 vrHopAddress: 10.27.12.1

h. Click Next to go to the Review dashboard.

In the review window you can view the properties that have been defined for this device. You can scroll down the
window to see more properties, including the bind data values you provided.

Infrastructure - Template - evices -
BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Review
Device Nam s
Basic
Name Please Select Parent Organization Global Organization ID Deployment Type Serial Number Device Group Model Number
Student01-New-Branch Student01 123 physical SN-501New DG-501-NGFW =
Admin Contact Information
Email Phone Number
Subscription
Service Bandwidth License Period
undefined Mbps 1Years
- D
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The Save button saves the workflow in its current state, but does not create the device object in the hardware inventory. To create the
device in the hardware inventory, click the Deploy button.

i. Click the Deploy button to deploy the workflow and create the device in the hardware inventory.

You can see the workflow status in the Devices workflow table, as shown below.

Devices

Rowsperpage 25 w | Showing 1 - 3 of

+ Add Bimport @M~
Global Device ID Status Last Modified By Actions
102 Deployed Student01
108 Deployed Student01

123 Deployed Student01

Verify the new device in the Hardware Inventory

j- Navigate to Administration > Inventory > Hardware to view the hardware inventory.

In the hardware inventory you should see your new device. There is not a Hardware Serial Number value attached,
as the new device has not been associated with a physical appliance.

P VERSA

Organization | Student01
Organizations
Appliances
Connectors
System
VMS Services
Scheduled Tasks
Notification Configuration
Director User Management
Inventory

Software Images

Stolen Devices

Support

® tudes tudent01)~
Appliance View  Template View B @  Swdentd1(Student01
urat Administration  Analytic
v You are currently in Director View Export All Records m (&
BT Replace Seria e RL Based ZTP SendEmail (M~

Site ID Organizations Status
r  Site Name Bandwidth (Mbps) Location

01 claimed

SN-501B02 SN-501B02 S01B02 103 Chicago, IL, USA dlairned
Student01-New-Branch  SN-S01New Student01 New Branch . 123 San Jose, CA, USA 121885253 37.336740  Student01 shipped
Rowsperpage 25 v | Showing 1 - 3 of 3

At this point the device is ready for onboarding. With the onboarding process (not covered in this lab), the appliance
is connected to the WAN and the onboarding process starts with either the URL based onboarding, by running the
onboarding script, or through the global ZTP process. When the appliance contacts the controller, it will provide the
hardware serial number to the headend. The hardware serial number will then be listed in the hardware table (as it
will be associated with the device), and the appliance will be placed in the Appliances table.

STOP! Notify your instructor that you have completed this lab.

52

(C) Versa 2025



Versa Networks Lab Guide: ) 7 '
SD-WAN Configuration and Administratioy, i VE RSA

TOPOLOGIES

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

* Analyze the configuration components of full mesh and hub-and-spoke topologies
» Configure and analyze the following topologies:

* Spoke-to-Hub-Only

* Spoke-to-Spoke-via-Hub

* Spoke-to-Spoke-Direct

In this lab you will be assigned two CPE devices (Branch devices) for configuration and monitoring. The branch devices are named
after the student ID that you have been assigned.

The lab environment is accessed through Amazon Workspaces. Your student ID and workspace will be assigned by the instructor.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. The IP address of the Versa Director (from the remote workstation) is 10.27.1.10. Once you begin the
lab, you may want to create a bookmark to Versa Director in the web browser on the remote desktop.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!

(C) Versa 2025 53



Versa Networks Lab Guide: ? ~7 '
SD-WAN Configuration and Administratioy ~ VE RSA

Step 1. Create a Spoke Group

In this exercise you will create 2 spoke groups. As we move through the lab you will change the type of spoke group in order to
change the behavior of the routing policies and traffic forwarding. The spoke groups that you will create are based on the student ID
that you were assigned.

a. Log into Versa Director

b. In Versa Director, navigate to Workflows > Template > Spoke Groups.

Appliance View  Template View

:L__.ll.l..ljrl..l_. '.__-::”_r:-_[:jr:i' on wurkﬂﬂws

J VERSA

e - Template - Devices -

Templates
Application Steering

Organizatiol

Spoyjy, Groups

St
Service Chains

MName {

Rowsperpage |25 w | Showing 1 - 1 ofl

c. In the Spoke Groups workflow, create a spoke group with the name Sxx-SGO1, where xx is your student number.
d. Set the LAN-VR spoke group type to Spoke to Hub Only.
e. In the Hub dropdown you should see SPHUB-NEW. This is the shared hub for all tenants.

f. Set the hub priority to 1.
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Infrastructure ~ emplate Devices ~
Configure Basic
Spoke Group:

Spoke Groups

Name Organizations Region

501561 Student01 v —Please Salect- v Hub Vab Controlier
ty
Hub: Student01-LAN-VR
tudent01-LAN-VR Spoke ta Hub Only v
SPHUE 1 ~

Cancel Crﬁ,e b

g. Click Create to create the spoke group.

h. Repeat steps ¢ through g process to create a spoke group named Sxx-SGO02 with the same properties.

Inigastrucone " Tiesos Deviestz > Spoke group saved successfully z X
it End result
+Add @~
Name Organization Routing Instances Status Create Date Last Modified Date Last Modified By Actions
Student01 StudentO1-LAN-VR CREATED Wed, Jan 17 2024, 15:57 ‘Wed, Jan 17 2024, 15:57 Student01
Student01 StudentO1-LAN-VR CREATED Wed. Jan 17 2024, 15:58 Wed, Jan 17 2024, 15:58 Student01
Rowsperpage 25 w | Showing 1 - 2 of2

Before you add the devices to a hub and spoke topology, we’ll analyze the policies that exist in the default full-mesh topology.
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Step 2. Examine BGP Policies

a. Open your SxxB01 Branch Device to view the configuration

Click the Appliance View at the top of the dashbvoard, and then click on the SxxBO1 branch device, where xx is the
student ID that has been assigned to you.

b. Open the Control Router

In the Appliance view, navigate to Configuration > Networking > Virtual Routers and locate the Studentxx-Control-
VR virtual router. Click on the Control router to open its configuration.

: ol Template View B @  Sswdentd1(Studentol) >
—_— I o
to s Configuration  Administrat
Appliance | 501801 ~ You are currently in Appliance View m c
g + Add m-
i Name View Interfaces Networks Static Routes OSPF  OSPFvd  BGP PIM  IGMP RIP  Router Advertisement Redistribution Policies
MEEH INET- R ® 06020 NET 00000 3000 ST-Policy
TU/EL Auth MPL & MBLS 0000/
Networks pvis15
Virtual Wi Stxlﬂew\lﬂl{wml'\’R © wi-0/6.0 3 Control-VR-Policy
irtual Wires ) wi-0/7.0
Glokal Routers ©  wi0/6030 Student01._Lan Defauit-PolicyTo-8GP
Rowsperpage (25 ~ | Showing 1 - 4 of 4
The control router runs the primary BGP instance for the Layer 3 VPN (SD-WAN) connections.
c. Open the BGP Routing Instance in the Control Router
BGP advertises and receives routes to and from the controller. Navigate to the BGP tab of the control router, then
click on the instance ID of the BGP process to open the BGP configuration.
Edit StudentO1-Control-VR x
s Static Routing OSF BGF ferti
mv FERNRV]
— S— e View Rower peeras Local AS e
BL 64512 £o] 172.150.10
=
d. View the BGP Peer and Peer Group Policies
The BGP peer and BGP peer group policies are located in the Peer/Group policies. There are 2 default policies
created. Navigate to the Peer/Group Policy tab. In a full mesh topology, the default Import-From-SDWAN-Policy
allows all routes received from the controller.
Edit BGP Instance X
General PrefixList SLAProfile Peer ,\;,::‘"i; Peer Group Route Aggregation Damping Policy Versa Private TLV  Advanced
+ Qv ~
Peer/Group Policy Name Term Name Acti
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e. Click Cancel to exit the Policy window.
f. Click Cancel to exit out of the BGP window.
g. Click Cancel to exit out of the Control VR configuration window.
h. Open the Student-LAN-VR
From the Virtual Routers table, locate and click on the Student-LAN-VR to open the LAN facing virtual routing

instance. The LAN virtual router contains the LAN facing port and the local LAN routes. It also has policies that add
routesfrom the LAN routing tables to the BGP updates sent by theControl router.

Name View Interfaces
INET-Transport-VF © tvi-0/602.0
L5 @
ptvi315
Student0]- trol-VE o] tvi-0/8.0
tvi-0/7.0
Sudentﬂfn,.-,i_,&\l—‘-f?l © tvi-0/603.0
Rows perpage (25 w | Showing 1 - 4 of 4

The Redistribution Policies search for routes in the LAN routing table that should be added to the BGP updates.

i. Click on the Redistribution Policies tab in the LAN VR.

Edit Student01-LAN-VR X

The default redistribution policy rejects the IP addresses that are used for local processes on the device, so that they
are not advertised to remote devices. The term T2-DIRECT matches the Direct type of route, or the local LAN link,
and adds it to the update. The T4-BGP policy adds any LAN VR BGP routes to the Control router BGP updates and
allows them to migrate from one routing domain to another. You can open the policy to view more details.

j- Open and Examine the T2-DIRECT policy term.
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Edit Redistribution Policy Edit Term X
Match  Action
Protocol Address
Direct [ v
Prefix Filter Nexthop Filter Nexthop
~Select-- ~ ~Select-- ~ Or IPv6 Address/Prefi
Monitor Monitor Group
Edit Redistribution Policy Edit Term X
— Match  Action
Accept/Reject
Accept v
Set
Well Known Community Community Extended Community
~Select- v
Local Preference MED Origin OSPF Tag
1w~ Remote IGP v |
OSPF Metric to BGP MED OSPF Metric to BGP Local Preference
Metric Metric Conversion OSPF External Type Route Preference
~Select-- v -Select ~
Standby
Metric Metric Conversion Local Preference
~-Select-- v
==

k. Click on the Redistribute To tab in the Redistriubtion Policies window.

The Redistribute To tab identifies from where the routes come, and to where the routes should be moved according
to the terms in the rules.

Edit Redistribute To

FromRIB * Destination Policy Name =

| inet-unicast-rib bgp v | | Default-Policy To-BGP

With this configuration, the routes move from the LAN VR unicast table to the main BGP process routing updates
according to the rules in the defined policy name.

. Click Cancel until you have exited the LAN-VR configuration and exit without making any changes.
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Step 3.  Apply Spoke Groups
Next you will modify the main NGFW template so that it is a spoke template associated with the Sxx-SG1 spoke group.
a. Click the Director View button at the top of the window.
b. In Director View navigate to Workflows > Template > Templates.
c. Locate the Sxx_Template-NGFW workflow, where Sxx is the student number assigned to you.

d. In the Template-NGFW workflow, select Spoke in the Device Type. Note that when you select Spoke as the device
type, a new field is created in the Organizations section to select the spoke group.

Basic
Device Type Subscription @
Name Solution Tier
SDWAN ~ Premier-Secure-SDWAN
Full Mesh Hub Hub Controller © Spoke Service Banawidth *
25 Mbps
License Year
1Years
Organizations
Organization Spoke Groups Firewall Service
StudentD1 ~ -=-Please Select--- ~ Mextgen Firewal b
---Please Select---
501-5G2 Cancel : Save

e. Select the Sxx-SO01 spoke group.

f. Click the Next button until you arrive at the Review page.

(C) Versa 2025 59



Versa Networks Lab Guide: ? ~7 '
SD-WAN Configuration and Administratiop¢” . e VE RSA

g. In the Review page, click Clean & Recreate to rebuild the template with the new spoke group assignment.

Infrastructure ~ Template - Devices ~
BASIC. INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Review
Template: 501 Template-NGFW

Basic  * Edit
Template Name Type Organization Firewall Service

_ ! nF
Device Type
Name Type

Controllers
Controller-01

Subscription
Solution Tier

Concel [T heveir [T D)

h. Click Confirm when prompted.

To apply the changes, you will need to commit the template to rebuild the device configurations with the new
template settings and copy the configurations to the devices.

i. Click the Commit button

j- Inthe Commit Template to Select Devices page, select your organization in the Organization menu, select Template
in the Select Devices By menu. Select the Sxx_Template-NGFW as the template, then click the Fetch Devices button.
Your devices should be displayed in the table.

k. Check the boxes next to all of the devices.

1. Click the Review button.

m. In the Review page, click Commit to apply the changes.

Commit Template To Devices Review

Please review your devices before you commit template
o-
Devices Device Type Template State Appliance State Device Modified Differences Association
501802 branch No
] S01B01 branch Yes

Showing 1 - 2

ek m SRSEREE ST j
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Step 4. Identify changes made by the Spoke Group configuration

Next we will identify and verify the changes that were made when the topology type was changed.

a. Click on Appliance View, then locate your SxxB01 branch in the table.

b. Click on the branch name to open the branch in Appliance View mode.

Select Appliance

Organization

Name Mgmt. Address Software Version Config Sync Reachability

501801 17215010 2212:GA © o
01802 1721508 2212:GA © o

SPHUE huo 17215042 22.1.2-GA o L]

Rowsperpage (25 w | Showing 1 -

Cancel

c. In Appliance view of your SxxB01 device, navigate to Configuration > Networking > Virtual Routers.

d. Locate the Studentxx-Control-VR and click on the control router to open its configuration.

Director View | TNSRRNY Temelate View B @ suwoentorsuenton)-
W VERSA
Monitor  Analytics  Configuration  Administration
Appliance | 501801 ~ @ You are currently in Appliance View o
& % B .
ecvorking  Services Q9SS others v + Add m-
Interfaces Name. View Interfaces Networks Static Routes OSPF  OSPFv3  BGP PIM  IGMP RIP Redistribution Policies
VLN INET-Transport-VR © w0020 INET 00000 3000 ST-Policy
T/ELAth MPLSTransport-VR © MPLS 00000
Networks owis1s
% Student01-ControlVR © w60 3 ControlVR-Policy
Virtual Wires @ 070
Global Routers Student01-LAN-VR @ w0030 Student01_Lan 2015 Default-Policy To-BGP
N——— Rows perpage (25 | Showing 1- 4 of 4
Virtual Switches
> IPSLA

e. Navigate to BGP and click on the BGP instance to open the BGP configuration.

Edit Student01-Control-VR

Virtusl Router Details  Static Routing OSPF RIP BGP PIM IGMP Router Advertisement PrefixLists Redistribution Policies Instance Import Policies

o v R

Instance ID Disable Local AS View Router ID Peer AS

@j 64512 Lol

Local AS Mode

17215010

“ Lonce
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f. Click on the Peer/Group Policy tab.

Note the addition of multiple terms to the policies.

Edit BGP Instance X
General PrefixList SLAProfile Peer/GroupPolicy PeerGroup Route Aggregation DampingPolicy VersaPrivateTLV Advanced
+ m v ~
Peer/Group Policy Name Term Name Action
|1, Refect:VersaPvt-Spokes Reject i}
" Refect-Spokes-Student01-LAN-VR Reject o]
Hub-Priority1-Student01-LAN-VR Accept o}
Import-From-Hubs-Policy Accept-Unused-Hub-Lan-Rts Accept @
Relect-Unused-Hub-Reannounced-Rts Reject ]
Allow-Al Accept @
Allow-VersaPut-All Accept @

]

=S =R

g. Open the Import-From-Hubs-Policy

h. In the Import-From-Hubs-Policy, click on the Reject-VersaPvt-Spokes term to open the term.

Note that the match conditions search for specific community values. These values are values associated with a
specific spoke group. Depending on your environment the values you see may be different from the example. Take a
note of the values in the Community field. The same communities are matched in the Reject-Spokes-Student-LAN-
VR term.

Edit BGP Instance Edit Peer/Group Policy Edit Term X

Action  Standby Action

Family AS Path Metric

Versa-Private Family b
MNLRI Source Address MNexthop

—Select— v -Select—- v —-Select— b d

Community Extended Community
(*].)8000: (%) ((~)8000:2(%] )

Origin |

—-Select-- w '
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i. Click Cancel to close the term without making changes.

j- Locate and click on the Hub-Priorityl-Student-LAN-VR term.

This term matches based on an Extended Community value that is associated with the hub device.

Edit BGP Instance Edit Peer/Group Policy Edit Term ¥

Action Standby Action

Family AS Path Metric

--Select-- i
MNLRI Source Address Mexthop

—-Select— A --Select-- hd —-Select— hd
Well Known Community Community Extended Community

Select ~ target: 16003L:104 target:8003L:104

Origin

—Salact— 47 w

k. Click on the Action tab of the term.

In the action tab, the route is set to Accept, and the Local Preference of 108 is assigned. This is the value assigned to
the routes received from the hub to make them more preferred. In a topology with multiple hubs, each hub will have
a different Local Preference assigned to ensure that routes from the highest available hub are preferred in the routing

table.

Edit BGP Instance Edit Peer/Group Policy Edit Term X
Match Action Standby Action
Accept/Reject Damping

Accept b Enzble ECMP for BGP Routes in RIB
Origin Nexthop Local Preference

~Select- v 108 I
AS Path Local AS Prepend Count AS Path Prepend

Select ~

Community Action

Append the value of set-community into the co v SLA Community Action

. Click Cancel until you exit the virtual router configuration and return to the main branch configuration page.
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m. In the main configuration page, under Virtual Routers, locate and click on the Student-LAN-VR routing instance.

=] @ audent01 (Stud &
Director View Template View L 35 iocennl(uoeal
¥ VERSA
Appliance | S01B01 v You are currently in Appliance View m C.
|-\ v + Add m-
Name View Interfaces Networks Static Routes OSPF  OSPFv3 BGP PIM IGMP  RIP Router Advertisement Redistribution Policies
WiAN INET-Transport-VR ©  wi0/6020 NET 00.00/0 3000 ST-Policy
TVELAuth MPLS-Transport-V o MPLS 00.00/0
Networks
dentO1 R © 3 Control-VR-Policy
Virtusl Wires
Global Routers StudentOLIANVR ®  ni0/8030 Student01_Lan 3015 Default-Policy To-BGP
3
Rows per page (25 v | Showing 1 - 4 of 4
Virtual Switches

In the Student-LAN-VR routing instance, open the Redistribution Policies tab.

Edit Student01-LAN-VR

erDetails  Static Routing  OSF P BGP PIM
General | Redistribute To

Redistribution Policies

Name View

Term

o)

. ==

The terms in the redistribution policy appear to be the same, but upon closer inspection of the terms we can see that
a Set Community property has been added.

n. Click on the Default-Policy-To-BGP policy to see an overview of the change.

Edit Redistribution Policy

Terms + oV ~
Match Actions
Term Name Set MED
Protacol  Addre Area Well Known Community Nexthop Accept/Reject  Set Community Set Extended Community | Set Local Preference
T: T. 169.254.0.0/16 Re
T2 T Accept 8001:104 8000:2 110
T4-BGP bgp Accept 8001:104 8000{’ 110

- E=EE

Note that one of the community values that is added to the redistributed routes matches the BGP community
value that we saw in the BGP import policy (in this case, 8000:2). This allows remote sites to identify the source

of these routes, what spoke group the routes are part of, and allows the BGP policies on other devices to filter the
advertisements.

0. Click the Cancel button until you have exited the virtual router configuration. When asked to confirm, click Yes.
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Step 5.  Verify the Routing Changes

Next we will verify the routing changes that were made in the topology by examining the routing tables of the two branch devices.

a. Navigate to the Monitor tab in Appliance view.
In the Monitor dashboard, ensure that the SxxBO1 branch is selected, where Sxx is the student ID assigned to you.
b. Navigate to the Networking > Routes dashboard

c. Select the Student LAN-VR routing table from the dropdown to view the routes in that virtual router.

5$01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10
System Bridge Address: 0A:28:61:DE:47:00

Summary  Services Networking ~ System  Tools

Configuration ~ Shell  ConfigStatus™ = Upgrade  Subscription

Interfaces BGP  OSPF  OSPFv3  BFD  DHCP  DNSProxy COS  VRRP  LEF  ARP  IP-SLA

Student01-LAN-VR v Uni

PIM  IGMP  8021X  RIP  Switching  LLDP  TWAMP  SaSApp  Certificate  AddressGroups ~ NDP  LACP
cast v Pv4 v

Prefuc Protocol:

Next Hop Next Hop Site Intertace Name Age
169.254.02 i-0/603.0 1w0d23h
0.0000 172.15012 SPHUB ndirect 00:02:35
+10.27.101.0/24 10.27.101.10

wni-0/20 1w2d02h
0000

w2004t

17215012 SPHUB

ndirect

169.254.0.3

There are 2 main routes you will focus on in this lab exercise. The LAN route for branch BO1 and the LAN route for
branch B02. The routes for those branches will depend on your organization (Student) number.

Because this is a spoke-to-hub only topology, the routes to the other spokes are not present in the routing table.
However, the route to the hub LAN is present (10.27.130.0/24). If you choose to do so, you can open the SxxB02
device and view the LAN routing table to see the same behavior on branch B02.

Step 6. Change the Spoke Group to Spoke to Spoke via Hub.

Next we will change the spoke group type to Spoke to Spoke via Hub and examine the effects.

a. Navigate to Director View > Workflows > Template > Spoke Groups to open the Spoke Group configuration workflows
dashboard.

b. Locate and click on spoke group Sxx-SG1 to open Spoke Group 1.
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c. Change the Spoke Group Type to Spoke to Spoke Via Hub. Leave all other parameters the same.

Infrastructure = Template - Devices ~ Spoke Groups

Spoke Groups

Name Organization Spoke to Hub Only =
—Please Select-—
Student01 Spoke to Hub Only
Spuke To Spoke Via I—b
Student01 ?

Spoke To Spoke Direct

Rows perpage |25 w | Showing 1 - 2 of 2

d. Click Recreate to rebuild the spoke group settings.

Because the spoke group is part of the template settings, we need to rebuild the template using the template workflow.

e. Navigate to Workflows > Template > Templates. Locate the Sxx_Template-NGFW workflow.
f. Open the Sxx_Template-NGFW workflow

g. Click the Next button until you reach the Review page.

h. On the Review page, click Clean & Recreate to rebuild the template with the new spoke group settings.

Appliance View  Template View B @  swdent0l(Swdenol
¥ VERSA
Organization | Studentol v You are currently in Director View workflows > Tempiate > Templates (3
Infrastructure = emplate ~ Devices ~

-] @ o @ @ @ O,

BASIC INTERFACES TUNNELS ROUTING INBOUNDNAT MANAGEMENT SERVERS REVIEW

Configure Review

Template: SO1_Template-NGFW

Device Type
Narme Type

Controllers

Controller-01

Analytics

Analytics Cluste

Concel [ oo [ D)

i. Click Confirm to allow the recreation of the template.
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The template has been updated. Now the changes in the template need to be committed to the devices.

j- Click the Commit Template button.

k. Inthe Commit Template to Select Devices, select your organization in the Organization drop down. Select the devices
by Template, and select the Sxx_Template-NGFW template from the template list.

1. Click Fetch Devices. Your branch devices should display in the table.

m. Click the boxes next to your devices, then click Review.

Commit Template To Select Devices
O All the Associated Templates Only Selected Templates 7

Organization
Auto Merge O Overwrite ?

Student01 v

Select Devices By ~@

Template v 501_Template-NGFW v .

Select Devices (2) m~
Devices Device Type Template State Appliance State Device Modified Differences Association
SO1B02 branch 3 No
8 o101 branch 3 No
Showing 1 - 2

o m j
IS

n. Inthe Review window, click Commit to apply the changes.

Commit Template To Devices Review

Please review your devices before you commit template.
o~
Devices Device Type Template State Appliance State Device Modified Differences Association
$01B02 branch i No
(] 501801 branch No

Showing 1 - 2
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Step 7.

Next we will verify the policy changes and routing changes.

Verify the policy and routing changes

a. Navigate to Appliance View and select device SxxB01 from the device list.

b. In the SxxB01 dashboard, navigate to Monitor > Networking > Routes.

c. Select the LAN-VR routing instance from the drop down menu.

This will display the routes in the BO1 LAN routing table.

w VERSA

501B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10
System Bridge Address: 0A:28:E1:DE:47:00

Summary Services Networking System  Tools

Interfaces m BGP  OSPF

StudentO1-LAN-VR v

OSPFva

Protocol * Destination

BGP +00000

BFD

Unicast

Prefix. Protocol:

DHCP

DNSProxy ~ COS  VRRP

Next Hop

IPSLA  PIM  IGMP  8021X  RIP  Switching  LLDP

Next Hap Site Interface Name
wi0/6030

SPHUR ndirect

ni-0/2.0

SPHUB Indirect

SPHUB ndirect
-0/603.0
0/6030

SPHUB ndirect

Reachable

Shell  Config Status~

Certificate

NC Upsince: Mon Jan 8 10:22:59 2024

Upgrade  Subscription

AddressGroups ~ NDP  LACP

Note that the LAN route from branch B02 is now present, but that it has a next hop site of the SPHUB-NEW device
and NOT the B02 branch device.

d. Click on the Total Appliances tab to view a list of all of the appliances.

e. From the appliances table, click on the BO2 branch device.

[ Summary
Total Appliances 3
Name

SOt

& Devices

& Cloud Workload

S01B01 X
Name S01B02
Tags

Location Chicago, IL, USA
Site ID 103
Serial Number  SN-S01B02

4
Model c5.2xlarge
Services sdwan,nextgen-firewall,cgnat 4

Time Created

Template Status

2023-12-18 15:23:24.153

68
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f. Inthe SxxB02 appliance window, navigate to Networking > Routes.

g. Select the LAN-VR virtual router from the drop down menu.

Total Appliances 3 01801 ¥ 501802 X
S01B02 | Chicago, IL, USA

Mgmt. Address: 172.15.0.8 Reachable | SYNC: I NG Up since: Mon Jan 8 10:22:59 2024
System Bridge Address: 0A:3F:95:99:97:00

Summary Services  Networking  System  Tools Configuration ~ Shell  ConfigStatus™  Upgrade  Subscription

Interfaces m BGP OSPF OSPFv3 BFD DHCP DDNS Proxy cos VRRP LEF ARP 1P-SLA PIM IGMP 802.1X RIP Switching Lop TWAMP SaaS App Certificate Address Groups NOP LACP

Student01-LAN-VR v Unicast v P4 v
Prefic Protocol
e @' of 1 v
Protacol * Destination Next Hop Next Hop Site Interface Name Age
BGP b +0.000/0 169.25402 tvi-0/603.0
BGP SPHUB ndirect

17215012 SPHUR

Note that the LAN route from branch BO1 has a next hop site of the SPHUB-NEW device, and NOT the BO1 device.

Because of this topology type, the branch LANs can communicate, but all traffic is relayed through the hub, and
branches do not have direct tunnels between them.
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Step 8.  Configure Spoke to Spoke Direct

In the next exercise you will change your devices to Spoke to Spoke Direct in the spoke group. In the first part you will place both
devices in the same spoke group and examine the routing tables.

a. From Director View, navigate to Workflows > Template > Spoke Groups.
b. From the Spoke Groups table, click on Sxx-SG1 to open Spoke Group 1.

c. Change the Spoke Group type to Spoke to Spoke Direct. Note how the Community dropdown is activated with the
Spoke to Spoke Direct spoke group type.

Appliance View  Template View B @  Swudenton(Studento1

¥ VERSA

Organization | Studento1 v You are currently in Director View workiows » Tempiate > spoke Graups (2
Infrastructure = Template = Devices ~

Configure Basic
Spoke Group: 501-561
Spoke Groups
Regi
HeaEoes ¥ Hub Hub Controller
Hub: Student01-LAN-VR
Student01-LAN-VR Spoke To Spoke Vi Hub ~

ol

poke ke Via Hub
Spoke To Spoke Direct SPHUE 1 v

coce (D D!

d. Click the +Community Options link below the Community drop down menu. The Community dialog opens.

e. In the Community dialog, click the + button to add a community. Name the Community Group-1 and assign a
community ID of 1.

f. Click the + button again and add a second community called Group-2. Assign the community ID of 2.

Your communities should look like the example below.

Community X

“ Came'
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g. Assign community Group-1 to the spoke group.
Spoke Groups
Region
--Please Select--
01-L Spoke To Spoke Direct Srou g
h. Click the Recreate button to apply the changes to the spoke group.
i.  Open Spoke Group 2 (Sxx-SG2)
j.  Change Spoke Group 2 to Spoke to Spoke Direct.
k. Assign community Group-2 to spoke group 2.
Spoke Groups
Region
---Please Salect---
5 1it01-LAN-VR Spoke To Spoke Direct Group-2 v
. Click Recreate to apply the changes to spoke group 2.
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Next you will open the Sxx_Template-NGFW template workflow and re-create the template to ensure that the new spoke group
settings are applied.

m. Navigate to Workflows > Template > Templates.

n. Inthe Template workflow table, locate and click on the Sxx Template-NGFW workflow to open the workflow.

Infrastructure ~ Template - Devices ~
Templates
+ Add o-
Name Status Last Modified Date Last Modified By Actions
Temgjate-NGFW Deployed 2024-01-1723:03:56 Student01 aE®
ate-NGFW-No-Dll Deployed 2024-01-0923:02:00 Administrator ag®
Deployed 2024-01-0317:24:52 Administrator

Rows per p: 25 | Showing 1

The proper settings are already in place for the workflow. However, because the properties of the spoke group
assigned to the template have changed, we will re-create the template again to ensure that the spoke group settings
are re-copied into the template.

0. Click the Next button until you reach the review page.

p- On the Review page, click the Clean & Recreate button to rebuild the template.

Infrastructure ~  Template - Devices +
BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Review
Template: 501 Template-NGFW/
Basic  * Edit
Template Name Type Organization Firewall Service
Device Type
Name Type
Controllers

Controller-01

Subscription
Solution Tier Bandwidth  License Period

Analytics
Analytics Cluste

cocel (BB = O D)

S
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Step 9. Clone the Sxx_Template-NGFW workflow.

Next you will create a clone of the Sxx_Template-NGFW. The cloned workflow will have the same properties as the original
workflow.

a. Navigate to Director View > Workflows > Template > Templates.

b. In the Template Workflow table, check the box next to the Sxx-Template-NGFW.

Note the Actions buttons that appear on the right side of the table.

c¢. Click the Clone button to create a clone of the workflow.

Templates
+ Add [@ Delete M~
e Name Status Last Modified Date Last Modified By Actions
-] 501 _Template-NGFW Deployed 2024-01-1723:09:54 Student01 @ \Fi
NGFW-No-DI Deplayed 2024-01-09 23:02:00 Administrator
Deployed 2024-01-0317:24:52 Administrator
Rowsperpage |25 w | Showing 1 - 3 of 3

d. Rename the cloned workflow to Sxx_Template-NGFW-SG2, where Sxx refers to your assigned student number.

e. Inthe Organizations settings, change the spoke group to Sxx-SG2.

Template: S01_Template-NGFW-5G2
Basic
Name
S01_Template-NGFW-5G2 v
Device Type
Name .
Solution Add on Tier
SDWAN v ¥
Full Mesh Hub Hub Centroller O Spoke aevice Borcwidth Fietse Select &
25 Mbps v
No Records to Display
License Year
1Years v
Organizations Controllers
Organization Spoke Groups Firewall Service
Controll
Student01 ~ 501561 v Nextgen Firewal v
—-Please Select-— ~ ~ —_—
501-5G1

f. Click the Next button until you reach the Review page.

g. In the Review page, click Deploy to save the workflow and create the new template.

You should now have two templates for spoke groups. The only difference between the templates is the spoke group
to which they are assigned.

(C) Versa 2025 73



Versa Networks Lab Guide:
SD-WAN Configuration and Administratioy

w VERSA

Next you will re-assign branch B02 to a new device group. The new device group will reference the SG2 template.

h. Navigate to Workflows > Devices > Devices.

i.  From the Devices workflow table, click on branch SxxB02 to modify the BO2 device.

Applia Template View B ) Student0l {Student01) -
¥ VERSA
Organization | Student01 ~ You are currently in Director View Workflows + Devices = Devices (3
InfEstnhee.;  [lempiae.ry e > @ 501 Template-NGFW-5G2 Deployed Successfully @ X
Devices
+ Add Bimport M~
Name Global Device ID Status Last Modified By Actions
B 102 Deployed Student01
so1egq 103 Deployed Student01 N
J
Rows per page (25 v | Showing 1 - 2 of2

j- In the Basic page, add a new device group.

Organization | StudentO1 v

Infrastructure ~  Template + evices -

Basic

Deployment Type

CPE-Baremetal Device

Model Number

---Please Select--

Admin Contact Information

Workflows > Devices > Devices (°

‘You are currently in Director View

@ 501_Template-NGFW-SG2 Deployed Successfully

©)

BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Basic
Deviee Name: 501802
Organization
Student01 v
Device Group
~ DG-S01-NGFW v

—Please Select---

Generate Serial Number +hdaNew |
>
DG-SOLNGFW [
DG-501-NGFW-N
Name - Add tew

Resource Tags DG-S01-SFW

-

Subscriptions

Concel b = RESTTIN - | D)
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k. Name the new device group Sxx-DG-SG2, where Sxx is the student number you have been assigned.

1. Select the Sxx_Template-NGFW-SG2 template as the main device template.

Add Device Group X
Mame
501-DG-5G2
Description Tags
Organization
Student01 w Enable Two Factor Auth CA InData Center
Staging Template ging Template
V ~
S01_Template-NGFW
Contact Information 501_Template-NGFW-No-DIA
Email
501 _Template-NGFW-5G2
501 _Template-SFW
Template_Hub_Gateway
URL Based ZTP
Pre Staging Staging Controller VPN Profile
One Time Password
File Upload BW Limit (Kbps) File Upload Timeout (Min)
“

m. Click the OK button to finish creating the device group.

This will take you back to the device workflow and set the new device group as the assigned device group.

n. Click the Next buttons until you reach the Review page.

0. On the Review page, click the Re-Deploy button to update the device properties.

BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA. REVIEW
Review
Device Name: 501502
Basic “ Edit
Name Please Select Parent Organization Global Organization ID Deployment Type Serial Number Device Group Model Number
501802 Student01 103 physical SN-501802 S01-DG-5G2

Admin Contact Information % E

Email Phone Number

Subscription Edit
Service Bandwidth License Period
undefined Mbps 1Years

concel [T el D)
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Commit the Sxx_Template-NGFW-SG2 template

p. Click the Commit Template button.

q. Inthe Commit Template to Select Devices page:

+ Select your organization in the Organization drop down
* Choose Select Devices By: Template

* Choose template Sxx_Template-NGFW-SG2

* Click the Fetch Devices button

Your B02 device should be listed.

r.  Check the box next to your B02 device and click Review.

Commit Template To Select Devices
© All the Associated Templates Only Selected Templates
Orgarization
to Me © Overwrite 7
Student01 v
Select Devices By -@
Template v S01_Template-NGFW-5G2 v
Select Devices (1) m-
Devices Device Type Template State Appliance State Device Modified Differences Assoclation
S01B02 branch % No
Showing 1 - 1
Cancel Revilg j

s. On the Review Page, click the Commit button to reprogram the device with the new settings.
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Step 10. Reveiw the Spoke to Spoke Direct Results

In the next exercise you will review the routing results of placing 2 devices in different spoke groups with Spoke to Spoke Direct.

a. Navigate to Appliance View and select your BO1 device from the device list.

Select Appliance

Organization

Name Mgmt. Address Software Version Config Sync. Reachability
soaps 17215010 2212-GA ° o
501802 1721508 22.12-GA ) Y
SPHUB hub 17215012 221.2-GA (] L]

Rowsper page (25 | Showing 1 - 3 of3

Cancel

b. Inthe BO1 branch device, navigate to Configuration > Networking > Virtual Routers > Student-LAN-VR.

Director view | MG Template View B ©  swdendl(Studento1)~
Monitor  Analytics  Configuration  Administration

Appllance | 501801 ~ © You are currently In Appliance View B3 c
& ©g @ B

W VERSA

etworking  Senvices SFLE others Search LT d + Add m-
pSSEaces: Name View Interfaces Netwarks Static Routes OSPF OSPFv3  BGP PIM  IGMP RIP  Router Advertisement Redistribution Policies
LAN INETTransport- VR ©  ni0sz0 INET 00000 3000 ST-Policy
TELAuth MPLSTransport VR ° MPLS 00000
Networks pivis15

5 - Student01-Control- VR © w0k 3 Control-VR-Policy
Virtual Wires 070

Global Routers SudsnMrLMQjR ® i-0/603.0 Student01_Lan 3015 Default-Policy To-BGP

Virts Router:
m—— Rows per page (25 ~ | Showing 1 - 4 of 4

Virtual Switches

c. Inthe LAN-VR virtual router, click the Redistribution Policies tab

d. Click on the Default-Policy-To-BGP policy.

Edit Student01-LAN-VR X

Virtual Router Details  Static Routing OSPF RIP BGP PIM IGMP Router Advertisement PrefixLists Redistribution Policies Instance Import Policies
General | Redistribute To

Redistribution Policies

i o ¥, : [os: %
Name View Term
T1-Paired-TVI-Direct
Default-Policy-To:BGP Lol T2-DIRECT
‘Iﬂ T4-BGP

“ ol
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Identify the extra community value added to the BGP and Direct routes. This is the community value that you set in
the spoke groups.

Note: To avoid community value overlaps in a multi-tenant system, Versa Director only asks for the 2nd part of the
community value in the spoke group. The first part (in this case the 8020: prefix) is assigned by Versa Director to
ensure that your spoke group communities remain unique in the system.

Edit Redistribution Policy

Term Name
Protacol

(=]

Match Actions
SetMED
Address Area Well Known Community Nexthop Accept/Reject  Set Community

169.254.0.0/16

Set Extended Community | Set Local Preference

Reject

e. Click the Cancel button until you have exited the virtual router configuration.

f. Click Yes to the cancel prompt when prompted.
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g. Switch to the BO2 branch device by selecting the B02 device from the Appliance drop down menu.

Director View [ Template View B O sucen0t(Sudeniol)-
PVERSA - e
Monitor  Analytics  Configuration  Administration
Appliance | 501801 v © You are currently in Appliance View m (&
& Se
etnorking St v + Add m-
S01801
Interface: gy View Interfaces Networks Static Routes OSPF OSPFv3  BGP PIM  IGMP RIP  Router Advertisement Redistribution Policies
SPH
WLAN Transport-VR © w20 INET 00000 3000 ST-Policy
THETAIh MPLSTransport- VR 00000
Networks priis15
Student01-Control-VR © w0 3 Control-VR-Policy
Virtual Wires 070
GlobalRotars Student01-LAN-VR ©®  wi0/6030 Student01_Lan 3015 Default-Policy-To-BGP
Virtual Routers
[ Rowsperpage (25 ~ | Showing 1 - 4 of 4

h. Open the LAN virtual router on the B02 device.

i. Inthe LAN virtual router, open the Redistribution Policies tab

j. Click on the Default-Policy-To-BGP policy to view the communities assigned on branch B02. Branch B02 should have
the community associated with spoke group 2.

Edit Redistribution Policy

Terms + mv 5 v
Match Actions
Term Name SetMED
Protocol  Address Area Well Known Community Nexthop Accept/Reject  Set Community Set Extended Community  Set Local Preference
T1-Paired-T... direct 169.254.0.0/16 Reject
T2-DIRECT  direct Accept 8001:1048000:1 80102 110

T4-BGP bgp Accept 8001:104 8000:1 301012% 110

k. Click the Cancel button until you exit the virtual router configuration.
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1. Navigate to Monitor > Total Appliances.

m. In the appliance list, select the BO1 branch device. The B02 device should already be opened in a tab.

Appliance View _Template View B O sudendl(Sudnot)-
¥ VERSA
Monitor  Configuration ~ Workflows ~ Administration  Analytic
Organization | StudentO1 ~ You are currently in Director View | 6
@ Summary £ Devices & Cloud Workload
otal Appliances 3 501802 X
e m~|v of 1 |25 v
Status
Name Mgmt. Address Tags Type Service Start Time Software Version Organizations.
Config Sync Reachability Service Locked
01801 17215010 2 Branch Mon, Jan 08 2024, 10:22 2212-GA Student01 J < Up o
.
0 z Branch Mon, Jan 08 2024, 10:22 2212-GA 'y
SPHUB 172.150.12 d Hub Mon, Jan 08 2024, 10:23 2212-GA Up o
n. Inthe SxxB01 device Monitor dashboard, navigate to Networking > Routes.
0. Select the LAN-VR virtual router from the drop down menu.
D Summary & Devices & CloudWorkload
Selected Appliances 1/ 3 501802 X 01801 X
S01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 2 Reachable NC: IN_SYNC  Up since: Mon Jan 8 10:22:59 2024
System Bridge Address: 0A:28:E1:DE:47:00

Summary Services Networking System  Tools Configuration ~ Shell  ConfigStatus™  Upgrade  Subscription

Interfaces m BGP  OSPF  OSPFY3  BFD  DHCP  DNSPraxy COS  VRRP  LEF  ARP  IPSLA  PIM  IGMP  BO21X  RIP  Switching  LLDP  TWAMP  SaaSApp  Certificate  AddressGroups ~ NDP  LACP

Student01-LAN-VR v Unicast v Pvd v
Prefix: Protocol;
I L= of1 v
Protocol * Destination Next Hop Next Hop Site Interface Name Age
BGP +00000 169.25402 tiH0/6030 1w1d00k
BGP 0.000/0 SPHUB ndirect

Local
BGP SPHUB Indirect 00:01:23
SPHUB indirect 00:12:53 b
Note that the LAN routes associated with branch B02 list the SPHUB-NEW as the next-hop device, as the B02
device is in a different spoke group.
Protocol * Destination Next Hop Next Hop Site Interface Name Age
BGP +0.0.00/0 169.254.02 vi-0/603.0 1w1d00h
BGP 0.000/0 172.150.12 SPHUR
peal +10.27.101.10/32 0.0.00
BGP +10.27.102.0/24 172.150.12 \\?HUB Indirect
BGP 172.15.0.12 SPHUB Indirect
Conn 169.25 ti-0/603.0
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Step 11.

Next you will place both devices in the same spoke group. Because both devices are in the same spoke group, and the topology is set
to Spoke to Spoke Direct, the devices should form direct tunnels to each other (full mesh between devices in the same group).

Spoke to Spoke Direct - Devices in the same Spoke Group

a. Navigate to Director View > Workflows > Devices > Devices and locate your B02 branch device in the device list.

b. Click on the B02 device to open its properties.

Appliance View  Template View @ Student01 {Student01) ~
P VERSA
Organization | Student01 M You are currently in Director View Workflows > Deviees > Devices (0
Infrastructure = Template ~
Devices
+ Add Bimport M~
Name Global Device ID Stat Last Modified By Actions
102 Deployed Student01
Sfiffhg‘ 103 Deployed Student01 ic 4
Rowsperpage |25 + | Showing 1 - 2 of2
c. Assign branch B02 to the DG-Sxx-NGFW device group.
Infrastructure ~ Template ~
BASIC LOCATION INFORMATION DEVICE SERVICE TEMPLATE BIND DATA REVIEW
Configure Basic
Basic
=
Deployment Type Device Group
CPE-Baremetal Device ~ DG-S01-NGFW v
‘Generate Serial Number
Maodel Number Resource Tags
Admin Contact Information Subscriptions
e [ T oo T D)

d. Click the Next button until you reach the Review page.

e. Inthe Review page, click the Re-Deploy button to assign the new properties to the B02 device.

(C) Versa 2025 81



Versa Networks Lab Guide: > o ~7 '
SD-WAN Configuration and Administratioy N - VE RSA

Next you will commit the template to the devices.

f. Click Commit Template.

g. From the Commit Template to Select Devices dialog:

+ Set the Organization to your organization value

* Select Devices By: Template

* Choose the Sxx_Template-NGFW template

* Click Fetch Devices

» Select the SxxB02 device from the list (or select both devices)
* Click the Review button

h. On the Review page, click the Commit button to apply the changes.
i. Navigate to Monitor > Devices > Total Appliances.

j- Click on your B02 branch device.

@ Summary & Devices & CloudWorkload
| Applian 3
+ m~ v of 1 25w

Name S01B02 Sat

Name - Tags Type Service Start Time Software Version Organizations
Location Chicago, IL.USA Config Sync Reachability service Locked
Site 1D 103 2 Branch Mon, Jan 08 2024, 10:22 221.2-GA Student01 Up &
Serial Number  SN-501B02 = £

501802 7 Branch Mon, Jan 08 2024, 10:22 2212-GA Student01 ¢ Up 4

dm Model c5.2xlarge

SPHUB | Garvices sdwan,nextgen-firewall.cgnat 2 Hub Mon, Jan 08 2024, 10:23 2212-GA Student015P Up o
Time Created 2023-12-18 15:23:24.153
Template Status

k. Navigate to Networking > Routes.

1. Select the LAN-VR routing instance from the drop-down menu.

Note that there are 2 routes to the branch BO1 LAN (one direct route to the BO1 device, and another route to the
SPHUB-NEW device). The + symbol in front of one of the routes indicates that it is the active route. The other route
is a backup route.

Total Appliances 3 501802 X

S01B02 | Chicage, IL, USA
Mgnt. Address: 172.15.08 Reachable | SYNC:IN.SYNC Upsince:Mon Jan 810:22:59 2024
System Bridge Address: OA:3F:95:99:97:00

Sinmary. Services Networdeg: ‘Spiem  Took Configuration ~ Shell ~ ConfigStatus™  Upgrade  Subscription

Interfaces m BGP  OSPF  OSPFv3  BFD  DHCP  DNSProxy COS  VRRP  LEF  ARP  IPSLA  PIM  IGMP  B021X  RIP  Switching LLDP  TWAMP  SaaSApp  Certificate  AddressGroups ~ NDP  LACP

Student01-LAN-VR v Unicast . Pv4 v

Prefic Protocol:
L [ I of 1 v

Protocol * Destination Next Hop Next Hop Site Interface Name Age
BGP +0.000/0 169.25402 tIH0/603.0 1w 2d04h

GP 172.15.0.12 SPHUB ndirect
BGP ndirect

3GP PHUB 00:04:07
Conn 1w 2402k

el 1w2d02h j
EGD oLUR g2
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Step 12. Reset the lab environment

In the next steps you will reset the lab environment, which includes resetting the Sxx_Template-NGFW workflow back to the Full
Mesh topology type. You will then commit the template to your devices to configure them in a full mesh topology.

a. Navigate to Workflows > Template > Templates.
b. Locate the Sxx Template-NGFW template workflow, then click on the workflow to open it.

c. Inthe Sxx Template-NGFW workflow, change the Device Type to Full Mesh.

BB soviance view  Tempiate View B O sudento1(Sudentor)-
VERSA
Monitor ~ Configuration =~ Workflows Administration Analytics
Organization | Student01 v | @ You are currentlyin Director View Workflows > Template > Templates (&
Infrastructure +  Template = Devices =
BAsIC INTERFACES TUNNELS ROUTING INBOUNDNAT MANAGEMENT SERVERS REVIEW

Configure Basic

Template: 501 Template-NGFW

Basic
te
Device Type Subscription ®
Name Solution Tier + =
Solution Add on Tier
SDWAN v Fremier-Secure-SDWAN v |
© Full Mesh Hub ks Hub Controller Spoke Service Bandwidth * —Please Select— bl

25Mbps - ‘

No Records to Display
License Year =

1Vears v |

Oessalastione Coantealloce

d. Click the Next button until you reach the Review page.
e. Inthe Review page, click on the Clean & Recreate button to save the workflow and rebuild the template.

f. Click Confirm when prompted.

Clean And Recreate

Do t to overwrite ch;
template?
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Next you will remove the Sxx-DG-SG2 device group.

g. Navigate to Configuration > Devices > Device Groups.

h. Locate the Sxx-DG-SG2 spoke group and check the box next to the spoke group to select it.

@  stude tudent01) -
oplance View Tenplte View B O suemoisueno
¥ VERSA
Monitor ~ Configuration  Workflow Administrat Analytic Commit Template
Organization | Student01 M You are currently in Director View Configuration > Studentol > DeviceGroups (
Templates ~ evices ~ Objects =
v +Add @ fflete @Clone M+
Contact Information Members
Name Organizations
Email Address Phone Number Appliances Devices
—— s01801
Student01 S01802
W-No-D Student01
Student01
-] Student01
Rows per page (25 + | Showing 1 - 4 of 4

i. Click on the Delete button in the top right to delete the device group.

IMPORTANT: Ensure that you are deleting the device group that you added for this lab exercise!

Next you will remove the Sxx_Template-NGFW-SG2 template workflow, which will also remove the associated template.

j- Navigate to Workflows > Template > Templates.

k. Locate the Sxx_Template-NGFW-SG2 workflow, where Sxx refers to the student ID assigned to you.

l.  Check the box next to the template to select it, and then click the Delete button in the top right corner.
EI=EDT Avviance View  Template View B ©  student0l(stdentol)
J VERSA
Monitor  Configuration =~ Workflows  Administration ~ Analytics
Organization v You are currently in Director View Workflows > Template > Templates
Infrastructure ~ Template ~ Devices ~
SD-WAN SD-LAN
Templates
7 + Add [ Delete M~
-] Name Status Last Modified Date Last Modified By Actions
Deployed 2024-11-12 18:01:08 Student01
Deployed 2024-07-16 09:33:06 Administrator
Deployed 2024-06-21 12:45:02 Administrator

m. Confirm the deletion when prompted.
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Finally, you will commit the Sxx_Template-NGFW template to your devices to rebuild and apply their configurations.

n. Click the Commit Template button.

0. Inthe Commit Template to Select Devices dashboard:

» Select your organization from the Organization drop down;

* Select Devices By: Template;

» Select the Sxx_Template-NGFW template from the template drop down;
* Click Fetch Devices — your two branch devices should be displayed;

* Check the boxes next to the devices to select both branch devices

p. Click the Review button.

q. Inthe Review page, click Commit.

@

Student01 (Student01) =

Applisnce View  Template View

Commit Template To Select Devices

P VERSA

0 All the Associated Templates Only Selected Templates ?
Organization
Auto Merge © Overwrite 7
Student01 v

Select Devices By - @

Template

v 501_Template-NGFW ™
_Templa Reboot after commit @ :]

Select Devices (2)

a Devices Device Type Template State Appliance State Device Modified Differences Association
501802 branch % No
@  soB01 branch No

Showing 1 - 2

Sare m j
—

Commit Template To Devices Review

Please review your devices before you commit template.
m-
@ Devices Device Type Template State Appliance State Device Modified Differences Association
501802 branch No
501801 branch No

Showing 1 - 2

STOP! Notify your instructor that you have completed this lab.
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DIRECT INTERNET ACCESS

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

» Configure Direct Internet Access, or DIA for Internet Breakout on a branch device
» Verify the routing tables and default routes for DIA configured devices.

In this lab you will be assigned two CPE devices (Branch devices) for configuration and monitoring. The branch devices are named
after the student ID that you have been assigned.

The lab environment is accessed through Amazon Workspaces. Your student ID and workspace will be assigned by the instructor.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. The IP address of the Versa Director (from the remote workstation) is 10.27.1.10. Once you begin the
lab, you may want to create a bookmark to Versa Director in the web browser on the remote desktop.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Direct Internet Access, also referred to as Split Tunnel, allows data sessions from a private network to “break out” of the private
network at a branch site, so Internet destined traffic does not have to cross a tunnel to reach a public destination. It does this by
creating a bridge between a customer VRF routing table and the Public Internet facing virtual router. A default route is advertised from
the public Internet router to the Tenant routing table that directs public-destined traffic to the INET routing table, where the traffic is
forwarded to the public Internet after having basic Interface NAT applied.

VOS

Control-VR

Main
Routing Table

Transport Transport
VR (MPLS) VR (INET) Tenant

Routing Table

Main Main
Routing Routing
Table Table

Linux

ETHO wvni-  vni- vni-  vni- vni-
0/0 0/1 0/2 0/3 0/4

All of the functions of basic DIA are implemented when a DIA tunnel is configured in a template workflow. A template workflow
performs the following tasks:

* Two Tunnel interfaces are created. One is placed in the Tenant routing table, the other is placed in the INET routing table. The
tunnel interfaces are created as “paired” tunnel interfaces, meaning they are logically connected to each other (like a virtual
wire). The default security rules allow all traffic from a branch DTVI tunnel (ptvi zone) to be forwarded, so by default changes
to the security policies are not required for traffic to pass. However, if you wish to restrict or monitor traffic that exits a DIA
connection, the proper security policies should be put in place.

* An EBGP session is created between the two tunnel endpoints, which allows a default route to be advertised from the Internet
virtual router to the tenant VRF routing table.

* A CGNAT policy is created which performs Interface NAT on all traffic that leaves the INET interface, so that traffic that is
directed to the INET virtual router has a translated address when it leaves the device.

twi-0/602 WAN side Split Tunnel interface betwe... 169.254.0.2/31 paired

twi-0/603 LAN side Split Tunnel Interface betwee... 169.254.0.3/31 paired
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In this lab exercise you will examine the routing tables that are present on the BO1 device. You will modify the NGFW template
associated with your organization to remove the existing DIA configuration. You will deploy the workflow, which will update the
device template. You will commit the modified device template to your branch devices. You will examine the changes in the routing
and interfaces. You will re-enable the DIA tunnel in the template workflow and commit the workflow to re-add the DIA functions to
the device template. You will commit the updated template to your branch devices.

Step1l. Open aremote desktop session to the testing client

Begin the lab by connecting to the remote desktop in AWS. You will use two main applications: Google Chrome (to connect to Versa
Director) and Remmina.

a. In the remote desktop, open the Remmina application.

In the Remmina application you will use the Linux RDP connection to connect to the testing client and generate web
sessions to the Internet. The password for the RDP session is versal23.

b. In the Remmina application, open the Linux RDP connection.

Remmina Remote Desktop Client

RDP ~ | |

Name Group Server Plugin Last used
501B01 VOS Device Studentd1 10.27.1.101 S5H 2024-05-30-12:59:04
501802 VOS Device Student01 10.27.1.102 S5H 2009-10-16-01:04:46
501 Linux ROP Studentd1 10.27.1.201 RDP 2024-05-30-13:03:19
501 Linux Testing Client SSH Student01 10.27.1.201 SSH 2024-05-30-12:59:11

If you see a Connection Log window appear, click the OK ol

button to continue. Enter the password versal23 when

Prompted. Just
connecting
Session |Xurg :I
USEMame |gtuder1t

password |mm1wo.|
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In the testing client, open the Chromium browser.
Note that depending on your environment, it may take up to 30 seconds for the remote browser to start properly.

Note the bookmarks in the bookmark bar.

d. Click on two or more bookmarks to open pages to those destinations. It does not matter which you choose. You should
be able to open the sites.

e. Minimize the Remmina application window to return to the remote desktop.
f.  On the main remote desktop (not the Linux testing client), open the Google Chrome browser.
g. In the Google Chrome browser, locate the bookmark to the Versa Director.

h. Click the bookmark to open the Login page for Versa Director, then login using your Versa Director student name and

password.
v | @ New Tab * G
o (5 J VERSA
W Versa D'gettor.,.
DIRECTOR

snsan sEsesEREEsE IR RS ERIRR S

Session expired. Please re-login

Forgot Password

i. In Versa Director, navigate to Administration > Appliances and click on your BO1 device to open the Appliance context
where you can examine statistics and configuration of the device.

Appliance View  Template View
¥ VERSA :
Monitor  Configuration ~ Workflows  Administration  Analytics
You are currently in Director View
o Appliances {0/3 Q

Organizations Name S01B01
Appliances Location San Diego, CA, USA

Hame Site ID 101 Trpe
Connectors

Serial Number  SN-501B01

5 i sougt Bra
ystem Model 5. 2xlarge
VMS Services i 501802 Services sdwan.nextgen-firewall.cgnat Brar

sP-HUR- TimeCreated —2024-05-24 04:42:09.68 Brar
Scheduled Tasks

Template Status IN_SYNC
Notification Configuration Rows per page (25 v [ onowng 1 - o o o
Director User Management
Inventory
Support
» Files and Folders
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j. Navigate to Monitor > Devices > SxxB01 > Networking > Routes.

k. Select the student LAN-VR from the dropdown table to view the routes in your LAN VR.

You should see 2 default routes. One route is associated with the TVI tunnel interface, and the other route is
associated with the hub. The route associated with the tunnel interface should be the active route (as indicated by the

+ symbol next to the route). This is because the route received over the tunnel interface is preferred over the route
received from the hub.

Director View Template View =] (@ Student01 (Student01) -
J VERSA
Monitor Analytics Configuration

Administration Commit Template
You are currently in Appliance View

Organization  StudentO1 ~

@ Summary = Devices & Cloud Workload

Total Appliances 3 S01B01 X

SO01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.4 ) Reachable | SYMC:IN_SYNC Up since: Thu May 30 11:54:47 2024
System Bridge Address: 0A:6D:DC:C8:25:00

Summary Services Networking System Tools

Configuration ~ Shell  ConfigStatus™  Upgrade  Subscription

Interfaces BGP OSPF OSPFv3 BFD DHCP DMS Proxy Cos VRRP LEF ARP IP-SLA PIM IGMP B02.1X RIP Switching LLDP < >

Student01-LAN-VR v Unicast e IPvad v Route Count: BO
Prefix: Protocol:

—Select— v (3
¢ m v 1 of2 > v

Protocol * Destination Mext Hop MNext Hop Site Interface Name Age
BGP +0.0.0.0/0 169.254.02 tvi-0/603.0 00:17:47 j
BGP 0.0.0.0/0 172.15.0.30 SP-HUB-New ndirect 00:14:06

1. Select the INET-Transport-VR routing table from the drop-down.

The INET-Transport-VR routing table should have a default route towards the public IP address of the service
provider (in this case it is a private address 10.27.11.1).

Summary  Services Networking  System  Tools Configuration Shell Config Status™ Upgrade Subscription

Interfaces m BGP OSPF OSPFv3 BFD DHCP DNS Praxy Ccos VRRP LEF ARP IP-SLA PIM IGMP 802.1X RIP Switching LLDP < >

INET-Transport-VR v Unicast ~ 1Pv4 g Route Count: 17

x
Prefix: Protocol
—Select- v
cmv¥ 1 |of1l 5 v

Protocol * Destination Next Hop Hext Hop Site Interface Name Age
Static +0.000/0 1027111 wni-0/0.0 00:18:20
Connected +10.27.11.0/24 10.27.11.101 wni-0/0.0 00:18:20
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m. Navigate to Configuration > Networking > Interfaces > Tunnel to view the pre-configured tunnel interfaces.

Note the interfaces that are of type “paired” and their descriptions.

Director View Template View
Monitor ~ Analytics  Configuration  Administration
Appliance | 501B01 v You are currently in Appliance View
= 0 28 )
Networking  Services g.‘"'c;t;) Others VNI AE ENet TVEL Tunne DSL WWAN Wi-Fi uCPE Loopback Fabric Management
T
terface

Name Description IP Address/Mask MTU | Type Pseudo Tunnel
WLAN ®

ptvis14
T1/E1 Auth . =~ e

D VXLAN Tunnel Interface for 5. 172.15.0.5/32 p2mp-vxlan
Networks G = = ;
ESP Tunnel Interface for Stud... 172.15.0.4/32 p2mp-esp
Virtual Wires o SRR
0/602 WAN side Split Tunnelinterfa... 169.254.0.2/31 paired

Global Routers

twi-0/603 LAN side Split Tunnel Interfac... 169.254.0.3/31 paired
Virtual Routers L3

Rows perpage (25 ~ Showing 1 -5 of 5
Virtual Switches
T —

n. Navigate to Configuration > Networking > Virtual Routers and identify where the tunnel interfaces are placed.

You should see one of the tunnel interfaces in the INET-Transport-VR and one in your student LAN-VR routing

table.
Director View Termplate View B O  sudenu0t(Sudent0n)~
¥ VERSA
Monitor  Analytics Configuration  Administration Commit Template
Appliance | S01B01 v You are currently in Appliance View m c
= o a8
Networking Serviees  OPFCSS  others v + Add m-
Mame View  Interfaces Metworks Static Routes OSPF OSPFv3 BGP PIM IGMP RIP  Router Advertisement  Redistribution Polic
Interfaces — " -
INET ort-VR @  ti0/6020 INET 00.0.0/0 3. ST-Palicy
WLAN MPLSTrar o MPLS 0000/0
T1/E1 Auth pvis14
(o] tvi-0/4.0 2 Control-VR-Palicy
Networks i-0/5.0
Virtual Wires entO1-LAN-VR ®  ti0/6030 Student LAN 3 Default-Policy To-B
Global Routers
Rows per page (25 ~ | Showing 1 - 4 of 4
Virtual Routers
Virtual Switches

This allows the two routing tables (in different virtual routers) to communicate.
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0. Navigate to Services > CGNAT > Rules to view the CGNAT rules information. Note that you should have multiple hits
on the DIA-Rule CGNAT rule.

Summary  Services MNetworking System Tools Configuration = Shell = ConfigStatus®  Upsrade  Subscription

SDWAN NGFW CGNAT SDLAN IPsec Sessions sCl Secure Access APM
Pools Rules Sessions

cmw 1 25 v
Name * Hit Count Forward Packet Count Forward Byte Count Reverse Packet Count Reverse Byte Count
D\A'Ru\PS(\JGEI\!OI'LAN'VR'INE‘ 1129 9778 1483001 36198 45496744
F 18 NoTranslate 4 0 0 o 2
Speed-Test-INET 0 0 ] o 0

: o)

MPLS 0 0 0 0

p- Navigate to the Services > NGFW > Sessions dashboard and locate one of the sessions. Note that you may have to
scroll to the right on the NGFW tab to locate the Sessions tab.

Summary  Services Networking System Tools Configuration Shell Config Status™ Upgrade Subscription

SDWAN NGFW CGNAT SDLAN IPsec Sessions scl Secure Access APM

DoS Policies File Filtering IP Filtering Microsegmentation Policies Microsegmentation Statistics Persistent Action Policies

Security Packages Sessions SSL Cloud URL Filtering

q. Click on the Session Count number to display the session list:

Scroll through the session list until you locate a session
Associated with the browser pages that you opened. If you do
not see a session associated with the pages you opened (normally
due to session timeout), you can return to the RDP client and
click more bookmarks to refresh the session list.

DaS Policies File Filtering IPFiltering Microsegment:

VSN ID * Session Count Session Created | Session Clos

0 zio Y 1406 1130

r. After you locate an active session to one of the web pages, click on the > symbol next to the session to expand the

view. Note that the session is marked with SDWAN: No, as the session does not cross the SD-WAN due to the Internet

Breakout.
SDWAN NGFW CGNAT SDLAN IPsec Sessions 5CI Secure Access APM
= . =3

Application Source |P Destination IP Protocol Source Port

[w] foxsports/(predef) 10.27.101.20 151.101.2.132 TCP 51914
Application: foxsports/(predef) Destination IP:  151.101.2.132 Destination Port: 443
Matted: Yes Protocol: TCP SDWAN: No
SessionlD: 841 SourceIP: 10.27.101.20 Source Port: 51914
VSNID: 0 VSNVid: 2
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Step 2. Remove the DIA connection
a. Click the Director View button at the top of the page to return to Director View.
b. In Director View, navigate to Workflows > Template > Templates to view the Template Workflows.

c. Locate and click on the Template-Sxx-NGFW workflow to view the workflow configuration.

Appliance View  Template View
P VERSA
Workflows A
Organization  StudentO1 ~ You are currently in Director View
Infrastructure - T ate ~ Devices ~
SD-WAN SD-LAN
Templates
N
Name Status Last Modified Date Last Modified By
Deployed 2024-05-28 20:05:58 Administrator
Te Deployed 2024-05-2403:43:49 Administrator
Rows per page |25 ~  Showing 1 - 2 of2

d. Inthe NGFW template workflow, click on the TUNNELS button to go to the tunnels tab.

Infrastructure = e - Devices ~

(4]

BASIC INTERFACES TUNNELS ROUTING

Configure Basic

e. Inthe TUNNELS tab, locate the Split Tunnels section.

Note that there is a split tunnel between the Student LAN-VR and the INET WAN interface, and the Direct Internet
Access box is checked.

f. Click the Delete icon next to the split tunnel to remove the split tunnel from the workflow.

Tunnels @
Split Tunnels
VRF Names « * WAN Interfaces Direct Internet Access Gateway 4
--Please Select-— - -—-Please Select— -
Student01-LAN-VR INET @ I‘;L

g. Click the Skip to Review button at the bottom of the page.

h. In the Review page, click the Re-Deploy button to view and apply the changes to the workflow and template.
DO NOT CLICK THE CLEAN & RECREATE BUTTON!
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You will be presented with a review/compare window that shows the changes that will be applied to the template.
The information on the left is what exists in the current template, and the information on the right is what will be
present in the template after the deploy operation. Note that the TVI interfaces will be removed, as will many other
parts of the configuration.

i. Click the Deploy button to accept the changes and update the template.

Current (ReadOnly) Newly Generated (Editable)

I ) |

} }
il -y ptvi “ptvisid” {
descrintion

ide.Split Tunnel interface between INET and. Student@l:LAN-VRT ;

paired interface "tvi 0/603" ;
nit.28

You have updated the NGFW device template. The next step is to apply those changes to your devices.

j. Click the Commit Template button in the top right corner of the window.

k. Inthe Commit Template to Select Devices window:

 select your organization from the dropdown menu;

+ select the NGFW template in the Select Devices By field;

+ and click Fetch Devices to retrieve a list of devices that are associated with the template. Both of your branch
devices should appear in the device list.

1. Click the boxes next to the branch devices to select them.

m. Click the Review button at the bottom of the window.

Commit Template To Select Devices
© All the Associated Templates Only Selected Templates 1
Orga it
Lol Auto Merge ©Q Overwrite ?
Student01 v
Select Devices By @
Template v Template-SO1-NGFW v L g B C]
Select Devices (2 v X Remove Selection [ ~
Devices Device Type Appliance Tags Template State Appliance State Appliance Reachability Device Modified Differences Association
501802 branch REACHABLE No S 9
501801 branch REACHABLE No
Cancel Revie.) j
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n. In the Review page, click the Commit button to apply the changes to the devices.

Commit Template To Devices Review

Please review your devices before you commit template

~ m-
-] Devices Device Type Appliance Tags Template State Appliance State Appliance Reachability Device Modified Differences Association
8 soiBo2 branch REACHABLE No
8 501801 branch REACHABLE No

Showing 1 - 2

Back Commit &5 chedule & Commit j

0. After the commit operation completes, navigate to the Director View > Administration > Appliances dashboard.

p- Click on the BO1 branch device to open the device in Appliance View.

¥ VERSA
Administration
You are currently in Director View
Organizations 7 Name $01B01
- Location SanDiego, CA, USA
] site ID 101 ’ Troe
Connectors
Serial Number  SN-501B01
i SgBo1 Branch
System i Model c5.2xlarge
VMS Services i S01BOZ services sdwan nextgen-firewall.cgnat Branch

B Time Created  2024-05-24 04:42:09.68 Branch
Scheduled Tasks :

Template Status IN_SYNC
Notification Configuration Rows per page |25

g- Locate and activate the Remmina application (RDP to the testing client) and click on some of the bookmarks in the
remote browser to initiate new sessions.

501 Linux RDP

@ 501 LinuxRDP @

Gl

https:/iwww foxsports.com - Chromium

[
wa Y

=) hitps/fwww.foxsports.com x o+

r
L

« =2 X @ foxsports.com

@ VersaDirectorLogin = ESPN MK FoxSpors W USBank @B YouTube M Netflx-WatchTV.. ) Facebook (@) Instagram Spotify-WebPlayer [P MusicandPodcast.. @ MalwareTest — »

ALL SCORES
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r. Return to the Versa Director window.

w VERSA

s. In Versa Director Appliance View, navigate to Devices > SxxB01 > Monitor > Services > SDWAN.

t.  Click on the Sessions tab. The sessions to the web sites are now listed as SD-WAN sessions because they are routed
through the Hub site (not DIA).

m NGFW  CGNAT  SDLAN  IPsec  Sessions  SC|  SecureAccess  APM
Brief v =33 c o f 5 v

Application Source IP Destination IP Protocol Source Port Destination Port TX WAN Ckt RX WAN Ckt Remote Branch

[& unknown _tep/(predef) 10.27.101.20 17225363155 Tcp 56786 443 MPLS:MPLS SP-HUB-New

@l unknown tcp/(predef) 10.27.101.20 1081388573 Tcp 37132 443 INET:INET SP-HUB-New

& unknown, tcp/(predef) 102710120 23201170207 Tcp 4488 443 MPLS:MPLS SP-HUB-New

[@l unknown_tep/(predef) 10.27.101.20 146753284 ce 33290 443 INET:INET SP-HUB-New

[@] dns/(predef) 10.27.101.20 8888 upp 50795 53 MPLS:MPLS SP-HUB-New

[& dns/(predef) 10.27.101.20 8888 upP 56771 53 INETINET SP-HUB-New

& dns/(predef) 10.27.101.20 6888 JOP 35836 53 MPLS:MPLS SP-HUB-New I

u. Navigate to the Networking > Routes > Student-LAN-VR dashboard.

There should only be one default route present in the Student LAN VR, and that route lists the SP-HUB as the next

hop.

S01B01 | San Diego, CA, USA
Memt. Address: 172.15.0.4
System Bridge Address: 0A:6D:DC:C8:25:00

Summary  Services Networking  System
Interfaces BGP OSPF

Student01-LAN-VR

Prefic

Protocel *

Tools
OSPFv3  EFD
v Unicast
Protocol
~Select-
Destination
+0.000/0

+10.27.13.0/24

DHCP

DNS Prosy

cos

Mext Hop

17215030

15030

LEF ARP

1Pv4

IP-SLA PIM

Next Hop Site
SP-HUB-New
L]

SP-HUB-New

IGMP B802.1X

RIP

Route Count: 72

Reachable | SYIN Upsince: Thu May 30 11:34:47 2024
Configuration ~ Shell  ConfigStatus~  Upgrade  Subscription
Switching  LLDP  TWAMP  SaaSApp  Certificate  Adl < >
cov 1 oft 5 v
Interface Name Age
Indirect 00:19:11
Indirect 00:19:11 j
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v. Navigate to Configuration > Networking > Virtual Routers and view the virtual router interface assignments. Note that
the two paired TVI interfaces are no longer present in the configuration.

o Anahi Configuration Commit Template
Appliance | 501801 v You are currently in Appliance View m { &l
v + Add m-
Name View Interfaces Networks Static Routes OSPF OSPFV3  BGP PIM  IGMP RIP  Router Advertisement Redistribution Policles
Interfaces HEETrasct Vi ® INET 0000/0
WLAN MPLST R o MPLS 0000/0
TVEL Auth
h 2 Control-VR-Policy
Networks @
Virtual Wires StudentO1-LAN = Student LAN Default-PolicyTo-BGP
Global Routers =
Rowsper page (25 | Showing 1 - 4 of 4
al Router
Virtual Switches

Step 3. Re-addthe DIA

Next you will re-add the DIA configuration to the device template by using the Template Workflow.

a. Return to Director View > Workflows > Template > Templates

b. Click on the Template-Sxx-NGFW template workflow to open the workflow.

’ Appliance View  Template View
Monitor Configuration Workflows Administration Analytics
Organization = Student01 ~ You are currently in Director View
Infrastructure ~ Template - Devices -
SD-WAN  SD-LAN
Templates
Y
Name Status Last Modified Date
T ate-S01-NGFW Deployed 2024-05-30 19:16:54
dn
Te ate-501-5FW Deployed 2024-05-2403:43:49
Rows per page |25 ~  Showing 1 - 2 of2
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c. Navigate to the Tunnels tab.

In the Split Tunnels section, select your student LAN-VR in the VRF Names drop-down menu
e. Select the INET WAN interface.

f. Select the Direct Internet Access check box.
g. Click the blue + button to add the split tunnel to the workflow.
BASIC INTERFACES TUNNELS ROUTING INBOUND NAT MANAGEMENT SERVERS REVIEW
Configure Tunnels
Template: Template-S01-NGFW
Tunnels @
Split Tunnels
VRF Names * * WAN Interfaces Direct Internet Access Gateway &
StudentO1-LAN-VR v INET v [] a
No Records to Display

h. Click Skip to Review.

i. Click Re-Deploy (DO NOT CLICK Clean & Recreate!)
A window will display the changes that will be made to the existing template. Note that by adding the split tunnel
to the workflow, many configuration items are created to provide the split tunnel features, including the addition of
TVI interfaces, BGP sessions, and routing policies.
j- Click the Deploy button to apply the changes to the template.
4 » Y o~ Current (ReadOnly) Newly Generated (Editable)
] I }
o
ptvi “ptvisld” {

1
-3 i Ctvaereen

enabl

description "WAN side Split Tunnel interface between INET and Student®l:LAN-VR®

type
ire
unit "e" {
enable "true” ;
family {
inet {
address_"169,254.98.2/317. {.1

Byl "tvi-0/603" {
3 de.

"LAN_side Split Tunnel Interface between

INET Student@l-LAN-VR® ;
en.

type. i

paired-interface "tvi.0/602" ;
== unit. o7 {
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Step 4. Apply the changes

You have changed the device template. Now you must commit the changes to the devices to reprogram the branch devices.

Click the Commit Template button

®

b. In the Commit Template to Select Devices dialog, select your organization, the Template-Sxx-NGFW template, and
then click the Fefch Devices button. Your branch devices should appear in the table.

c. Check the boxes next to your branch devices.

d. Click the Review button.

Commit Template To Select Devices
© Al the Associated Templates Only Selected Templates 7

Organization
Auto Merge © Overwrite

Student01

Select Devices By + @

Template v Template-S01-NGFW v Raho e coe

Select Devices (2)

Devices Device Type Appliance Tags Template State Appliance State Appliance Reachability
$01B02 branch REACHABLE
501801 branch REACHABLE

B
s

Device Modified

No

=

X Remove Selection [T =

Differences Association

p

e. In the Review window, click the Commit button to reprogram the devices.

Commit Template To Devices Review

Please review your devices before you commit template.

v
B Devices Device Type Appliance Tags Template State Appliance State Appliance Reachability
a 501B02 branch REACHABLE
501801 branch REACHABLE
Showing 1 - 2

Device Modified

No

No

Differences Association

- =

You have completed this lab. If you choose you can go back to the branch device in Appliance View and verify that the interfaces have
been re-added to the device, the additional default route has been added to the LAN VR routing table, and that the preferred next-hop

is the TVI interface, with the Hub device as a backup default route.

@ STOP! Notify your instructor that you have completed this lab.
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VERSA APPLIANCE MANAGEMENT

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

 Identify when a device configuration is in sync or out of sync with Versa Director
» Import and Export device configurations

* Create device snapshots

* Restore device snapshots

* Manage operations on individual devices

» Manage security packages on individual devices

* Monitor system resources on an individual device

In this lab you will be assigned two CPE devices (Branch devices) for configuration and monitoring. The branch devices are named
after the student ID that you have been assigned.

The lab environment is accessed through Amazon Workspaces. Your student ID and workspace will be assigned by the instructor.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. The IP address of the Versa Director (from the remote workstation) is 10.27.1.10. Once you begin the
lab, you may want to create a bookmark to Versa Director in the web browser on the remote desktop.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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The first exercise will identify when a device configuration becomes out of sync with the configuration in Versa Director. To do
this, you will log into the shell of one of your branch devices and enable configuration mode through the CLI. You will then enter
configuration mode, commit the configuration, and then exit configuration mode. Note that you do not have to make a change to the
configuration to bring the device out of sync, as the act of enabling CLI configuration mode is sufficient to flag it as out of sync.

Step1. Device Configuration Synchronization
a. From Versa Director, navigate to Appliance View

b. Click on your SxxB01 device to open it in Appliance View.

Select Appliance

Organization

Name Type Mgmt. Address Software Version Config Sync Reachability
509801 branch 17215010 22.12-GA L] []
501802 branch 1721508 2212-GA ] []
SPHUB hub 17215012 2212-GA UNKNOWN o

Rows perpage (25 | Showing 1 - 3 of3

Cancel

c. From your SxxB01 device in Appliance View, navigate to the Monitor tab.

d. Click the Shell button on the right side of the dashboard. This will open the shell.

Alternatively you can connect to the shell using the Remmina Remote Desktop Client on the remote desktop.

=] @  studenton (Studento1)~

Director View [JERETEREAYENY Template View

) VERSA
Monitor Analytics Configuration Administration Commit Template
Organization | Student01 ~ @ You are currently in Appliance View

Summary & Devices (& Cloud Workload

Total Appliances 3 501801 3

S01BO1 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 (© Reachable | SYNC:INSYNC Upsince: Mon Jan 22 08:18:56 2024
System Bridge Address: 0A:28:E1:DE:47:00

Cenfiguration s@ ConfigStatus™  Upgrade  Subscription

Summary  Services Networking  System Tools

Interfaces
Interface Network Name Service Provider i e ok
Operational Admin Configured Measured
> w000 INET - t+ 1T 1 000 4 000 - o B
> w0110 MBLS - T 1 1 000 4 000 e
> w020 Student01_Lan - 1+ 1+

Rowsperpage (25 w | Showing 1 - 3 of 3
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e. Log into the shell of the BO1 device with the username admin and password versal23.

Shell In A Box - Google Chro — u]
B Sthetin A Box i me = i o Q Remmina Remote Desktop Client IS = = u} *x
22 54.211.106.135/vers =
login as: admin RDP ~ (%]

admin@172.15.0.

& 501B01VOS Device | Student01]10.27.1.101[SSH  |2024-05-15-09:37:47

@ S01B02 VOS Device Student01 10.27.1.102 SSH 2024-05-15-09:37:59
@ S01LinuxRDP Student01 10.27.1.201 RDP 2005-10-16-01:04:46
@ S01 LinuxTesting Client SSH Student01 10.27.1.201 SSH 2024-04-26-15:22:44

ALV IR WVAVAAY|

[ I Ot I S 0 R 4 [

1 R Y A AV W W A

Versa FlexVWNF software
Release - 22.1.2 (GA)
Release date: 20238730
Package ID : S5ac317d

Last login: Fri Jan 19 13:32:21 2624 from 16.234.1.181
[admin@s@1Bol: ~] %
S01B01VOS Device (fhome/student01/.local/share/remmina/student01_ssh_s01b01-vos...

By default configuration mode is disabled from the shell, as the device should be managed and configured by Versa
Director.

f. Enable the CLI configuration on the device. From the shell enter the command vsh allow-cli. Enter the admin password
of versal23 when prompted.

g. After CLI mode has been enabled, type c/i to start the command line interface.

[admin@s@1B81: ~] $ vsh allow-cli
Enter password:

CLI now allowed
[admin@S@1BO1: ~] % cli
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h. From the CLI, enter the command configure (or config) to enter configuration mode.

i. From configuration mode, enter the command commit.

admin connected from 18.234.1.181 using ssh on S@1B81
admin@s01Be@1-cli> config

Entering configuration mode private

[ok][2024-81-22 @8:38:04]

[edit]

admin@se1B81-cli(config)¥% commit
No modifications to commit.
[ok][2024-81-22 88:30:07]

[edit]
admin@S81B81-cli(config)%

j- Enter the exit command to leave configuration mode.
k. Enter the exit command again to leave the CLI. Enter the exit command once more to log out of the device.
[edit]

admin@se1B81-cli(config)® exit
[Crl(] [2824-81—22 93:53:9'&]

admin@S01B@1-cli> exit
[admin@S@1B81: ~] $ exit
logout

1. After you log out, you may close the Shell In A Box window or Remmina window.

Versa Director checks the status of the device at regular intervals to verify the configuration synchronization status.
It may take a few minutes for Versa Director to notice the changes. While we wait, let’s visit the Application
Identification database.
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Step 2. Examine the Application Database

a. Navigate to Administration > Security Package to view the application identification library information. You will see
a version for Application Identification Library, and another version for Security Package Upgrade.

The Application Identification Library can be updated from the Administration page. We will look at the Security
Package Upgrade option later in the lab exercises.

Director View Template View B @  sudenot (Swdentol) -
P VERSA
Monitor ~ Analytics  Configuration  Administration
9 Youare currently in Appliance View
Orsmatzations Application Identification Library @ Security Package Upgrade
Security Package o
Existing Version Package
Entitlement Engine : 53027 Version i 2014
" Protocol Bundle 1 15400-22 AP Version 1
Operations
Flavor : premium
Config Snapshots
& Snap Date : Thu.Dec 152022, 17:00
System License UpdateType . FULL

b. Click on the Edit button in the top right corner of the Application Identification Library to open the Upgrade Protocol
Bundle dialog.

Upgrade Protocol Bundle

Available Versions *

l ---F‘IeaseSele;--- ~ I

1540.0-22 |

| 1580.1-27 I

DO NOT UPGRADE THE APPLIANCE, as this will force a reboot of the device. The purpose of this exercise is
to view where the upgrade process takes place.

c. Click the Cancel button to exit the dialog.
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Step 3.  Verify the Security Package (SPACK)

Next you will view where the security package updates can be configured.

a. Navigate to Configuration > Others > System > Security Package Updates.

L]
Network

Organization

System

Service Nodes
Syslog Server

Alarms

Certificate Ala;

Director View Template View B @  Studen0l (Stdento1}

¥ VERSA
Monitor  Analytics ~ Configuration  Administration

Appliance SO18

Configuration Routing Instance
Soea Test Flavor Type
Domain Name Servers
Scheduled Update

aia Enabled
Time & Date Start Time 01:00:00
Storage Configurations Interval
Appliance User Manageme. Dowrdosd fype:

Eaitilty, Realtime Update

- Automatic Security Update Setting 4
thers

Common Settings
URL

Download Timeout

Enabled
Start Time

Interval (seconds)

rms Settings

The current Automatic Security Update Settings are displayed.

If you want the branch devices to automatically install the most current security package updates when they are
released, you can configure the auto-update settings here.

b. Click the Edit button in the top right of the dialog to open the configuration settings.

Configuration settings allow you to specify the Versa Networks
URL where the security packages are made available, the routing
instance (virtual router) that has connectivity to the download URL, Commen Setings
and other parameters. it

Edit Automatic Security Update Setting X

Some organizations choose to enable automatic updates. Other

Download Timeout Routing Instance

organizationschoose to manage the updates centrally from Versa ~Select- v
Director, and to applysecurity package updates manually. This may Flavor Type
be the case when theadministrator wants to test the functionality of Premium v

a security package updateprior to placing it in production.
B Scheduled Update

Security packages are centrally managed from Versa Director in the il poaniond Time
Administration > Inventory > Software Images library. Download i = ’
of securitypackages is only allowed by the provider organization, i
as it affects storageon the Versa Director platform. For a sub-
organization (as in the labenvironment), packages that have been
downloaded by the provider accountare visible in the Package Realtime Update

Start Time Interval (seconds]

Downloads window.

“ Comc!
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Rl Avoliance View  Template View [ @  Student01(Student01)~

Monitor ~ Configuration ~ Workflows  Administration  Analytics

You are currently in Director View c

7 VERSA

Organizations
08 Security (08 SPack) Security (SPack)
Appliances

P: Downloads  Appliance Upgrades  Director Upgradss

> Connectors

> System m-
> VMS Services Package Name Package Version Download Type Flavour Size Day & Time Downloaded Status
Scheduled Tasks versa-security-package-2108.tb22 2108 FULL PREMIUM 854MB Th, Nov 16 2023, 11:51 DOWNLOAD COMPLETE

> Notification Configuration versa-security-package-2066.tbz2 2066 FULL DEFINITIONS 79MB Tue, Nov 14 2023, 10:50 INSTALLED

> Director User Management versa-security-package-2044.tbz2 2044 FULL DEFINITIONS 79Me Tue, Jul 182023,10:37 DOWNLOAD COMPLETE

“ Inventory versa-security-package-2014tbz2 2014 FULL PREMIUM 711MB Tue, Dec20 2022,09:23 DOWNLOAD COMPLETE
STl versz-security-package-2013.tb22 2013 FULL PREMIUM 711MB Tue, Dec202022,09:23 DOWNLOAD COMPLETE
Hardware s

Rows per page [25 | Showing 1 - 5 of 5

> Stolen Devices

> Support

c. Navigate to the Appliance Upgrade tab.

Note: DO NOT UPGRADE THE APPLIANCE! The following steps will show you the location of the upgrade process and the
steps invovled. An upgrade is not needed.

d. From the Appliance Upgrade window, check the box or boxes next to the appliance or appliances that you want to
upgrade.

e. Click the Upgrade Appliances button in the top right.

f. From the Upgrade Appliances Security (S-Pack) Package dialog, choose the type of download, the flavour, and the
package version.

Upgrade Appliances Security (S-Pack) Package X

The 05 type of the Security (5-Pack) Package should match the OS5 type of the appliances selected.

Download Type Selected appliances (1)
Full v

Flavour u] 501B01 2014
Premium v

Security (S-Pack) Package Version =

---Please Select--- v

—Please Select-—-

wversa-security-package-2108.thz2
versa-security-package-2014.thz2 |
versa-security-package-2013.thz2

g. Do NOT perform an update on the devices. Click the Cancel button to exit the upgrade dialog without making any
changes.
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Enough time should have passed to allow Versa Director to discover the configuration synchronization differences.

Step4. Check the Configuration Sync status

®

Navigate to Administration > Appliances. You should see a red alert in the Config Sync row of branch SxxBO1.

=TT ovionceView  Template View ®
¥ VERSA

Student01( Student01) ~

Monitor  Configuration  Workflows  Administration  Analytics
You are currently in Director View Export All Records m c
Appliances (1/3) Q
Organizations Appliances {1/

BIShell | *SyncTo | ¥ Sync-From|  :Compare | +|@& M~ V| More~

Name Mgmt. Address Tags Type Service Start Time Software Version Organizations -

> Connectors Config Sync Reachability ~  Service  Locked

> System -] 172.1504 2 Branch Wed, Dec 112024,09:57  22.14-GA Studento1 o Up o

> VMS Services 172.1506 Branch Wed, Dec 112024,09:57  22.14-GA Studento1 Up o
Scheduled Tasks UB-New 172.150.30 2 Hub Wed, Dec 112024,09:57  2214-GA Student01 up d

> Notification Configuration Rows per page 25 ~ | Showing 1 - 3 of 3
> Director User Management

> Inventory

To view the reason for the configuration synchronization issue, you can compare the configuration that is applied to the appliance with
the configuration in the Versa Director database.

b. Check the box next to the SxxB01 branch device, then locate and click on the Compare button.

DireclorView Appliance View  Template View = ®
) VERSA

Student01 ( Student01) ~

Monitor  Configuration Workflows  Administration ~ Analytics

You are currently in Director View Export All Records e

Q
Organizations Appliances (1/3) BIshell| | 2 Sync-To| | % Sync-From ||| 5:Compare | +|@&|M || [more

Name Mgmt. Address Tags Type Service Start Time Software Version Organizations s
> Connectors Configsync ~ Reachability  Service  Locked
> System i s01801 1721504 Branch Wed, Dec 112024,09:57  22.1.4-GA Studento1 L Up d
> VMS Services i 501802 1721506 Branch wed Dec112024,09:57  22.14GA Studento1 up d
Scheduled Tasks i SP-HUB-New 17215030 V4 Hub Wed, Dec 11 2024,09:57 2214-GA Student01 up o

> Notification Configuration Rows per page |25 w | Showing 1 - 3 of 3
> Director User Management

> Inventory
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A dialog will appear with the differences between the configurations highlighted.

S01B01 - Compare Config Details X

devices |
device S01B01{
config |
system |
subjugate |
+ allow-cli true;

A + symbol indicates that the configuration statement is present on the appliance, but not in Versa Director. A -
symbol indicates that a configuration statement is present in Versa Director, but is missing on the appliance.

You can see in the example that the allow-cli command added a statement to the configuration.

c. Click the X in the top corner of the dialog to close the window.

To synchronize the configuration you can choose one of two options. You can “Sync Config from Appliance” or you can “Sync Config

. 29
to Appliance”.
D'wedurview Appliance View  Template View B8 @ studento1 (studento) +
¥ VERSA :
Monitor  Configuration  Workflows  Administration ~ Analytics Commit Template
You are currently in Director View Export All Records e
Appliances (1/3) Q E3Shell §| 2 SyncTo| | & Sync-From § *:Compare | |+ |® M- v| |More~
Organizations ppliances {173, - = ¢
Appliances Status
Name Mgmt. Address Tags Type Service Start Time Software Version Organizations
> Connectors Config Sync Reachability ~ Service | Locked
> System a 1721504 2 Branch Wed, Dec 112024,09:57  22.14-GA Student01 o Up o
> VMS Services 1721506 2 Branch Wed, Dec 11 2024, 09:57 22.14-GA Student01 Up d
Scheduled Tasks ! SP-HUB-New 172.15.0.30 2 Hub Wed, Dec 11 2024, 09:57 22.14-GA Student01 Up d
> Notification Configuration Rows perpage (25 ~ | Showing 1 - 3 of 3
> Director User Management
> Inventory

The Sync Config from Appliance option copies the appliance configuration into the Versa Director database and replaces the previous
version of the configuration in the database. Use this option if you want to keep the changes that are on the appliance.

The Sync Config to Appliance option copies the configuration in the Versa Director database to the appliance and removes the changes
made locally on the appliance. This is the option that you will perform.
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d. Click the Sync To button to synchronize the configuration and to remove the changes you made from the CLI.
e. Click Yes when asked to confirm.
Status
Name Mgmt. Address Tags Type Service Start Time Software Version  Organizations

Config Sync Reachability Service Locked
172.15.0.10 z Branch Student01 Up &
172.1508 2 Branch Student01 Up o
H 172.150.12 2 Hub Student01 J Up o

Once finished, the Config Sync status should change to a green check mark.
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Step 5. System Settings

Network Time Protocol is used to synchronize date and time on a device with a centralized clock source. This is important for
authentication services, as well as logging and event tracking.

The NTP server settings are located in the Configuration > Others > System > Time & Date > Time Settings dashboard.

a. Ensure you are in the SxxB0! Appliance View.

b. In the SxxB01 Appliance View, navigate to Configuration > Others > System > Time & Date > Time Settings.

Director View Template View B O sudenoi(sudenol
¥ VERSA
Monitor Analytics Configuration Administration Commit Template
Appliance | 501801 ~ You are currently in Appliance View m &
- Time Settings Z
Current Time
Organization
Time Zone
System Type NTP
> Configuration =
Server IP Address/Host Name L KeyID Routing Instance Source Network Source Intertace Version
Speed Test =
pool.ntp.org INET-Transport VR INET

Domain Name Servers
Security Package Updates
Time & Date

Time Settings

KeyID
Storage Configurations

Appliance User Manage.

c. Click on the Edit button in the top right to open the NTP settings.

Edit Time Settings X

Time Zone Set Date/time at

America/los_Angeles w
O NTP Manual

NTP Servers
+ o v 35w

Server |P Address/Host Name Key ID Routing Instance Source Network Source Interface

pool.ntp.org INET-Transport-VR INE

o
L

The NTP servers can be added by IP address or FQDN. The routing instance and source network that have reachability to the NTP
server are assigned.
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Local login parameters can be configured on the devices. It is recommended to change the default login information (admin/versal23)
for improved security.

External authentication can be configured with TACACS+ or RADIUS authentication. You can set the appliance user authentication in
the Configuration > Others > System > Appliance User Management > External AAA dashboard.

d. Navigate to Configuration > Others > System > Appliance User Management > External AAA.

Director View Appliance\ﬁew Template View =] ® Student01 { Student01)
J VERSA
Monitor  Analytics  Configuration  Administration
Appliance | S01B01 ~ You are currently in Appliance View m C"
& B emal A ZEdi
Networking Services g’j‘is‘e':lfrs Others erna Unlock User (& Edit
Auth Order
Action
» QOrganization Bypass Console
~ System Name Server
» Configuration Host IP Address / FQDM *
Speed Test
Domain Name Servers o frecords to Disply
Security Package Updates
» Time & Date
Storage Configurations
~ Appliance User Managem...
System Users
External AAA
Organization Users
Organization Groups
Edit External AAA X
Protocol = Auth Order =
e Bypass Console
TACALCS hd ccal-then-rert«:te hd
local-thenremote
remate-then-local
N +
Action remate-only
O Authentication Accounting Both
Server
IP Address/FQDMN » = Authentication Key »

Mo Records to Display
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The Auth Order determines the order that the system queries authentication databases when a user attempts to log into the device. The
options are:

* local-then-remote: The authentication system will compare the username and password to the local user database first. If the
username/password does not match a local username and password, the device will query the remote server for username/pass-
word. If the username and password entered by the user does not match either database, login is denied.

* Remote-then-local: The authentication system compares the username and password to the remote server first, and only queries
the local database if the username/password does not match the information in the authentication server.

* Remote-only: This option will only use the remote server information for authentication. If the remote authentication server is
not reachable or offline, then the local database will be used as a failover.

Edit External AAA X

Protocol = Auth Order =
e Bypass Console
TACALCS e ocal-then-rﬂ.r‘:;te W

local-then-remote

remote-then-local

Action” remote-onky

0 Authentication Accounting Both
Server

IP Address/FQDMN » & Authentication Key »

Mo Records to Display

f. Click the Cancel button to exit the dialog without making any changes.
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The System Users is where the local users are created with their corresponding authentication parameters.

g. Navigate to Configuration > Others > System > Appliance User Management > System Users to view the current users.
Note that these are the default users in the system.

=] @  studento1(Studento1) -

¥ VERSA : :
Monitor  Analytics  Configuration  Administ

Apgliance | 501801 -~ You are currentlyin Appliance View m e
7 + Add o~
Organization Username Role Login
System : Adrin Shell
Configuration e Admin Shell
Speed Test = Operator No Login

Domain Name Servers
Rows per page |25 ~ | Showing 1 - 3 of 3
Security Package Updates
Time & Date
Storage Configurations
Appliance User Manage...
=i
&
External AAA

Organization Users

Organization Groups

Do not make any changes to the local users.
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The system resources are tracked through the Monitor dashboard in Versa Director. Individual device resources are viewed through
the Monitor dashboard of Appliance View.

h. Inthe Appliance View of your SxxB01 device, navigate to Monitor > System.

¥ VERSA
Monitor  Analytics
Organization | Student0ol v

@ Summary = Devices & Cloud Workload

Total Appliances 3

S01801 3
S01BO01 | 5an Diego, CA, USA

Mgmt. Address: 172.15.0.4
System Bridge Address: 0A:8A:A0:DC:B3:00

Summary ~Services Networking System  Tools

CPE Resources

.
r
u

cru @ pisk @ Memory

B Refreshdataevery?

Director View Appiianceview Template View

Configuration

Administration

System Summary

Hardware Infermation

You are currently in Appliance View

) Reachable

Configuration  Shell

Software Information

E] @ Student01 ( Student01 )~

Commit Template

SYNC: IN_SYNC  Up since: Wed Dec 1109:57:54 2024

ConfigStatus®  Upgrade  Subscription

CPU Count / Cores
Disk Size
Manufacturer
Memory

Model

Serial#

SKU

Hardware Serial #

Package Name
PackageID
Release

Build Type
Creator

Date

Major

Minar
Service

Reltype

Last Successful Login: Wed, Dec 11, 2024 11:09 AM

i. Explore the resource utilization of your branch device, including the software version, hardware configuration,
templates and device group associated with the device, location, and overall system status.
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Step 6. Exporting Configuration Elements

Device templates can be exported to a text format for archival, to copy between Versa Directors, or to import into the system at a later

time.
a. Navigate to Director View > Configuration > Templates > Device Templates to view the device templates database.
' VERSA =R #ooionce View  Template View B @  Studen0l(Swdento1}
Monitor  Configuration  Workflows  Administration  Analyti
Student01 v You are currently in Director View Configuration > Student0l > Devic s O
Devices ~ Objects ~
v + Add [ Delete (®Clone &) Import [3+E: m-
Name Organizations Template Type Metadata Snapshots View Lock Scope Locked By
501 Templats-NGFV Studencot SDWAN Post Staging - >

Student01

Student01

NN NN
E
]

Student01

Rowsperpage |25 w | Showing 1 - 4 of 4

b. Inthe Device Templates dashboard, check the box next to the Sxx_Template-NGFW template. This will activate the
tools in the top of the panel.

c. Locate and click on the Export button to export a text copy of the configuration template. It will be saved in the local
Downloads folder of the remote desktop workstation.

d. Click OK to confirm the export function.

e. After you download the template, open the downloads folder (or click on the downloads button in the web browser) and
open the template file. Its file extension is .cfg, but you can view the file with the Notepad application or a text editor.

Open ~ | 1 Save = = o x
lhevi(es {
2 template Template-SO1-NGFW {
3 config {
4 /* Tags: replace */
5] snmp {
6 agent {
7 enabled false;
8 ip 127.0.0.1;
9 udp-port 161;
10 extra-listen ::1 161;
11 /* Tags: replace */
12 version {
alz) vi;
14 va2c;
15
16 max-message-size 50000;
17 1
18 system {
19 name "{$v_Student®l_Site_Name__sitesSiteName}";
20 location "{$v_location__IdLocation}";
21 ¥
22 notify std_vi trap {
23 tag std_vi_trap;
24 type trap;
25 1
26 notify std_v2_inform {
27 tag std_v2_inform;
28 type inform;
29 }
30 notify std_v2 trap {
31 tag std_v2_trap;
32 type trap;
33 3}
34 notify std_v3_inform {
35 tag std_v3 inform;
36 type inform;
37 1
PlainText ~ Tab width:8 ~ Ln1,Col1 ~ INS
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Device configurations can be exported in a text format.

Navigate to Configuration > Devices > Devices, or navigate to Administration > Appliances.

In either location, locate your SxxB01 device and check the box next to the device to select it. In the Administration
> Appliances view, you will need to click on the More dropdown in the top right corner to see the Import Config and
Export Config options. The example below is the view from the Configuration > Devices > Devices dashboard.

B 0O .
’ m Appliance View  Template View = ‘2 Student01(Student01)
Monitor ~ Configuration ~ Workflows ~ Administration  Analytics Commit Template
Organization | Studentol v ¥ouare currently in Director View Configuration > Student01 > Davices Export All Records c
Templates ~  Devicss - Objects =
Appliances (1/3] Q BJshell| | £SyncTo | | & Sync-From | :Compare [+ @|m-| 7| Mora-
Upgrade
Status
Name Mgmt. Address Tags Type Service Start Time Software Version  Organizations Import Config
Contig Sync Reschability g oo
8 : sor 1721504 Vd Eranch Wed, Dec 112024,09:57 2214.GA Student01 Stolen Suspected On
1721506 z Branch Wed, Dec 112024,09:57 2214-GA Student01 Stolen Suspected Off
UB-Nev 17215030 2 Hub Wed. Dec 112024,09:57 22.14-GA Studentol Up &£
Rows per page |25 ~ | Showing 1 - 3 of 3

h. Click the Export Config menu item.
After export, the configuration file will be saved in the Downloads folder of the remote desktop.

Open the Downloads folder on the remote desktop, or click on the Downloads button in the web browser to locate the
SxxBO01.cfg configuration file.

j- Open the file with the Notepad or a text editor application.

* O 4L 0@

Recent download history X
s01B0] 5fg o [Student01) ~
447 KB = Done

it Template
S01_Template-NGFW (1).cfg

45 = 1 minute agc

‘ﬁ:‘lJ m C

Full download history &
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Scroll down in the configuration file and locate the vni-0/2 configuration statement. It should have a description of “LAN interface:
Studentxx Lan”.

&  somBolchg . +

File  Edit  View e}
e
address 10.27.12.101/24;
}
¥
}
}
wni-@8/2 {
enable true;
unit @ {
description "LAN interface: Student®l_Lan";
vlan-id -H
enable true;
family {
inet {
address 10.27.101.11)/24;
}
}
1

tvi-0/6 {
description "VXLAN Tunnel Interface for Student@l Control VR";
enable true;
mode ipsec;
type p2mp-vxlan;
unit @ {
enable true;
family {
inet {
address 172.15.0.11/32;
}
¥
1
}
tvi-8/602 {
description "WAN side Split Tunnel interface between INET and Student®1-LAN-VR";
enable true:

45,793 characters 00 U LF UTF-8

k. Change the address 10.27.1xx.10/24 to 10.27.1xx.11/24, then save the file. The xx values will vary depending on your
student ID.
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l.  Return to Versa Director. In Versa Director, ensure that your SxxB01 device is selected in the devices list.

m. Locate and click on the Import Configuration button.

EE=EEE roviance view Template view B @  studentot(studentor) =
¥ VERSA

Monitor ~ Configuration ~ Workflows ~ Administration ~ Analytics Coms late
Orgarization [ Studento1 v © Youarecurrently in Director View Conpeation - Suckntot = Devices ExportAll Records IS

Appliances (1/3) Q Tag: Eshell| | 2 syacTo| | ¥ sync-From| | :Compare | [+ @[m+| 7| | Mere-

Status
Name Mgmt. Address Tags Type Service Start Time Software Version Organizations Import Config
Config Syne Reachability st

e Eeport Config

i so1Bo1 1721504 z Branch ‘Wed, Dec 112024.09:57 2214-GA Student01 ° © Stolen Suspected On
i s01802 1721506 7 Branch ‘Wed, Dec 11 2024.09:57 22.14-GA Student01 ° © Stolen Suspected OFf
i SP-HUB-New 17215030 7 Hub Wed, Dec 112024.09:57 2214GA Studento1 ° L up &

Rows perpage (25 v | Showing 1 - 3 of 3

n. Inthe Import dialog, locate the SxxBO01.cfg file in the remote desktop Downloads folder.
0. Select the file and click Open to load the configuration into Versa Director.

p. Click the OK button to apply the configuration to the device (imported configuration files are automatically applied/
committed to the devices).

@ Open x
& S » » Downloads » v Search Downloads -]
Organize + New folder =+« [ @ [P Messenger|Facebo

Mame Date mo
«~ Today

D S01891.cfg

[) 501_Ternplate-NGFW 1).cfg

@l Desktop *
+ Downloads *
& Documents *
File name: | AllFiles (") i

“ (:AI 1cel

Import Configuration

File Name =

SO1B01.cfg Browse

Cancel
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Next you will verify how the configuration of the SxxB01 device changed when you imported the modified configuration file.

q. In the Devices window, click on the SxxB01 device to open the device in Appliance View.

Appliance View  Template View
¥ VERSA
Monitor ~ Configuration  Workflows  Administration  Analytics
Organization | Student01 W ‘You are currently in Director View
Templates = Devices ~ Objects ~
Appliances (1/3)
Name 501801
Location San Diego, CA, USA
Mame Site ID 101 dress Tags Type Service Start Time
Serial Number  SN-501B01
- S01B01 4 & Branch Wed, Dec 11 2024, 09:57
Model c5.2xlarge
BO2 Services sdwannextgen-firewallcgnat  © & Branch Wed, Dec 11 2024, 09:57
sp-Hug-| TimeCreated — 2024-03-24 04:42:09.68 20 2 Hub Wed, Dec 11 2024,09:57
Template Status IN_SYNC
Rows perpage (25 ~ | & _

r. Inthe Appliance View of the device, navigate to Configuration > Networking > Interfaces to view the IP addresses
assigned to the interfaces. You should see two IP addresses assigned to interface vni-0/2.

A device configuration action performs a configuration merge with the existing configuration (not a configuration
replace). The old IP address that ends in .10/24 is still in place, but the modified .11/24 is added to the configuration.

Next you will remove the added IP address from the configuration.

s. Click on interface vni-0/2 to open the interface configuration.

t.  Click on the Sub Interfaces tab to view the sub interfaces configuration.

Edit Ethernet Interface - vni-0/2 X

© Subinterfaces Aggregate Member

IP Address/Mask Bridge
Unit VLAN ID DHCPv4 DHCPvé MTU
|1Pvd 1IPwé& Interface Mode VLAN ID

10.27.10110/24
10.27.101.11/24
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u. Click on sub interface 0 and navigate to the IPv4 tab.

v. Inthe IPv4 tab of the sub interface, check the box next to the 10.27.xxx.11/24 IP address in the Static Address box.

Edit Subinterface X

General Py IPvé  Bridge

@ Static Address DHCPv4

Static Address

Disable Broadcast Flag
IP Address/Mask + [;ﬂn_
]
-

10.27.101.10/24 Reachability Monitor

10.27.101.11/24
Enable ICMP

FQDN

Directed Broadcast SLA Endpoint

ARP | VRRP | Standby | Proxy ARP

Subnet Address/Mask = « Host IP Address = MAC Address =
--Select-- i n

Mo Records to Display

w. Click the Delete button to remove the unwanted IP address.

x. Click OK in the Edit Subinterface dialog, then click OK to exit the interface dialog.

This will update the configuration in the database, and also push the new configuration to the branch device
automatically.

@ STOP! Notify your instructor that you have completed this lab.
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STATISTICS AND MONITORING

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

*  Monitor the traffic on individual devices in real time

* Monitor the interface and service statistics per-device to view counters and metrics
* Monitor the status of Versa Director

* Monitor the status of the SD-WAN environment as a whole

» Navigate the Versa Analytics platform

» Display and interpret historical data in Versa Analytics

* View logging information in Versa Analytics

* Generate reports using Versa Analytics

In this lab you will be assigned two CPE devices (Branch devices) for configuration and monitoring. The branch devices are named
after the student ID that you have been assigned.

The lab environment is accessed through Amazon Workspaces. Your student ID and workspace will be assigned by the instructor.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. The IP address of the Versa Director (from the remote workstation) is 10.27.1.10. Once you begin the
lab, you may want to create a bookmark to Versa Director in the web browser on the remote desktop.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Step 1. Realtime Statistics

Versa Director provides real-time information about the network environment, as well as traffic, service, and policy statistics. In this
exercise you will:

e Generate traffic from the host connected to the BO1 branch; and

» View live traffic statistics on the BO1 device and the SPHUB-NEW device.
To assist with this lab you will run a script that generates ICMP traffic between the BO1 branch and the SPHUB-NEW device. This
will help to populate the traffic statistics.

a. In Versa Director, navigate to the Appliance View and click on your SxxBO01 branch device, where Sxx is the student
number assigned to you. This will open the BO1 Appliance.

Select Appliance

Organization

Mgmt. Address Software Version Config Sync. Reachability
so1 17215010 2212-GA © e
501802 1721508 2212-GA © °
SPHUE 17215012 221.2-GA o L]

Rowsperpage [25 ~ | Showing 1 - 3 of 3

Cancel

b. Inthe BO1 Appliance View, navigate to the Monitor tab.

This will allow you to open a console shell to the device.

c. Locate and open the Remmina Remote Desktop Client on the remote desktop.

! | Q | Remmina Remote Desktop Client | = | = - m| x
RDP ~ [ ]
MName ~ Group Server Plugin Last used
@ S01BO1VOS Device Student01 10.27.1.101 SSH 2024-05-15-09:37:17
@ S01B02 VOS Device Student01 10.27.1.102 SSH 2024-05-15 - 09:37:59
@ s01LinuxRDP Student01 10.27.1.201 RDP 2009-10-16 - 01:04:46
@ SO1LinuxTesting Client SSH| Student01]10.27.1.201|SSH  |2024-04-26 - 15:22:44
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d. Open the SSH session to the Linux Testing Client.

If prompted for a password, enter the username student and password versal23 when prompted.

501 Linux Testing Client SSH B &) €&

f& 501 Linux Testing Client SSH €@

m welcome to Linux Mint 18.1 Serena (GNU/Linux 4.4.0-53-generic x86_64)

* Documentation: https://www.linuxmint.com
Last login: Thu Apr 18 16:47:59 2024 from 10.27.6.21
student@sS01BO1-PC

()

LJ

ra

LJd

You are now connected to the Linux testing host.

e. From the Linux testing host shell prompt, issue the command /s to list the files in the local directory.

You should see a file called pinghub.sh.

f. Execute the pinghub.sh script by entering the command ./pinghub.sh. This will initiate a ping of 1500 packets towards
the hub-connected host.

student@student@l-pc ~ % ./pinghub.sh

PING 108.27.130.98 (19.27.139.98) 1008(1928) bytes of data.
1888 bytes from 18.27.138.98: ilcmp_seg=1 ttl=63 time=1.76
186688 bytes from 18.27.138.98: icmp_seq=2 ttl=63 time=1.45
1888 bytes from 10.27.138.98: icmp_seq=3 ttl=63 time=1.78
1888 bytes from 18.27.138.98: icmp_seq=4 ttl=63 time=1.42
1888 bytes from 10.27.138.98: icmp_seq=5 ttl=63 time=1.22
1888 bytes from 18.27.130.98: icmp_seq=6 ttl=63 time=11.8

1888 bytes from 18.27.130.98: icmp_seq=7 ttl=63 time=1.68

1888 bytes from 18.27.138.98: icmp_seq=8 ttl=63 time=1.34
bytes from 18.27.138.98: icmp_seq=9 ttl=63 time=1.6@
bytes from 18.27.138.98: icmp_seq=18 ttl=63 time=7.5
bytes from 18.27.138.98: icmp_seq=11 ttl=63 time=1.
bytes from 18.27.138.98: icmp_seq=12 ttl1=63 time=1.

g. Minimize (do not close) the shell window and return to Versa Director.
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h. Return to the Versa Director Monitor dashboard.

i. In the Versa Director Monitor dashboard click the Live Data box to activate the live traffic tracking.

The Live Data box is in the Summary tab. After a few seconds the chart should begin to populate so that you can
view the traffic flow.

Interfaces
_ _ Status Live Data Bandwidth (Mbps)
Interface Network Name Service Provider
Operational Admin Configured Measured
> wni-0/0.0 NET - T + ] 1+ 0.00 + 0.00
> wni-0/10 MPLS - P + (-] T 0.00
> wni-0/2.0 Student01-LAN - T + a

Rows perpage |25 ~ | Showing 1 - 3 of 3

All Traffic  SDWAN Traffic Bandwidth v Hide Chart oy

& e _
- — . e —_—
/ \‘ — — — . j
——————— N\ r
j- Inthe Application Traffic window, select Remote Branch SPHUB-NEW to view traffic statistics towards the hub site.
If desired, you can click the Latency, Jitter, and Packet Loss boxes to turn on/off the charts associated with each
statistic.
' VERSA Director View Nmilanoeview Template View r. (‘) AT ST
) Monitor  Analytics Configuration Administration
Organization | Student01 v You are currently in Appliance View m
4 = INET irx) INET (tx) + MPLS () + MPLS (tx) Student01_Lan (rx) + Student01_Lan (tx)
SDWAN Application Traffic Fide Chart
Remote Branch Application Rule
sPLUR . Defauit-Rule . L2SDWAN B Latency B itter B PacketLoss Mos
Bandwidth Latency Jitter Packet Loss
[
At L Latency Fud ® n Fod ® n 'y
At L Latency Fwd ® R Fd ® & X!
L o t e |
™ ® R Latency Fwd L Fod ® d
Recent Events EW DETAILS Health Monitor Policy Violations b

Data points will be added to the charts about every 2 seconds.
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k. Navigate to the Monitor > Services > SDWAN dashboard.

1. Click on the Sessions tab. You should see a session count table for sessions that cross the SD-WAN circuits.

B ©  Swudentol (Studentol)

Director View Template View

¥ VERSA
Monitor  Analytics  Configuration  Administration
Orsanization | Student01 ~ You are currently in Appliance View m

@ Summary £ Devices & Cloud Workload

Total Appliances 3 501801 X

S01B01 | San Diezo, CA USA
Mgmt. Address: 172.15.0.10 @ Reachable
System Bridge Address: 0A:28:E1:DE:47:00

YNC: INSYNC  Up since: Mon Jan 22 08:32.29.2024

Configuration ~ Shell  ConfigStatus™  Upgrade  Subscription

Summary Services Networking  System  Tools

SDWAN NGFW CGNAT SDLAN IPsec Sessions scl Secure Access APM
Aggregate Traffic Application Metrics EIP cache Forwarding Profiles Mos Policies. Sessions Sites SLAEnd To End Paths SLA Metrics SUA Paths Traffic Engineering Transport Paths ‘Web Proxy

SDWAN Session Count SDWAN Sessian Created

EM 1832

m. Click on the number next to the session count to view the individual sessions that are active on the device.

n. Locate the ICMP session and click on the session to view the session details. You can see the transmit and receive
WAN circuit information.

G tuder St )=
Director View Template View B @  swdenton(Studentor)
¥ VERSA

@ Summary & Devices & CloudWorkload

Total Appliances 3 501801 X

$01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 2) Reachable | SYNC
System Bridge Address: 0A:28:E1:DE:47:00

IN.SYNC Upsince: Mon Jan 2208:32:29 2024

Summary Services Networking System  Tools Configuration ~ Shell ~ ConfigStatus™  Upgrade  Subscription

m NGFW  CGNAT  SDLAN  IPsec  Sessions  5CI SecureAccess  APM

m cm 1 2=~

10.27.10120 5.161.44.72 uop

[ ntp/(predef)

MPLS:MPLS

Brief ~
Application Source IP Destination IP Protocol Source Port Destination Port TXWAN Ckt RX WAN Ckt Remate Branch
-{rn] [ icmp/(predef} 10.27.101.20 10.27.130.99 ICMP 15374 15374 MPLS:MPLS MPLS:MPLS SPHUB
Application: icmp/(predef) DestinationIP:  10.27.130.99 Destination Port: 15374
Natted: No Protocol :  ICMP RXWANCKt: MPLS:MPLS
SDWAN: Yes SessionID: 3031 SourceIP:  10.27.10120
Source Port: 15374 TXBranch: SPHUB TXWANCkt: MPLSMPLS
VSNID: 0O VSNVid: 2
[ icmp/(predef) 10.27.101.20 10.27.130.98 IcMP 14702 4702 MPLS:MPLS MPLS:MPLS SPHUB
@ ntp/(predef) 10.27.101.20 14434193110 uoP 123 MPLSMPLS SPHUB

SPHUB j

0. In the drop down menu at the top of the table, change the display from brief'to extensive to view the extra information

about the sessions.
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p- Expand the information displayed by selecting Detail or Extensive from the drop down menu.

Reverse Packe... Reverse Relea.

Parent Sessio.

External Servi

Forward Flow .. RX WAN Ckt

Forward SDW... NAT Direction

Summary  Services Networking System  Tools Configuration  Shell ~ ConfigStatus™  Upgrade  Subscription
m NGFW CGNAT SDLAN IPsec Sessions. sC1 Secure Access APM
Exterive v [ ouc | em (1) » @
Appication SourcelP Destinationlp Protocol SourcePort  Destinatian .

& icmp/(predef) 1027.10120  10:27.130.99 15374 592 0 false MPLS:MPLS N/A low 10 dii-0/91
Access Policy : Application: icmp/(predef) Destination IP:  10.27.130.99
Destination Port: 15374 Device: Dropped Forward Byte Count: 0
Dropped Forward Packet Count: 0 Dropped Reverse Byte Count: 0 Dropped Reverse Packet Count: 0
External Service Chaining: false Forward Byte Count: 408576 Forward Egress Branch: SPHUE
Forward EgressCkt: MPLS:MPLS I/ Forward Egress Interface:  dtvi-0/91 Forward Egress Vif:  StudentO1-LAN-VR
Forward FC: fc_be Forward FEC Parity Packet RX: Forward FEC Parity Packet TX:
Forward FEC Packet Held Count : Forward FEC Packet Lost : Forward FEC Packet Recovered :
Forward FEC Packet Released Count : Forward FEC Recovery Rate : Forward Flow Compressed Packet Count : j
Forward Flow Compression Skipped : Forward Flow Feature Disabled Policy Forward Flow Feature Unsupported Peer :
q. Navigate to the main Sessions dashboard. This displays all session on the device.
Summary ~ Services Networking  System  Tools Configuration ~ Shell | ConfigStatus™  Uparade  Subscrintion
SDWAN NGFW CGNAT SDLAN IPsec m sCi Secure Access APM
Brief ~ =3 ¢ o 1
Application Source IP Destination IP Protocol Source Port Destination Port
@ - 17215010 TcP 1234
@& icmp/(predef) 1027.101.20 ICMP 15374
Application: icmp/(predef) Destination IP:  10.27.130.99 Destination Port: 15374
Natted: No Protocol:  ICMP SDWAN: Yes
SessionID: 3031 Source IP: 10.27.101.20 SourcePort: 15374
VSNID: 0 [ VSNVid: 2
[ ntp/(predef) uoP 123 123
[ icmp/(predef) 10.27.101.20 Ic™MP 14702
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r. Navigate to Monitor > Services > SDWAN > Aggregate Traffic.

s. Select the SPHUB-NEW device from the drop down.

w VERSA

This shows the aggregate traffic to the SPHUB-NEW device. Here you can view the sent/received packets, and over

which tunnels the traffic was sent.

Total Appliances 3 501801 X
S01BO1 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 Reachable | SYNC: IN_SYNC Upsince: Mon Jan 22 08:32:29 2024
System Bridge Address: 04:28:€1:DE:47:00
Summary  Services Networking System  Tools Configuration Shell Config Status™ Upgrade Subscription
SDWAN NGFW CGNAT SDLAN IPsec Sessions. scl Secure Access APM
Aggregate Traffic Application Metrics EIP cache Forwarding Profiles MOS Policies Sessions Sites SLA End To End Paths. SLA Metrics SLA Paths Traffic Engineering Transport Paths ‘Web Proxy
SPHUB v
¢ m v
Ptvi Index * Encap Type RX Packets RX Bytes TX Packets TX Bytes
1055 plaintext 247 169565 247 225644
1056 encrypted 241652 94994998 337026 154079040
t. Navigate to Monitor > Services > SDWAN > Policies.
u. From the menus, select Default-Policy to view the statistics.
v. Expand the Default Rule.
w. In the Default Rule select Statistics > Remote Branch > SPHUB-NEW.
Total Appliances 3 501801 X
S01BO1 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 Reachable | SYNC: IN_SYNC
System Bridge Address: 0A:28:E1:DE:47:00

Summary  Services Networking  System  Tools

Configuration

EoVURN  NGFW  CGNAT  SDLAN  IPsec  Sessions  SCI

Aggregate Traffic Application Metrics

Secure Access  APM

EIP cache Forwarding Profiles MOs Policies Sessions. Sites. SLAEnd To End Paths SLA Metrics SLA Paths

TrafficEngineering  TransportPaths  Web Proxy.
Default-Policy v Brief v
Rule Name Hit Count TX Packets Tunnel TX Bytes Tunnel RX Packets Tunnel
efaul 2945 49329 46 20890
Statistics ~ | Remote Branch v | [spHUB v
Cireuit [
Local Circuit * Remote Circuit Hit Count TX Packets Tunnel TX Bytes Tunnel RX Packets Tunnel RX Bytes Tunnel
INET Shared 0 0 0 o
INET INET 0 10 o
MPL MPLS 1841 101453 100727396 53814

Shell

Upsince: Mon Jan 22 08:32:29 2024

ConfigStatus  Upgrade  Subscription

¢ @ v Cear

RX Bytes Tunnel

5502257¢

The display should indicate that almost all traffic from the local site to the SPHUB-NEW site is through the MPLS

transport.
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x. Change the drop down to Path State. This will show the path state information between the local site and the SPHUB-
NEW site.

$01B01 | Ssn Diego, CA.USA
Mgmt. Address: 172.15.0.10 @ Reachable | NC  Up since: Mon Jan 22 08:32.29 2024
System Bridge Address: 0A:28:E1:DE:47:00
Summary  Services Networking  System  Tools Configuration ~ Shell ~ ConfigStatus™ | Upgrade  Subscription
SDWAN NGFW CGNAT SDLAN IPsec Sessions sci Secure Access APM
AggregateTraffic  ApplicationMetrics  EIPcache  ForwardingProfiles ~ MOS  Polides  Sessions  Sites  SLAEndToEndPaths  SLAMetrics  SLAPaths  TrafficEngineering  TransportPaths  Web Proxy
Default-Palicy v Brief v
G m ¥ Cler
Rule Name Hit Count TX Packets Tunnel TX Bytes Tunnel RX Packets Tunnel RX Bytes Tunnel
Default-Rule 2945 69329 66544380 20890 20154256
PathState v | |sPHUB v | | Detai ~
Forwarding Profile:  Default-FP
Path List
Local Circuit * Remote Circuit Forwarding Class Priority Two Way Delay Forward Delay Var Rev Delay Var Forward Loss Percenta.. Rev Loss Percentage PDU Loss Percentage
INET INET fic_ef Priority 2 0 0 0.0 000 000
INET Shared feef [Qown 0 ] 0 000 000 0.00
MPLS MPLS feef Priority 1 0 ] 0 000 0,00 000
Remote Branch: SPHUB SLAProfile: None j

You can see that the path state for the INET Shared transport is currently down. This is because the local site does
not have the Shared transport configured. It is only configured on the SPHUB-NEW site.
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y. Navigate to the Monitor > Services > SDWAN > Sites dashboard. This will display the sites that have been discovered
by the BO1 device.

z. Click the arrow next to the Controller-01 device to view site information.

Total Appliances 3 501801 X
S01B01 | San Diego, CA,USA
Mgmt. Address: 172.15.0.10 Reachable | SYNC:IN_SYNC Up since: Mon Jan 22 08:32-29 2024
System Bridge Address: 0A:28:E1:DE:47:00
Summary ~Services Networking  System  Tools Configuration ~ Shell  ConfigStatus™  Upgrade  Subscription
LUV NGFW  CGNAT  SDLAN  IPsec  Sessions  SCI SecureAccess  APM
Aggregate Traffic Application Metrics EIP cache Forwarding Profiles MOS Policies Sessions. Sites SLAEnd To End Paths SLA Metrics SLA Paths Traffic Engineering Transport Paths ~ Web Proxy
c o v
Site Name Management IP Type Up Time Connectivity Status Controller
Controller-01 1721502 remote 20:5h:30m:31s Connected yes
Connectivity Status:  Connected [N ESPLocal IP:  172.15.0.10 ESPRemote IP:  172.15.02
Management IP: 1721502 Site Chassis ID:  Controller-01 SiteID: 1
SiteName: Controller-01 Site Network ID: 3 SiteSA: no
SiteType: controller UpTime: 24:5h:30m:365 VXLANLocal IP:  172.150.11
'VXLAN Remote IP: 172.15.0.3
Link * Circuit Family Circuit Name Link ID Endpaint IP NAT Status Public IP Public Port Datapath P Datapath Port Link Encryption Shaping Rate
link1 pvd INET 1 102342.103 false 10.2342.103 4790 102342.103 4790 optional [ j

aa. Expand the SPHUB-NEW site to view information about the SPHUB-NEW site.

SPHUB 17215042 remote 2d:5h:30m:3: Connected no
Connectivity Status: Connected ESPlocalIP:  172.15.0.10 ESPRemote IP:  172.150.12
Management IP:  172.15.0.12 SiteChassisID: SN-SP_HUE SitelD: 104
Site Name: SPHUB Site Network ID: 3 SiteSA: yes
Site Type:  branch Up Time : :30m:45s VXLAN Local IP:  172.150.11
VXLANRemote IP: 172.15.0.13
Link * Circuit Family Circuit Name Link ID Endpoint IP NAT Status Public [P Public Port Datapath IP Datapath Port Link Encryption Shaping Rate Mir
link1 ipvd MPLS 2 1027.12.130 1027.12.130 4790 4790 optional 0 o
link2 iovd Shared 3 10.27.130.98 false 10.27.130.98 optional 0 [
link3 ipvd INET 1 10.27.11.130 false 1027.11.130 optional 0 [
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ab. Navigate to the Monitor > Services > SDWAN > SLA Metrics dashboard.

ac. Select site SPHUB-NEW from the drop down menu.

Total Appliances 3 501801 ¥

S01B01 | Sen Diego, CA, USA
Mgnmt. Address: 172.15.0.10
System Bridge Address: 0A:28:E1:DE:47:00

Reachable | SYNC:IN_SYNC Up since: Mon Jan2208:32:29 2024

Summary ~ Services  Networking  System  Tools

Configuration  Shell

ConfigStatus® ~ Upgrade  Subscription
CoIVUI  NGFW  CGNAT  SDLAN  IPsec  Sessions  SCI SecureAccess  APM
AggregateTraffic  Application Metrics  EIP cache Forwarding Profiles MOS  Polices Sessions  Sites  SLAEnd ToEnd Paths SLAMetrics  SLA Paths TrafficEngineering  TransportPaths  Web Proxy
SPHUB v
¢ o v
PathHandle*  Remote SiteNa.. ForwardClass  Local WAN Link  Remote WAN Li

- Local WAN Link... Remote WAN Li.. Two Way Delay(.. Forward Delay .. Rev Delay Var(...

POU Loss Ratiol... Forward Loss R... RevLoss Ratio(.. Forwardloss  RevLoss PDU Sent PDU Received
6820100 SPHUB foef INET INET ] 1 0 0 0 00 00 00 0 0 5

6820612 SPHUB fcef INET Shared 1 3 [ 0 ) 1000 00 00 [+ 0 4 0

6824452 SPHUB fcef MPLS MPLS 2 2 [ 0 0 00 0.0 00 0 0

This displays the SLA statistics for each path. Note that many values are 0 because the lab environment has very
low delay, jitter, and latency.

ad. Select the SLA Paths tab to display path information.

ae. Select the SPHUB-NEW device from the drop down menu.

S01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10
System Bridge Address: 0A:28:E1:.DE:47:00

Reachable | SYNC:IN.SYNC Up since:Mon Jan 22 08:32:29 2024

Summary Services Networking System  Tools

Configuration ~ Shell  ConfigStatus®  Upgrade  Subscription

SDWAN NGFW CGNAT SDLAN IPsec Sessions. sCi Secure Access APM
Aggregate Traffic Application Metrics. EIP cache Forwarding Profiles Mos Policies Sessions. Sites. SLA End To End Paths SLA Metrics SLA Paths Traffic Engineering TransportPaths  Web Proxy

SPHUB v

caomv
Path Handle * Remote Site Name  Forward Class Local WAN Link Remote WAN Link  Local WAN Link ID  Remote WAN Link ID Path Mtu Adaptive Monitoring Damp State Damp Flaps Connection State  Flaps. Last Flapped
68: SPHUB fc_ef INET INET 1 2 1500 active ] up 3 07:01:22
6820612 SPHUB feef NET Shared 3 C dover 1 2005h31m
6824452 SPHUB fef MPLS MPLS 2 2 1500 ctive fisable 0 wp 5 07:01:21

This displays the current path properties between the local site and the SPHUB-NEW site.
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af. Navigate to Monitor > Services > SDWAN > Transport Paths.

ag. Select the SPHUB-NEW device from the drop down menu.

S01B01 | San Diego, CA, USA
Mgrt. Address: 172.15.0.10 Reachable | NC Up since: Mon Jan 22 08:32.29°2024.
System Bridge Address: 0A:28:E1:DE:47:00
Summary Services Networking  System  Took Configuration ~ Shell  ConfigStatusw ~ Upgrade  Subscription
ETVURBN NGFW  CGNAT  SDLAN  IPsec  Sessions  SCI SecureAccess  APM
Aggregate Traffic Application Metrics EIP cache Forwarding Profiles MOsS Policies Sessions. Sites. SLA End To End Paths SLA Metrics SLA Paths Traffic Engineering TransportPaths ~ Web Proxy
SPHUB ~
@ v
Local Ackt Name * Remote Ackt Name Encap Type Local IP Remote IP RX Packets RX Bytes TX Packets TX Bytes
INET INET plaintext 172.15011 17215013 106 3072K 37 2022 K
INET Shared plaintex 17. 11 2.15.0. 0 (1] 0 0
MPLS MPLS aintext 72. 1 13 141 13488K 0 20013K
INET INET 9362K 9382K 16583M
INET Shared 0 0
MPLS MPLS 15001K 5. 12342M

This displays all of the transport paths between the sites and the type of tunnel encapsulation on each path.
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ah. Navigate to Monitor > Networking > Interfaces. The Physical Interfaces should be selected by default.

ai. In the interfaces table, expand the vni-0/0.0 interface to view the interface properties.

S01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 Reachable | SYNC:IN.SYNC Up since: Mon Jan 22 08:32:29 2024
System Bridge Address: 0A:28:E1:DE:47:00

Summary  Services Networking System  Tools

Configuration ~ Shell ~ ConfigStatus™ | Upgrade  Subscription

Routes ~ BGP ~ OSPF  OSPFv3  BFD  DHCP  DNSProxy COS  VRRP  LEF  ARP  IPSLA

Physical Interfs

PIM  IGMP  B021X  RIP  Switching  LLDP  TWAMP  SaaSApp  Certificate  AddressGroups ~ NDP  LACP

cmv = 1 2 v | Clear
Interface Oper Status VRF Host INF RX Packets RX PPS RX Bytes RX Errors RXBPS TX Packets TXPPS TXBytes TXErrors ™@BPS
¥ wni-0/0.0 up INET-Transport-VR  ethl 682.93K 13 12876M 0 18664 695.49K 13 21047M [ 36336
i
Pt

1027.11.101/24

Bridge: false DHCPOn: False Duplex: full-duplex
Flowcontrol Status: ~ disabled Host Interface: ethl Admin Status: up
Operation Status

up Interface Description: WAN interface: INET LED-1Status: off
LED-2Status: off MAC: 0De:19:a4:76:42:bd

MTU: 1500 j
e

Qmaad -

iamine

aj. Select Virtual Interfaces from the drop down menu. This displays the tunnel interfaces on the system.

501801 | San Diego, CA, USA
Mgmt. Address: 172.15.0. Reachable: Up since: Mon Jan 22 08:32:29 2024
System Bridge Address: OA:28:E1:DE:47:00
Summary Services Networkkg  System  Took Configuration ~ Shell ~ ConfigStatus™  Upgrade  Subscription
Routes ~ BGP  OSPF  OSPFv3  BFD  DHCP  DNSPraxy COS  VRRP  LEF  ARP  IPSLA  PIM  IGMP  8021X  RIP  Switching  LLDP  TWAMP  SaSApp  Certificate  AddressGroups  NDP  LACP
cmv s 1 25 v | Clear
Interface Oper Status Admin Status VRF Address Tenant ID
up up global 0
up up a 2
ti-0/6 » up NA n
Bridge: false DHCPOn: False Duplex: auto
Flowcontrol Status : d\SLL‘IEﬂ Host Interface: n/a Admin Status:  up
Operation Status:  up Interface Description:  VXLAN Tunnel Interface for Student01 Control VR LED-1Status:  off
LED-2Status:  off MAC: na MTU: 1336
Scalable Group Tag:  false Speed: auto VRF:  Student01-ControlVR j
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ak. Select Dynamic Tunnel Interfaces from the drop down menu. This displays the dynamic tunnels that have been created
between sites.

SO1BO1 | San Diego, CA USA
Memt. Address: 172.15.0.10 Reachable | SYNC:IN_SYNC Up since: Mon Jan 22 08:32:29 2024
System Bridge Address: 0A:28:€1:DE:47:00
Sumwnary Servicks  Networling  System  Tools Configuration ~ Shell  ConfigStatus™ | Upgrade  Subscription
Routes ~ BGP  OSPF  OSPRA  BFD DNSProxy  COS LEF  ARP  IPSLA  PIM  IGMP  8021X  RIP  Switching  LLDP  TWAMP  SaSApp  Certificate  AddressGroups  NDP  LACP
Dynamic Tunnel Interfaces v
c o v 25 ~ | Clear

Interface Oper Status Admin Status VRF Remote Site Name Remote IP Local Interface Local IP Tunnel Type

dtvi-0/82 up up Student01-Control- VR Controller-01 0/60 172.150. dleartext

dtvi-0/88 up w Student 501802 wi-0/60 deartext

dtvi-0/89 up up Student01-Contral VR 501802 vi-0/7.0 cure

dtvi-0/90 v w Student01-Control VR spiius i0/60 dleartext

atvi-0/91 uwp SPHUB /7.0 secure

ptvis15 up Controller-01 0770 secure

o)

al. Navigate to Monitor > Networking > Routes, then select the Student-LAN-VR from the drop down. This will display the
routes in the Student-LAN-VR routing table.

SO1B01 | Sen Diego, CA, USA
Mgnt. Address: 172.15.0.10

Reachable N Upsince: Mon Jan 22 08:32:29 2024
System Bridge Address: 0A:28:E1:DE:47:00
Summary Services Networking System  Tools Configuration ~ Shell ~ ConfigStatus™ = Upgrade  Subscription
Interfaces m BGP  OSPF  OSPFv3  BFD  DHCP  DNSProxy (COS  VRRP  LEF  ARP  IPSLA  PIM  IGMP  B8021X  RIP  Switching  LLDP  TWAMP  SaaSApp  Certifcate  AddressGroups ~ NDP  LACP
Student01-LAN-VR ~ Unicast ~ Pud ~
Prefic Protocol:
¢ m v of 1 %5~
Protocol * Destination Next Hop Next Hop Site Interface Name Age
BGP SPHUB Indirect
Local ]
BGP +1027.1020/24 501802 ndirect
el +1027.1300/24. |- 172.15012 SPHUR Indirect

Note the routes and next hops of the following:

e 10.27.13.0/24 > Network connected to the hub site

* 10.27.1xx.0/24 > LAN connected to the B02 branch. This will vary depending on your organization.
10.27.1xx.0/24 > LAN connected to the local site. This will vary depending on your organization.
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am. Navigate to the Monitor > System dashboard. This displays information about the appliance, its licensing, and the
processes running on the appliance.

Total Appliances 3 501801 X

S01B01 | San Diego, CA, USA
Mgmt. Address: 172.15.0.10 Reachable | SYNC: IN SYN
System Bridge Address: 0A:28:E1:DE:47:00

Upsince: Mon Jan 22 08:32:29 2024

Summary Services MNetworking  System  Tools Configuration ~ Shell  ConfigStatus®  Upgrade  Subscription
e
CPE Resources System Summary
Hardware Information Software Information
CPUCount /Cores 8 Package Name rersa-flexvnf-2023
Disk Size 7.30G6 Package ID c317d
Manufacturer Amazon & Release
Memory 14.99GiB Build Type: bionic
2% Model €5 2xlarge Creator jenkins
~ 18 Serial# SN-5018 Date sunJu
o
SKU ot Specified Maijor
o (D S Hardware Serial # ec2a8c61-2272-1462 7 163-426684332413 Minor
Service j
Reltype GA
=
an. Scroll down to view the site summary, location, and templates that are associated with the device.
S01B01 - Summary Associate Templates
Configured Address San Diego, CA,USA Device Group DG-S01-NGFW-No-DIA
Mgmt. Address 1721502
Coordinates Post Staging Template 501_Template-NGFW-No-DIA
Source
Longitude
:altl‘:":: 2723 Service Templates Student01-DataStore Category: DataStore
System Bridge Address
LittiZitaiy " N
‘
- 3 B 5t
ot s ‘ E"‘ City CaNege ¥
A {6 Street i
1 N !
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ao. Scroll down to view the overall system status and the license information.

System Overall Status
Status
Versa Resources and Flow Manager
versa-fexd
Versa Services Manager
Versa Address Manager
Versa VRRP Daemon
Versa Routing CLI Transformer
Versa IP2User Daemon
Versa Layer-2 Learning Service

‘Versa Filter Manager

NTP Client Statistics

PACKETS RECEIVED

PACKETS SENT SYNCHED SERVER

o

License
Mode Subjugated
State Active

Note that the Mode is Subjugated. This means that the device is attached to and controlled by Versa Director.
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Step 2.  Explore Versa Analytics

a. Navigate to Director View > Analytics to open the main Analytics dashboard.

B (@ Student01(Student01) =

Appliance View  Template View
Monitor ~ Configuration ~ Workflows  Administration  Analytics

America/Denver - Refresh  ~ &

m SDWAN

Student01 - All sites - Last day

I 3 0 0 2 1 0 0

Sites with Violations | Sites with Threats

Total Sites | Sites with Low Availability | Siteswith Dataplane Downtime | Sites with Critical and Major Alarms | Sites with Disconnects

Top sites by bandwidth Top access circuits by bandwidth

w3 § = s § =
Others
501802 SPHUBINET SO1BOLINET
‘ spruBMPLS
serup
so1Bo2ET
SDWAN site map
— - % uay » ; T i
% 5, ; ursery N IR N
- > \ A ” bl & 4 A )
| & L 2 - ¥ & ! o
% & amers L3 ‘ o
? N X | > b
e An Ngoc N 50 A
5 S i N B

b. In the main Analytics dashboard, hover over the chart in the Top sites by bandwidth dashboard. Information about each
site will pop up in a small chart.

501601

Percent: 45.38%
Total Bandwidth: 23 S01B02

Percent: 23 .66%

Total Bandwidth: 13.1 K

S01802

Percemt: 30.95%
Total Bandwidth: 17.2 K

- Ly

sPHUB ™
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c. Inthe main Analytics dashboard, hover over the chart in the Top access circuits by bandwidth. Information about each

circuit will be displayed.

Template View B @  Student01(Student01) -
P VERSA
Administration  Analytics
m America/Denver Refresh - &
Dashboard
Student01 All sites - Last day
3 0 0 2 al 0 0
Total Sites Sites with Low Availability Sites with Dataplane Downtime Sites with Critical and Major Alarms. Sites with Disconnects Sites with Violations Sites with Threats
Top sites by bandwidth Top access circuits by bandwidth
w3 § = T3 § =
et 2o
o e 1121
b
serue

SDWAN site map

J N <. % R R ‘ R

e, ﬂ%v ¢ © ! & % %%J : f L. e, o X

s 22 % ©
3 t * 3 K T"ﬁm 5o [ P By 3

r e L 3 Ay —E [d

Percent: 20.26%

Total Bandwidth: 11.2 K

SO1B01.MPLS
S01B02IMET
\{}_r'] Percent: 20.43%
A Total Bandwidth: 11.4 K
Percent: 20.53%
Total Bandwidth: 11.4 K
- 501B02.IMNET @
SPHUB.MPLS
—

(C) Versa 2025 137



Versa Networks Lab Guide:

SD-WAN Configuration and Administratioy :\'\; N y P ' VERSA

d. Navigate to Dashboard > SD-WAN > Sites to view site information. This will display information about the sites.

Agplnce View _ Taaplate View

Monitor Configuration Workflows

¥ VERSA

SD-WAN
Sitd

Sites Map

Fatts Total Sites

Security

Secure Access

America/Denver

Student01 v Alsites

Usag Site Availability HA-Pair-Sites Availability Link Availability Connections

Top sites usage over time by total bandwidth

Time

® sorus @ o

Show 10 v entries

|
Address Latitude Longitude GPS Source Availability (%) Volume-TX (Bytes) Volume-RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps)
San Jose, CA.USA 37.34 12189 Configuration 15693M 1788 M 8 948K
958K

160.97M 10495M 5 518K

You have the ability to filter or display information by selecting organization, site, and time frame from the drop
downs at the top of the dashboard.

On charts, you can hover your mouse over the legend items to highlight them, and to grey-out the other items. You
can click on the items in the legend to activate/deactivate them in the chart.

Top sites usage over time by total bandwidth

Total bandwidth
-
1

@ 5018G1 @ sPHUB @ s01802
Iy
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e. Select Site Availability to view a history of the site status and availability.

m SDWAN SITES > Site Availability America/Denver
Dashboard

Student01 *  Lastday

Usage Site Ayijlability HA-Pair-Sites Availability Link Availability Connections HeatMap
—

Site Availability

SO1801 (100.00 %)
501802 (100.00 %)
SPHUB (100.00 %)

400

® oovn Degraded

f. Navigate to the Link Availability chart. This shows the link availability in the environment.

m SDWANSITES > Link Availability America/Denver
Dashboard

Student01 All sites e Last day

Usage Site Availability HA-Pair-Sites Availability bility Connections HeatMap

Link Availability

Controller-01, INET (.00 %)

Controller-01,MPL

SPHUB,Share

SPHUB,INET {88.56 %)

S01B02,INET {95.46 %)

S01B01,MPLS (100.00 %)

501801, INET (100.00 %)

® Dovn Degraded
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g. In the Sites menu, select SxxBO01 to view site specific information, then click on the Usage tab to view site usage.

m SDWAN SITES > S01BO1:Usage America/Denver

Dashboard

Student01 ~  501BO1 *  Nothingselected

Access Circuits Users  Applications

Usgee Availability
—

SDWAN link usage over time of S01B01 by total bandwidth

al bandwickh (bps)

Ta

SDWAN link usage of S501B01

Show| 10 v entries

Site Address Volume-TX (Bytes) " Volume-RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps) Total Bandwidth (bps)

501801 31027 M 190.72M 156K 9.58K 25.18K

Showing 1ta10f 1 entries

h. Navigate to the Availability tab. This will display the site availability over time.

m SDWAN SITES > S01BOL:Availability America/Denver

Dashboard

Student01 ~  501B01 *  Nothing selected

Usage Availability A

Total availability of S01B01 Availability over time of S01B01

z.00 16.00

Time

Degraded Up

Service uptime (S01B01) Dataplane connectivity over time of S01B01

501801 (100.00 %)
0 16:0¢

Time

Degraded Up
Last Updated : na

Connectivity statistics of SO1B01
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i.  Navigate to Access Circuits. This will display historical statistics about the access circuits on branch SxxB01.

Studentil *  MNothingselected

SDWAN overall usage over time of 501801 by total bandwidth

SDWAN overall traffic usage of SO1B01

Access crcult Uplink Bandwidth (bps) Dawnlink Bandwidth (bps)

NaN undefined

SDWAN application traffic usage over time of 501801 by total bandwidth

I|I||,.!\||_\|1|_ 1

SDWAN application traffic usage summary of 501801

Site Accesscireuit 1P Volume-TX (Bytes) [Bytes) idth TX (bps)

5P Volumae-TX [Bytes] " Volume RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps)

17404 M 04.58 M 875K 52K

DIA application traffic usage over time of S01B01 by total bandwidth

- e

® v

DIA application traffic usage summary of S01B01

RX (bps) Site Accesscircuit 1P Volume-TX (Bytes) (Bytes)

(C) Versa 2025 141



Versa Networks Lab Guide:

SD-WAN Configuration and Administratioy

w VERSA

j- Navigate to Users. This will display historical statistics about user sessions. When active directory integration is not

active, users are displayed by IP address.

SDWAN SITES > SO1B01:User
Student01 - S01B01 = Nothing selected - Lastday
Usage Awvailability A Rul SLA M S|

Top users of S01B01 by bandwidth

Bandwiclth (bps)

102710120

America/Denver

Q

APM MOS

600 24.Jan 04:00 5:00 00

Time

@ 1027.10120MPLS

® 1027.101.20NET

k. Click on the magnifying glass next to a user to see more details about that user’s usage. You can scroll down the page

to see more information about the site.

Users usage (S01B01)

Site User

501801 10.27.101.20

B

Showing 1o 1of 1entries

SDWAN SITES

~ | Apply | Clear | Copy Filter

Sessions " Volume-TX (Bytes)

227K 97.43M

America/Denver

Student01 *  501BO1 *  Nothingselected *  Lastday

Top applications of user 10.27.101.20 of S01B01 by bandwidth

Usage over time of user 10.27.101.20 of S01B01 by bandwidth

Top destination network prefixes of user 10.27.101.20 of S01B01 by bandwidth

Bandwidth~ lo~ gl
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When you navigate into a specific set of data, you will have the navigation path listed at the top of the dashboard.
You can jump back to a previous level by clicking on that level in the navigation path.

America/Denver
Student01 501801 Nothing selected -

Top applications of user 10.27.101.20 of S01B01 by bandwidth

Top destination network prefixes of user 10.27.101.20 of S01B01 by bandwidth

1. Click on the SxxB01:Users level of the navigation path to return to the main Users dashboard.

m. Navigate to the Applications dashboard of the SxxB01 site.

Student01

America/Denver
Nothing selected s

Usag Availability

Applicatjons  Rules

This dashboard displays the applications that the user has accessed over time.

SDWAN SITES > SO1BD1:Applications America/Denver [+
Student01 501801 ¥ Nothingselected v Lastday
Usage Availability Access Circuits Rul A Met A Violations RF QoS APM MOS
Top applications of S01B01 by bandwidth Categories of S01B01 by bandwidth Business Tags of S01B01 by bandwidth
oo = s § =

Top applications per access circuit usage over time of S01B01 by bandwidth

(C) Versa 2025

143



Versa Networks Lab Guide:

SD-WAN Configuration and Administratioy

w VERSA

n. Navigate to the Rules tab. If you have SD-WAN traffic rules in place, the rule usage will be displayed. In the lab
environment there is only a default rule in place.

SDWAN SITES > S01BOL:Rules
Student01 - 501801 -
Usag: Availability ~ Access Circuits Users
SDWAN  DIA

Top SDWAN rule usage of S01B01 by bandwidth

Top rules,remote sites usage of S01B01 by bandwidth

Applications

Nothing selected

Default-Rule

Ryles

Last day

SLA Metrics

Tes

America/Denver

@Q

APM MOS

QoS

Top SDWAN rule usage over time S01B01

[}
>

00 0g:00 200 15:00

Z thuuq}.ﬂa“ﬂ“_ﬂﬂdnql}hhlun{

® Defaut-Rule

Top rules,remote sites of S01B01 seeing SLA violations

The SLA Metrics table displays the SLA information between the sites. Note that in the lab environment many of
the values are listed at 0, as there is very little delay and jitter within the lab network.

SDWAN SITES

S01B01:5LA Metrics

Student01 * 501801

Usage Availability

Top SLA measurement of S01B01 by delay

SLA measurement of S01B01

LocalSite  RemoteSite  Local Access Circuit

501801 SPHUB MPLS

S01B01 SPHUB INET

501801 SPHUB INET

Nothing selected

Applications

Remote Access Circult
MPLS
Shared

INET

Rules

Forwarding class

Logs count

233

228

America/Denver

No data to display

Show 10 + entries

Delay (ms)  Forward Delay Variation (ms)  Reverse Delay Variation (ms)  Forward Loss Ratio (%)  PDULossRatio (%)  Reverse

0.25%
0.00%

0.25%

44
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SLA violations are registered whenever the path parameters between sites fall below configured performance
thresholds. The SLA Violations dashboard shows an historical view of any SLA path violations.

SDWAN SITES > S01B01:SLA Violations America/Denver o
Student01 *  S01BO1 ¥ Nothingselected v Lastday L
U bili C T A i Rules AM i RF P 0
Top remote sites of S01B01 seeing path flaps based on SLA Top remote sites of S01B01 seeing SLA violations
TS = Tops =
No data to display
SPHUS
SLAalarms of 501801 =
S B ool

= | Apply | Clear | Copy Filter how 10 v entries

Receive Time © Severity Appliance Alarm Type Dascription Class Key Event Type Kind Clearable Cause Generation Time Sarial Numbar Alarm Key Extansion j
Nodataavaiiabiaintabla

VRF usage monitors the resources used by each VRF in the system. For each tenant, there is currently a single VRF
configured (the LAN facing VR).

T —— America/Denver fs
Student01 *  s01e01 *  Nothingselected v Lastday
Usag: bil C i Ru AM RF P
VRF usage over time of S01B01 by bandwidth
Bandwid -l ool
24 5
Time
@ 501801 StudentOL LANVR
VRF usage of S01B01 =
Show 10~ entries
Site VRF Name VNI Name Access circuit Traffic Type Sessions  Volume-TX (Bytes) Volume-RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps) Total Bandwidth (bps)
(‘1 S01B01 Student01-LAN-VR vni-0/2.0 MPLS SDWAN 186K 56.09 M 99.77M 64K 1174K 1834K
@  so1e01 n-0/20 NET Native 422 3026K 3132k 4 4 7
@ so1eo1 vni-0/2.0 NE SDWAN i} 0 580.26 K 0 15.47K 1547K b
==
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0. Select the SPHUB-NEW device from the device drop down menu. This will display the VRF usage information on the
hub site.

SDWAN SITES > SPHUB:VRF America/Denver s
Student01 e SPHUB - A 2 ast day
Usag; Availability Access Circuits Applicati Ru SLA M SLA Violatioy RF QoS APN

VRF usage over time of SPHUB by bandwidth

Tim

@ SPHUB Student0 1-LANAR

dTransport VR @ SPHUBLINET-TransportVR

VRF usage of SPHUB =
Show 10 w entries
Site VRF Name VNI Name Access circuit Tratfic Type Sessions  Volume-TX (Bytes) Volume-RX (Bytes) Bandwidth TX (bps) Bandwidth RX (bps) Total Bandwidth (bps)
@ sPHUB MPL 143K 8658 M 47.86M 132K
@ spHUB 1P
@ spHUB nl MPI 14 6 8 8 2 1 :.b
@ spuup Shared-Tran<oort-VR 57 MPLS SDWAN 3 4771

There are multiple VRFs available to the Studentxx organization on the hub site, including the WAN transport
networks.
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p. Navigate to the Dashboard > Security to view the main security dashboard.

m SD-WAN
Dashboard
Sites
Sites Map
Paths
. Security America/Denver . Refresh = O
> a}"]l rity
Studento1 - a - Lastday
Applicatil -
Top applications Top URL categories Top bandwidth consuming applications
Web Tops = Tops = wps =
loT unknown_tcp femp o
Firewall No data to display ot
Threats unknown tep
nie
DLp Application
Secure Acce
Top rules Top destination addresses Top source addresses
System Tops = () Show Domain Names i il (3 Show Demain Names S B
Alow-al
185.125.19057

cmp

America/Denver - Refresh  + O

Tp'..‘ s jicmp
-l - Lestday

Percent: 3.61% ication icmp usage over time by bandwidth
Sessions: 235
Bandwidth~ @~ wl

T s |
£ 2o

Application icmp logs
[J Show Domain Names

B Apply | Clear | Copy Filter ) Show| 10 v |entries

ReceiveTime  Appliance  Source Address  DestinationAddress  SourcePort  DestinationPort  Application  User  URLCategory  Protocol  Action  Type  Rule  Host  TrafficScope  Egressinterface  Ingress interface

No data availablein table

Showing0 to Oof Oentries

The main security dashboard displays charts of the top activity in the system from a security perspective. You can
hover your mouse over different charts to see more information, or click on many charts to expand that information.
Hover over and click on the icmp data in the chart. If you click on the icmp data in the chart, a window opens with
more information about the chart entry.
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The application specific charts display information about the selected application. Because this is a lab environment,
and you just started to generate new traffic across the SD-WAN, select Last 12 hours in the time filter.

Security > icmy America/Denver - Refresh + &
Student01 w Ell - Last 12 hours -

Application icmp usage over time by bandwidth

Bandwidth~ o~ &l

Bandwicth (5ps)

06:30 07:.00 07:30 08:00 08:30 09:00 09:30 0:00 10:30 11.00 11:30 12:00 2:30 13:00 330 14.00 1430 500

® ko

Application icmp logs

(') Show Domain Names

~ | Apply | Clear | Copy Filter D Show| 10 |entries

ReceiveTime = Appliance  Source Address  Destination Address  SourcePort  DestinationPort  Application  User  URLCategory  Protocol  Action  Type Rule Host  TrafficScope  Egressinterface  Ingress interface

No data available in table

Shawing 0t 0ofDentries

D)

q. To view firewall information, navigate to the Dashboard > Security > Firewall dashboard.

- SD-WAN Firewall > Rules America/Denver « o
Dashboard § Studentol R + Last1zhours
Sites —_—
Rules  Source  Destinaion  Zomes  Forwarding Class
Sites Map
Rule usage over time by bandwidth
Paths Bancwidth~ &~
Security '
Applications 033 04:00 0430 05.00 053 6.0 0630 07:00 0900 093 10 1030 oo [y miso 2 23 1 1330 400 s
Time
© MouFamT @ AlouFomSOWAN @ AlowAll
Web
Rule usage =
Show| 10 entries
F—ir%mal
4 Rule Sessions " Volume-RX (Bytes) Volume-TX (Bytes) Bandwidth RX (bps) Bandwidth TX (bps) Total Bandwidth (bps)
Allow From SDWAN 17k 5609 M 9887M 1369K 2136K 3505k
Threats
n Trust 169K 5609M 100.18M 1367K 2139k 35.07K

Secure Access

System

Firewall information can be displayed based on rules, source and destination addresses and zones, and the
forwarding class of traffic. Take a few moments to view some of the information available in the Firewall dashboard.
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Historical system health information is displayed in the Dashboard > System dashboards. Subcategories of system information include
interfaces and the guest VNF information.

r. Navigate to Dashboard > System to view the main system dashboard.

SD-WAN System > Appliance health America/Denver - Refresh = 3
Stte2 StudentO1 - all e Last 12 hours
Sites Map
health  Applianceactivity  Appliance anomalies Appliance Locations
Paths
Appliance Health Monitoring =i
Security
Show| 10 v |entries
Applications =
Appliance CPULoad (%) CPULoad (%) Memory Load (%) Disk Load (%) Sessions Load
s01801 ———— 200% 48.00% 13.00% 2
B02 2.00% 42.00% 14.00% 0
Firewall

Threats

DLp
Secure Access
Sysgem

O

Interfaces

GUESTVNF

The main appliance health dashboard displays the CPU, memory, disk, and session load over time.

The System > Interfaces dashboard displays historical interface activity over a period of time.

System

America/Denver

GUEST VNF

*  Last12hours

Tunnels

WAN utilization over time by bandwidth

07:00 07:30 08:00 08:30 05:00 093
Time

@ SOIEOLWLO/LOMPLS @ SO1BOLWOVOONET @ SO1B0Zvri-0/00,NET S01B02,ri-0/ 1 0MPLS

WAN Statistics

Show 10 v entries

Site Interface Access circuit Volume-RX (Bytes) " Volume-TX (Bytes) RX Utilization (%) TX Utilization (%) Bandwidth RX (bps) Bandwidth TX (bps) Total Bandwidth (bps)

S01B01  wni-O/10 MPLS 76.67M 124.95M 0.00% 0.00% 17.54K 43.53K

S01B01 v 0 INET 38M 64.37 I 0.00% 7.62K 2069K
501802 0.0 INET 2463M 3 0,00% 465K 1206 K

B c = o 0o occ
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s. Return to the main System dashboard.

w VERSA

When you click on an appliance name, detailed information about that appliance will be displayed.

t. In the Dashboard > System main dashboard, click on the SxxB01 device in the appliance list.

SYSTEM INTERFACES > Appliance health
PE

Dashboard

StudentO1 - al +  Last12hours

Appliance health Appliance activity Appliance anomalies

Appliance Health Monitoring

Appliance
5018@

501802

CPU Load (%)

Showing 1ta 20f 2 entries

Search logs activity

CPU Load (%)

Appliance Locations

Memory Load (%)

48.00%

42.00%

America/Denver - Refresh

Show| 10 v entries

Disk Load (%) Sessions Load

13.00% 2

14.00% o

Detailed information about the appliance health and activity (over time) is displayed.

m SYSTEM INTERFACES > Appliance health > SO1B01

Dashboard

Last 12 hours

S01B01 monitoring by cpu load

08:00 1000 11:00
Time

@ so1801

S01B01 monitoring by disk load

0900 1000  11:00

Time

® so1e01

150

1200

S01B01 monitoring by memory load

Memory Load &)

501B01 monitoring by sessions load

America/Denver » Refresh

0g:00 1000 1100

Time

® 501801

Wednesday, Jan 24,06:00
| *501801:0
0400 0800 0900  10:00 1100 1200

Time

® so1801
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System logs, alerts, and alarms are sent to Versa Analytics from VOS devices.

u. Navigate to the Logs > Alarms dashboard.

Director View [JEGTIERERY

Monitor Configura

¥ VERSA

m Algfms

Dashboard
Authentication
g ADC

CGNAT

DHCP

America/Denver

Student01 Last 12 hours

Summary

Alarms

= | Apply | Clear | Copy 10w |entries

Receive Time " Severity  Appliance  Alarm Type Description Key Event Type Kind Clearable  Cause Generation Time
Jan 24th 2024, :22 AMMST  critical SPHUB bgp-nbr-state-change  BGP instance 3015: Peer 169.254.0.10 transitioned to Act t e 3015/169.254.0.10  communil nsAlarm symptom n causeOther Jan 24th 2024, 9:5
Jan 24th 2024, 7:32:22 AMMST  cleared  SPHUB Tokurtace doan nterface vri-0/0 is up (/] 2 wi-0/0 B Al i outOfService Jan 24th 2024, 7:3
Jan 24th 2024, 7:3220 AMMST  cleared SPHUB interface-down Interface vni-0/0 is up (n/a} cleared wni-0/0 equipmentAlarm symptom v outOfService  Jan 24th 2024, 7:3
Jan 24th 2024, 7:3219 AMMST  critical  SPHUB bgp-nbr-state-change  BGP instance 3015: Peer 169.254.0. transitioned to Active state new  3015/169.25408  communicationsAlarm symptom suseOther  Jan 24th 2024,7:3
Jan24th 2024, 7:14:17AMMST  critical  SPHUB interface-down Interface vni-0/0 is down (nva) new  vni-0/0 equipmentAlarm symptom outOfService Jan 24th 2024, 7:1
Jan24th 2024, 7:14:15AMMST  critical  SPHUB intes nterface vni-0/0 is down (/) ew  wni-0/0 equipmentAlarm symptom outOfService Jan24th 2024, 7:1
Jan 24th 2024, 7:09:18 AMMST  cleared  SPHUB bgp-nbr-state-change  BGP instance 3015: Peer 169.254,0. transitioned to Establishedstate 3015/169.25408  communicationsAlarm  symptom 1 causeOther  Jan 24th 2024, 7:C
Jan24th 2024, 70251 AMMST  eritical  SPHUB bgp-rbr-state-change  BGP instance 3015: Peer 169.254.0.8 transitioned to Ac te 301516925408  communicationsAlarm symptom sseOther  Jan 24th 2024, 7:0
Jan 24th 2024, 6:54:07 AMMST  cleared  SPHUB interface-d Interface vni-0/0 is up (nVa c wni-0/0 equipmentAlarm symptom  yes SutOfService  Jan 24th 2024, 6:5

Jan 24th 2024, 6:54:05 AMMST  cleared  SPHUB interface-d nterface vni-0/0 is up (n/a ni-0/0 equipmentAlarm symptom outOfService Jan 24th 2024, 6:5

r— 2 Nea

The alarms and their active/cleared states are listed.

The Charts dashboard displays top alarms and severity in a chart format.

v. Click the Charts tab to view the alarms charts.

America/Denver

Student01 Last 12 hours

Summary

Top appliances with alarms. Top alarm severity

| serus
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w. Return to the main System dashboard.

w VERSA

When you click on an appliance name, detailed information about that appliance will be displayed.

x. In the Dashboard > System main dashboard, click on the SxxB0I device in the appliance list.

m

Dashboard

SYSTEM INTERFACES > Appliance health

Student01 N *  Last12hours

Appliance health Appliance activity Appliance anomalies Search logs activity

Appliance Health Monitoring

Appliance
soiety

501802

CPU Load (%) CPU Load (%)

Showiing 1to 2 of 2 entries

America/Denver Refresh

Appliance Locations

Show| 10 w entries

Memery Load (%) Disk Load (%) Sessions Load

48.00% 13.00% 2

42.00% 14.00% 0

Detailed information about the appliance health and activity (over time) is displayed.

m

Dashboard

SYSTEM INTERFACES > Appliance health > S01B01

Last 12 hours

S01B01 monitoring by cpu load

0800 0800 1000

Time

@ 501801

S01B01 menitoring by disk load

Disk Load (4

0300 1000 11:00 1200 1300 14:00 15:00

Time

® so1e01

America/Denver Refresh

'S01B01 monitoring by memory load

Memory Load (0

0g:00 1000 1100

Time

® sos01

501B01 monitoring by sessions load

Wednesday, Jan 24,06:00
| #501801:0
0400 08:00

Sessions Load

0900 1000 1100 1200

Time

® 501801
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System logs, alerts, and alarms are sent to Versa Analytics from VOS devices.

y. Navigate to the Logs > Alarms dashboard.

Director View [JEGTIERERY

Monitor Configura

¥ VERSA

o s
Dashboard
Authentication

B ADC

CGNAT

DHCP

Student01 Last 12 hours

Summary

Alarms
= | Apply | Clear

Recelve Time " Severity  Appliance  Alarm Type Description Class
Jan 24th 2024, :54:22 AMMST  critical SPHUB bgp-nbr-state-change  BGP instance 3015: Peer 169.254.0.10 transitioned to Acti t new
Jan 24th 2024, 7:32:22 AMMST  cleared  SPHUB interface-down nterface vni-0/0 is up (n/a] dleared
Jan 24th 2024, 7:32:20 AMMST  cleared SPHUB interface-down Interface vni-0/0 is up (n/al cleared
Jan 24th 2024, 7:32:19 AMMST _ critical SPHUB bgp-nbr-state-change  BGP Instance 3015: Peer 169.254.0.8 transitioned to Active state new
Jan 24th 2024, 7:14:17 AMMST  critical SPHUB interface-down Interface vni-0/0 is down (n/a) new
Jan 24th 2024, 7:14:15 AMMST _ eritical SPHUB [ o nterface vni-0/0 is down {n/a)

Jan 24th 2024, :09:18 AMMST  cleared  SPHUB bgp-nbr-state-ch: BGP instance 3015: Peer 169.254.0.8 transitioned to Established state

Jan 24th 2024, 7:02:51 AMMST _ critical SPHUB bgp-nbr-state-change 015: Peer 169.254.0.8 transitioned to Ac

Jan 24th 2024, 6:54:07 AMMST  cleared  SPHUB interface-down Interface vni-0/0 s up (n/ai

Jan 24th 2024, 6:54:05 AMMST  cleared  SPHUB interface-down nterface vni-0/0 is up (n/a)

Showing 1to 100f 12 entries

The alarms and their active/cleared states are listed.

The Charts dashboard displays top alarms and severity in a chart format.

z. Click the Charts tab to view the alarms charts.

Key
3015/169.254.0.10
wni-0/0

wni-0/0
3015]169.254.08

wni-0/0

30151169.254.08
3015/169.254.08
vni-0/0

wni-0/0

Event Type
communicationsAlarm
equipmentAlarm
equipmentAlarm
communicationsAlarm
equipmentAlarm
equipmentAlarm
communicationsAlarm
communicationsAlarm
equipmentAlarm

equipmentAlarm

Kind
symptom
symptom
symptom
symptom
symptom
symptom
symptom
Stor
symptom

symptom

America/Denver

Clearable  Cause

no

causeOther
outOfService
outOfService

auseOthes

outOfService
outOfService

causeOther

sseOther
utOfService

outOfService

10 v entries

Generation Time
Jan 24th 2024, 9:5
Jan 24th 2024, 7:3
Jan 24th 2024, 7:3
Jan 24th 2024,7:3
Jan 24th 2024, 7:1
Jan 24th 2024, 7:1
Jan 24th 2024, 7:C
Jan 24th 2024, 7:0
Jan 24th 2024, 6:5

Jan 24th 2024, 6:5

Student01 Last 12 hours

Logs Charts Summary

Top appliances with alarms Top alarm severity

America/Denver
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The Alarm Summary dashboard displays a summary of alarms over time.

aa. Click the Summary tab to open the Alarm Summary dashboard.

Alarms

Local Site
SPHUB
SPHUB
SPHUB

SpHUE

ab. Hover the mouse over alarms in the chart to see more details.

Last 12 hours

Alarm Type

interface-down

bgp-nbr-state-change

dwan wan-io-chanee

Severity
cleared
critical
critical

critical

ac. Click on the item in the chart to see further details.

Remote Site

America/Denver

Show 10 v entries

Alarms

08:00 081

‘Wednesday, Jan 24, 08:00
& critical: 3

eritical

sdwan-wan=ip-change
@ Alarms: 3

sdwan-wan-ip-change

@ sdwan-wan-ip-change
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Step 3.  Analytics Reporting

Versa Analytics has a report building system built into the platform to generate reports on the data found in Analytics. There are 2
main functions of the Reporting process: Build and Manage.

Build is used to create reports. Manage is used to view and sort reports and report storage.

a. Navigate to the Reporting > Build dashboard in the left-side menu.

Buyijid

Ly,

Manage
Completed Reports
Scheduled Reports

Saved Reports

Exported Reports

The left side of the Build dashboard allows you to select the type of information you want to add to a report, as well as the way you
want it displayed.

America/Denver

Student01

SDWAN -

Report type
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Let’s go through the process of building a report template. Each data entry is considered a report that can be added to the final report
document. The report template can have one or more reports included, which will all be displayed.

b. Start by adding a report that includes the following information:

* Service: SDWAN

* Report type: Access circuit usage for SDWAN
* Chart type: Circle graph

* Metrics: Sessions and Bandwidth

* Report name: Access circuit usage for SDWAN

o &
o 2 R ] @
Builders
~ | = ]|
fRo
©
D)

Note: Although the pie chart button is highlighted, you will have to click on it directly to activate that chart type.

c. Click the Add & Preview button to add the report and add create preview of the data in the report dashboard.
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d. Let’s add another report with the following information:

» Service: Security

» Report type: Top applications

* Chart type: Column chart

* Metrics: Sessions and Bandwidth
* Report name: Top applications

Builders

Access circuit usage for SDWAN

Note: Although the pie chart button is highlighted, you will have to click on it directly to activate that chart type.

e. Click the Add & Preview button to add the report and add a preview of the data in the report dashboard.
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Your results should look similar to the example below.

1] &
o 5] R 2 i)
Builders
Access circuit usage for SDWAN -
P 1
Chart Type
< | E || ha
- '
Top applications =
A& preview I ada
kme I 3

The two reports are combined in a single main report that can be saved and scheduled.

f. Click the Save button in the top right corner to save the report format. This will open the save dialog.

Save and Schedule X
6 @ B B W
Name:
Access:
Save the report with the following settings: Private v

« Name: Generic Usage Report FDTT‘“” -~

* Access: Private o

* PDF Template: Default &

* Schedule: every 1 hours

® Hourlyevery [ 1 + | hours.

g. Click OK when finished to save and schedule the report. R O
O Weeklyon Sunday v at Q@
Note that scheduled reports can automatically be emailed to one or more ‘
user by including their email address in the Email notification recipients Hestwentis LZ =" °
dialog. For reports to be emailed, the email functions must be enabled s

in the Admin settings. .

Email notification recipients:
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Single reports can be reloaded in the load of report dialogue.

h. Click on the Load a report button in the build menu.

When you select a tenant, all of the saved reports for that tenantbecome available in the dropdown.

Note that the saved report is the layout of the report, not the information within the report. In other words, when you load a report, the
information in the charts and graphs will be updated to reflect current information.

i. Click the Load button to pull the new information into thedashboard. The formatting and layout options will be the
sameas when you built the report.

Buil

& M &
Load areport
Student01 »

Saved reports

Generic Usage Report =

Load areport Generic Usage Report

Bandwidth -B@x

SPHUBJINET _ SoHUE Shared

\ 501B01MPLS S01B01MPLS

Top applications —@x

j- For a soft copy of the information, click the PDF or CSV buttons in the top right. A soft copy will download to your
Downloads folder.
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k. To view copies of previous reports, open the Reporting > Manage dashboard.

Build

I‘,L.I\"";m
Completed Reports
Scheduled Reports
Saved Reports

Exported Reports

Completed reports are reports that have been previously run, or that have run according to a report schedule.

1. Click on Completed Reports to see if any reports are present in the system.There should be at least one report (the one

that you ran).
Completed Reports =
Q Show 10 ~ entries
( Id Name Date Schedule Status Type Created By Access Actions
d C95 24th 2024, 3:00:03 PN E 1:00 CusTOM Private kB
O C94 Jan 24th 2024, 2:00:0 AST Every 1:00 CUSTOM Private = B
Showing 1 to2of 2enries [ |

You can delete the reports by clicking on the menu button on the top right, or by clicking the Delete button next to the report.

m. Click the Delete button next to the report that you created to remove it from the system.

Actions

X
QT = . Show 10 w |entries
Access Actions
Private
i J:ﬁ';l
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The Saved Reports dashboard contains the saved report layouts that you can load in the Load Report screen. You can manage the
different layouts from the Saved Reports dashboard.

Build

Manage
Completed Reports
Scheduled Reports
Sa J\'f‘p Reports

Exported Reports

Saved Reports =
Q Show 10 v entries

( id Name Date Owner Access

(| 2z G Jan 24th 2024, 1:35:53 PMMST Student One Private

O Jan 24th 2024, 3:19:02 PM MST Student One

o502 o

You can schedule or delete the reports by clicking the menu button at the top right of the dashboard.

n. Check the box next to your saved report, then click the Menu button and select Delete to delete the report.

Saved Reports
Q Delete

id Name Date Owner Access

3 Generic Usage Report Jan 24th 2024, 3:19:02 PMMST Student One Private

LA
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0. Return to the Completed Reports page and ensure that any completed reports in the system are removed.

Completed Reports

Delete
:)\ Show 10 w entries
Id Name Date Schedule Status Type Created By Access Actions
co5 Generlc Usage Report an 24th 2024, 3:00:08 PM MST Every 1:00 Complete CUSTOM Private kB
Generic Usage Report an 24th 2024, 2:00:01 PMMS Every 1:00 omplete USTOM Private . B
Showing 110 2 of 2 entries n

STOP! When you have finished exploring the Monitor and Analytics dashboards,
notify your instructor that you have completed this lab.
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DIAGNOSTIC TOOLS

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you to explore, configure, and
manage Versa Networks CPEs by using Versa Director, the central management and orchestration platform for a Versa Secure SD-
WAN solution. After completing this lab, you will be able to:

» Use the PING tool from Versa Director to perform connectivity tests;
e Use the Trace tool from Versa Director to perform connectivity tests;
» Use the Versa Speedtest function to verify circuit speeds.

In this lab you will be assigned two CPE devices (Branch devices) for configuration and monitoring. The branch devices are named
after the student ID that you have been assigned.

The lab environment is accessed through Amazon Workspaces. Your student ID and workspace will be assigned by the instructor.

The remote desktop connection opens a remote workstation, where you will use various tools to navigate and configure the lab
environment. The main tool you will use in this lab is Versa Director. Versa Director can be accessed by opening the Google Chrome
browser on the Remote Desktop. The IP address of the Versa Director (from the remote workstation) is 10.27.1.10. Once you begin the
lab, you may want to create a bookmark to Versa Director in the web browser on the remote desktop.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The sample outputs are SAMPLES and
represent the information as it appeared during the lab guide creation. Your output may vary in some ways (some devices may or may
not be present, some routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the results shown in
the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director. After an introductory set of exercises,
you will be asked to perform some basic tasks that will allow you to become more familiar with the environment.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of this, the lab guide contains
additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!
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Step1. The Ping Utility

The PING utility is a tool used to verify IP connectivity between devices. It works by sending an ICMP echo request packet to a
remote system, which the remote system responds to. Information such as reachability and delay metrics can be gathered. It should
be noted that the PING utility is used for basic connectivity verification and is not used for more complex troubleshooting scenarios,
although it is frequently one of the first connectivity tests used to verify if a remote host is reachable.

In this exercise you will use the built-in PING utility in the Versa Operating System.

a. In Versa Director, navigate to Appliance View.
b. In Appliance View, click on your SxxB0! device
c. Inthe Appliance View of your SxxB01 device, navigate to Monitor > Tools.

d. Ttis located in the Appliance View > Monitor > Tools dashboard.

Director view [IITIEREEN] Tempiate View B O sucentol(sucentol)-
P VERSA
Monitor ~ Analytics  Configuration ~ Administration Commit Template
Organization | Student01 v You are currently in Appliance View m
@ Summary S Devices & CloudWorkload
Total Appliances 3 501801 X
S01BO1 | San Dieso, CA, USA
Megmt. Address: 172.15.0.10 © Reachable | SYNC:IN_SYNC  Upsince: Mon Jan 2208:32:292024
System Bridge Address: 0A:28:E1:DE:47:00
Summary Services Networking  System  Tools Configuration ~ Shell  ConfigStatusw ~ Upgrade  Subscription
RunPing  RunTraceroute  RunTCPDump  Run SpeedTest
Latest Results

You will use the PING tool to test connectivity to the LAN segment attached to the SPHUB-NEW device, and to test connectivity to
the WAN interface on the SPHUB-NEW device.
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e. Inthe Tools dashboard, click on the Run Ping tab.

f. Inthe Run Ping tab, enter:

* Host Name/Address: 10.27.13.10 (the IP address connected to the SPHUB-NEW Shared network);
* Routing Instance: Student-LAN-VR (your local LAN VRF); and
* Source Address: This will populate automatically as the local LAN address.

g. Click the Start button. The Latest Results box will not populate until the PING test is finished (about 10 seconds).

Run Traceroute Run TCP Dump Run Speed Test

Host Name/Address Routing Instance

10.27.13.100 StudentO1-LAN-VR W

Source Address wput a different address Packet-size

10.27.101.10 s

Count

10

Start

Latest Results

PIMG 10.27.13.100 (10.27.13.100) from 10.27.101.10 : 56(84) bytes of data.
&4 bytes from 10.27.13.100: icmp_seq=1 ttl=44 time=1.77 ms

&4 bytes from 10.27.13.100: icmp_seq=2 ttl=64 time=1.57 ms

&4 bytes from 10.27.13.100: icmp_seq=3 ttl=64 time=1.55 ms

&4 bytes from 10.27.13.100: icmp_seq=4 ttl=64 time=25.2 ms

&4 bytes from 10.27.13.100: icmp_seq=>3 ttl=64 time=1.50 ms

&4 bytes from 10.27.13.100: icmp_seq=6 ttl=64 time=1.23 ms

&4 bytes from 10.27.13.100: icmp_seq=7 ttl=64 time=1.72 ms

&4 bytes from 10.27.13.100: icmp_seq=8 ttl=64 time=1.22 ms

&4 bytes from 10.27.13.100: icmp_seq=9 ttl=64 time=1.01 ms

&4 bytes from 10.27.13.100: icmp_seq=10 ttl=64 time=1.54 ms
-—- 10.27.13.100 ping statistics —

10 packets transmitted, 10 received, 0% packet loss, time 2009ms
rtt min/ave/max/mdev = 1.012/3.842/25 266/7.145 ms
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Next you will test reachability to the WAN port on the hub device.

h. Enter the following information in the Run Ping dialog:

* Host Name/Address: 10.27.11.100
* Routing Instance: INET-Transport-VR
* Source Address: This will auto-populate

i. Click the Start button to begin the test.

Run Traceroute Run TCP Dump Run Speed Test

Host Name/Address Routing ns

10.27.11.100 IMET-Transport-v'R w

Source Address Input a different address Packet-zize

10.27.11.101 v

Count

10

Start

Latest Results

PIMG 10.27.11.100 (10.27.11.100) from 10.27.11.101 : 56(84) bytes of data.
&4 bytes from 10.27.11.100: icmp_seq=1 ttl=64 time=2.09 ms

&4 bytes from 10.27.11.100: icmp_seq=2 ttl=64 time=1.09 ms

&4 bytes from 10.27.11.100: icmp_seq=3 ttl=64 time=0.711ms
&4 bytes from 10.27.11.100: icmp_seq=4 ttl=64 time=0.708 ms
&4 bytes from 10.27.11.100: icmp_seq=>3 ttl=64 time=0.720 ms
&4 bytes from 10.27.11.100: icmp_seq=6 ttl=64 time=0.813 ms
&4 bytes from 10.27.11.100: icmp_seq=7 ttl=64 time=0.702 ms
&4 bytes from 10.27.11.100: icmp_seq=8 ttl=64 time=0.817 ms
&4 bytes from 10.27.11.100: icmp_seq=9 ttl=64 time=0.973 ms
&4 bytes from 10.27.11.100: icmp_seq=10 ttl=64 time=0.727 ms
--- 10.27.11.100 ping statistics -

10 packets transmitted, 10 received, 0% packet loss, time 9133ms
rtt min/avg/max/mdev = 0.702/0.935/2.091/0.406 ms
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Next you will use the Traceroute tool to check reachability to a public destination.

j- Click on the Run Traceroute tab.

k. Inthe Run Traceroute dialog, enter the following information:

» Target Host Name/Address: 8.8.8.8
* Routing Instance: INET-Transport-VR
* Source IP: This will auto-populate

1. Click the Start button to begin the test.

Run Ping Run TCP Dump Run Speed Test

Target Host Mame/Address Routing Insi g
B.BBS8 IMET-Transport-VR w
Saurce IP
10.27.11.101 o o
Start
Latest Results

traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets

110279137 1.787 ms L.748 ms 1.710 ms

2216.182.231.86 20266 ms 3.236.63.119 4896 ms 3.236.60.1 32.634 ms
3240411249 2,697 ms 100.65.90.192 11.562 ms 240.0.224.97 2678 ms
4242890214237 ms 2422113714237 ms 242.7.27.5 3.6%94 ms
5100100238 3.652ms " 241.04.75 2.614 ms

46241.04.902.589ms " 99.83.115.173 3.039ms

77214203158 3.550 ms 99.83.65.1 2862 ms 100.66.4.215 13.583 ms
8108.170.240.97 3.321 ms 100.65.111.132 6419 ms *

Q9BBBE2743ms 2.770ms 2750 ms
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Next you will use a domain name to run the traceroute function.

m. In the Run Traceroute dialog, enter the following information:

* Target Host Name/Address: www.google.com
* Routing Instance: INET-Transport-VR
* Source IP: This will auto-populate

Click the Start button to begin the test. This test should fail with an error.

Summary Services Networking  System  Tools Configuration ~ Shell  ConfigStatus”  Upgrade  Subscription

Runping RnTCPDumD  Run'Speed Test

Target Host Name/Address Routing Instance
www.google.com INET-Transport-VR v
Source P Protocal
10.27.11.101 v v
Start

Latest Results

operation-failed : RPC error towards peration_failed: for /ncirpc/act:action/act:data/diagnostics:diagnostics/diagnostics:traceroute: application pro

This failure is because the virtual router (INET-Transport-VR) does not have a DNS server configured and therefore cannot look up
the FQDN of www.google.com. We will now resolve this issue and run the test again.

n. Navigate to Configuration > Others > System > Domain Name Servers.

Director View [N Template View B ©  Sudent01(StudentO1) -
) VERSA
Monitor  Analytics  Configuration  Administration Commit Template
Appliance | S01B01 v Youare currentlyin Appliance View m c

£ Dy
etworking  Services v + Add m-
> Organization Routing Instance Name Servers Search Domain Source Interface Source Netwark

~ System 8888

versa-speedtest
8844
> Configuration
Speed Test Rows perpage (25 w | Showing 1 - 1 of 1

Domain Nam

Security Package Updates
> Time & Date
Storage Configurations

> Appliance User Manageme...

The current DNS server entry is only for the versa-speedtest routing instance. You need to add a DNS server to the INET virtual router
if you are going to request DNS lookups in that router.
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0. Click on the +A4dd button to add a new DNS server. Use the information below.

Add Name Servers X

Routing Instance =

INET-Transport-VR ~
Source Network
INET ~
Name Servers = -+ Search Domain -+
| Search Domain Mot Configured
z.8.5.4

p. Click the OK button to add the DNS server to the INET-Transport-VR.

q. After you have added a DNS server to the INET-Transport-VR, return to the Monitor > Tools > Run Traceroute dialog.

r. Run the Traceroute function again with the hostname www.google.com. The test should succeed now.

Summary  Services Networking  System  Tools

RunPing RunTCPDums  RunSced Tt

Configuration  Shell ~ ConfigStatus~  Upgrade

Subscription

get Host Name/Address Routing

www.google.com INET-Transport-VR v

Source P Protoco!

10.27.11.101

Latest Results.

traceroute to www.google.com (172.253.122.147), 30 hops max, 60 byte packets
110.27.10.212 0.830 ms 1.350 ms 1.349 ms

224455229 4512 ms 3.236.60.53 9.863 s 3.236.62.107 10,890 ms
32404.112.64 2.348 ms ~ 240.0.56.97 2:328 ms
4240.0.236.3 3.866 ms 240.0.236.1 3.863 ms " b
5100.100.36.98 3.298 ms 100.66.47.76 15.401 ms 100.100.430 3896 ms

—tiiihien
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Next you will run the TCP Dump application to perform a packet capture. The remote testing host does not have an application that

can read the packet capture files, so you will not be able to view the data. An application such as Wireshark is able to read the files in a
production environment.

s. Navigate to the Run TCP Dump tab.

t. Inthe Run TCP Dump dialog, enter interface vni-0/2.The number of packets should be pre-populated with a count of

100. This translates to the Filter in the Filter dialog (-c 100). You can also specify a timeout in seconds. Use the pre-
configured capture filter of 100 packets.

u. Click the Start button to begin the packet capture on the LAN interface.

Run Ping Run Traceroute RunTCP Dump Run Speed Test

Interface Timeout (sec)
vni-0/2 hd
Filter Mumber of packets
-c 100 100
Explanation
We save the tcpdump data into 102-20240126-115050 pcap once you
stop tcpdump.

Latest Results

Started capturing on vni-0/2

Will complete Tcpdump in 0:44 minutes. You can also click on the Stop button to end Tepdump.

A default 60 second timer will begin. Once the timer is complete, the dashboard will allow you to download the captured packets.

Filter

-c 100

Mumber of packets

100

Explanation
We save the tepdump data into 102-20240126-115050.pcap once you
stop tcpdump.
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Next you will run a speedtest function to test circuit speed.

v. Click on the Run Speed Test tab to open the speedtest dialog.

S01B01 | San Diegs, CA, USA
Megmt. Address: 172.15.0.10
System Bridge Address: 0A:28:E1:DE:47:00

@ Reachable | SYNC:IN_SYNC Up since: Mon Jan 22 08:32:29 2024

Summary  Services Networking System  Tools Configuration ~ Shell  ConfigStatus™  Upsrade  Subscription

RunPing  RunTraceroute  RunTCPDump [EGULENSSRCHE

Routing Instance

INET-Transport-VR v

Latest Results

Please make sure versa-speeditest Routing Instance is configured under / Configuration / Others / System / Domain Name Servers. Please refer to the Versa Internet Speed Test decumentation for details.

Speedtest can be run between the VOS device and a Versa Appliance, or to a public speedtest server (if public Internet access is
available). To use a VOS device as a speedtest server, you must enable the speedtest server function in the appliance Configuration >
Others > System > Speedtest dashboard.

For this lab you will do a speedtest to a public speedtest server.

w. In the Run Speed Test dialog, click the Internet tab.
x. Inthe Routing Instance field, enter INET-Transport-VR.

y. Click the Test Speed button to begin the test. The test will take up to 30 seconds to complete.

Latest Results
Downlink
Measured Downlink: 1930.62 Mbps
Measured Uplink : 1370.55 Mbps
ServerID: 14229
Server: Ashburn, VA (74.32.190.35)
Data Sent : 19568
1930.62 Data Received : 26768
jooss —_ Routing Instance : INET-Transport-VR
Latency: 7.99ms
Executed At: Friday. Jan 26,2024, 02:19 PM
Uik Executed By : Student01 (18.232.183.107)
Country: United States
1370.55
12685 13725
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z. Return to the Summary screen. In the summary screen you can measure the speed of circuits using the Measure button.

aa. In the Summary screen, click the Measure button on the INET link.

Configuration ~ Shell  ConfigStatus” ~ Upgrade  Subscription

Summary Services Networking  System  Tools

Bandwidth (Mbps)

Status Live Data

Interfaces
Interface Network Name Service Provider
Operational Admin Configured Measured
> wi-0/00 INET - ? 99000 4 990,00 c o (=B
vil-0/1.0 MPLS 0.00 000 [SRON vicasure ]
> wi-0/20 Student01_Lan
Rowsperpage (25 | Showing 1 - 3 of 3

ab. Enter the SPHUB-NEW as the Remote Destination, then click OK.

Bandwidth Measurement

Remote Circuit Name

Remote Destination *
SPHUB v ---Please Select-— hd
Remote Circuit Media Remote Circuit Type
v -—Please Select— hd

-—Please Select-—-

After the test is complete, the results will display in the Bandwidth column.

Interfaces
Interface Network Name Service Provider — Hive Datal Sandeidih (1569
Operational Admin Configured Measured
> wi-0/00 INET - 99000 990.00 c o (2
> wni0/L0 MPLS 0.00 } 0.00 [SCY ticasure |
> w020 Student01_Lan
Rowsperpage (25 + | Showing 1 - 3 of3

STOP! Notify your instructor that you have completed this lab.

(C) Versa 2025

172



