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Look for these
hints to help you
in the labs

Introduction to Versa Director

The Versa Networks lab environment consists of a fixed, pre-configured topology that will allow you
to explore, configure, and manage Versa Networks CPEs by using Versa Director, the central
management and orchestration platform for a Versa Secure SD-WAN solution. After completing this
lab, you will be able to:

* Identify the functions of the main Versa Director tabs
* Navigate through the Versa Director environment to accomplish some basic tasks

In this lab, you will be assigned a single CPE device (Branch device) for configuration and
monitoring.

The lab environment is accessed through a remote desktop connection. The remote desktop
connection opens a remote workstation, where you will use various tools to navigate and configure
the lab environment. The main tool you will use in this lab is Versa Director. Versa Director can be
accessed by opening the Google Chrome browser on the Remote Desktop. There is a bookmark to
the Versa Director device in the Google Chrome bookmark bar.

This lab environment is a shared environment. There may be up to 5 other students in the
environment. Each student has their own remote desktop, but the Versa Director is shared.
Because of the shared environment, you may see configuration templates, device groups,
workflows, and devices that other students have created, or that have been pre-provisioned within
Versa Director. It is important that you only modify the configuration components that are assigned
to you by your instructor.

During certain lab parts, the lab guide will present sample output from the GUI or the CLI. The
sample outputs are SAMPLES and represent the information as it appeared during the lab guide
creation. Your output may vary in some ways (some devices may or may not be present, some
routes may or may not be the same, etc.) Do not be alarmed if your results vary slightly from the
results shown in the lab guide. The important thing is that the lab functions in the desired manner.

This lab guide will step you through some common tasks that are performed on Versa Director.
After an introductory set of exercises, you will be asked to perform some basic tasks that will allow
you to become more familiar with the environment. At the end of the lab guide you can find
additional help on to how to complete the tasks, so if you have trouble with a task, please refer to
the help section. If you still cannot accomplish the task, ask your instructor for assistance. In
addition, you will see placed throughout the lab guide to help you along.

The goal of this and all lab exercises is to help you gain additional skills and knowledge. Because of
this, the lab guide contains additional instruction to supplement the student guides.

Now that we’ve discussed what is expected, let’s get started!



Introduction to Versa Director

VERSA NETWORKS LAB GUIDE

v A

Lab Topology

OoB Management Director Analytics

Network a
‘

Public
Internet

Remote Landing Station

The remote landing station connects to
all devices through the out-of-band
network for management (not shown).

Controller

Internal Web
Server
@ h
=0
Hub105
_— - — - - _~
W VOS|HY-------=---=| ¥ vos ¥ VOS|g------------ ¥ vos ¥ VOS|J-----nmmmmne J vos
Branch110 Branch111 Branch112 Branch113 Branch114 Branch115

Each branch device connects to the MPLS
transport and to the INET Transport

vni-0/0  vni-0/1

e MPLS: vni-0/0
e INET:vni-0/1

Each branch connects to a local LAN
e vni-0/2

Each branch pair has a cross-connect (used in
HA labs only)

vni-0/2 " vni0/3

Versa Director Login: labuserXYZ (e.g. labuser110, labuserlll, etc.)
Versa Director Password: Versa@123

Remember Branch OoB Login: versa
Branch OoB Password: versal23

this! You will
use it a lot!

Testing Host Login: labuserXYZ (e.g. labuserl110, labuserlll, etc.)
Testing Host Password: versal23
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Interface Addresses

Branch110 192.168.19.110/24 192.168.20.110/24 172.16.110.1/24
Branch111 192.168.19.111/24 192.168.20.111/24 172.16.111.1/24
Branch112 192.168.19.112/24 192.168.20.112/24 172.16.112.1/24
Branch113 192.168.19.113/24 192.168.20.113/24 172.16.113.1/24
Branch114 192.168.19.114/24 192.168.20.114/24 172.16.114.1/24
Branch115 192.168.19.115/24 192.168.20.115/24 172.16.115.1/24
MPLS Gateway 192.168.19.3

INET Gateway 192.168.20.3

Controller Addresses

MPLS MPLS Gateway INET INET Gateway

192.168.17.3/24 192.168.17.1 192.168.18.3/24 192.168.18.1
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Exercise 1: Connect to the remote lab environment

The first lab exercise is to become familiar with how to connect to the remote lab environment.
Your instructor should have reviewed the following information with you prior to starting:

* Branch/Node/CPE Assignment
* Remote Lab Access

If you have not yet been assigned a branch device, please contact the instructor as this is a shared
environment, and each student will configure and monitor a specific branch node.

Question: What node is assigned to you in the lab topology?

Follow the instructions provided by your instructor to connect to the remote lab environment.

Once you have started your remote desktop session, you will be presented with the remote
desktop:

Multi-tabbed Putty

Readme (instructions and|

login information)
README.bxt

Remote Desktop to
testing hosts

Google Chrome Browser

1 C BB B g
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On the remote desktop, open the Google Chrome browser window. The Google Chrome browser
window contains a bookmark to the Versa Director. Log into the Versa Director with the username
associated with your assigned branch device:

Branch110 labuser110 Versa@123
Branch111 labuser111 Versa@123
Branch112 labuser112 Versa@123
Branch113 labuser113 Versa@123
Branch114 labuser114 Versa@123

Branch115 labuser115 Versa@123
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Exercise 2: Identify the main components of Versa
Director

You should be placed into the Administration > Appliances dashboard of Versa Director. There are 5
tabs at the top of the Versa Director user interface. Each of the tabs represents a set of dashboards
to perform certain tasks, such as monitoring devices, managing configuration components on Versa
Director, and creating and managing different components. The currently selected tab is highlighted
automatically:

NETWORKS

WV VERRA
Monitor Configuration Workflows Administration Analytics

& Organizations Total Appliances : 3
2 Appliances Search
; Connectors >
o system > O Name Mgmt. Address Type Time Created Service 5ta
& Noffieation conlig: © 10.0.160.103 Branch Thu, Dec 10 2020, 16:30 Mon, Jan 2
23 Entitlement Manager %

192.168.122.4 Controller Tue, jun 30 2020, 1419 Mon, Jan 2
A4 Director User Mana... >

10.0.160.101 Hub Tue, Jul 21 2020, 1445 | Mon, Jan 2
B Inventory >
£ SDWAN >
& Support >

Many times there | The Appliances table of the Administration dashboard lists all of the deployed appliances in
are multiple ways | the SD-WAN environment. You can click on a device in the list to navigate directly to that
device’s configuration and monitoring dashboard. You can also navigate to the individual

to navigate

between windows . . . o :
and dashboards. | device configuration and management dashboard by clicking the Monitor tab.

The main tabs are:

* Monitor: Provides access to device specific statistics, status, and configurations

* Configuration: Provides access to configuration components stored on Versa Director, including
Device Groups, Bind Data, and Device and Service Templates

»  Workflows: Provides access to create new workflows and to view and update existing workflows

* Administration: Provides access to SD-WAN environment configuration, including device
inventory, deployment information, overlay configuration, external connectors, organization
definition and configuration, user management, and licensing. It also provides access to the
software management features, such as downloaded OS packages, Security Packages (Spacks),
etc.

* Analytics: Opens the Versa Analytics GUI within Versa Director
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Because you’re already here, let’s explore the Administration tab.

The menu on the left displays the main categories of administration information. Wherever you see
a > symbol, this means that the category can be expanded:

£ Organizations £ Organizations
2= Appliances 2 Appliances
1?’ Connectors % 5 Connectors p
[ system 5 2 system %
1 Motification Config... > A Notification Config... >
{5 Entitlement Manager {2 Entitlement Manager
At Director User Mana... % At Director User Mana... %
B Inventory S [ Inventory ~
# SDWAN 5 B mage
& Support S @ Hardware
(k] Security Packages
=] 05 security Pack.. >
L1 ucPe S
#a Unknown Devices
7 SDWAN 5
& Support p

Expand the Connectors menu. The Connectors menu lists
the different types of connections that are available to 2 Organizations
other systems, such as Analytics clusters, authentication Search
. = Appliances

servers, syslog servers, and so forth. If you click on the 8 ¢ R
Analytics Cluster menu item, you'll see a table that lists all v Connectors e -
of the Analytics connectors on the system (which is &= Local » ) | analytics
currently one). The Analytics connector provides the T CMS
information needed for Versa Director to communicate ] Authentication
with the Versa Analytics node or cluster.

B syslog

2 Kafka

M amqP

2=  Analytics Cluster

0 system v
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Next expand the System menu. The System menu is where - System

Versa Director system information is configured, including v
Versa Director High Availability, NTP servers, the Versa = High Availability
Director license, DNS settings, Time Zone settings, and so —_5‘ Authorization *
forth. It’s important to remember that the Versa Director is & Uptime

a computer system that may need to perform functions for =

the local processes, including DNS lookups and local = Resource

routing. These settings are NOT for the SD-WAN systems. : MNTP Server

These settings are for the local Versa Director system. &  Static Routes
. DNS
| License

¢ Southbound Addres...
&) Director Upgrade

P sso
Time Zone
Proxy Setting

Expand the Inventory menu. Here you will see dashboards & Inventory ~
to manage the software images stored on Versa Director, B Image
the current device inventory, which includes devices that
have been created in the Versa Director database B Hardware
(Hardware), Security Package management, OS Security = Security Packages
package management, and uCPE images. The Unknown @ 05 Security Pack..
Devices dashboard lists appliances that have been
onboarded but that have a serial number that does not L1 ucPe by
match a device serial number in the Hardware table. 2_  Unknown Devices

The SDWAN Settings dashboard is where the SD-WAN overlay address scheme is defined.

WVERSD

Monitor Configuration Workflows Administration Analytics

2 Organizations
= Appliances
¥ Connectors

Device Settings = Overlay Addressing Scheme (S
Preferred Software Version N/A Pv4-Prefix 10.0.0014

2 system Do Not Encode

B Notification Config.
3 Entitlement Manager

¢ Director User Mana,

Cvvvvy

B inventory
B image
B Hardware
@ security Packages
® 05 Security Pack.. >
L1 ucPe >
. Unknown Devices
$ SDWAN v
4, settings
@ support >

Overlay Addressing Scheme =B =

Maximum Orgar
Maximum Controllers
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Exercise 3: Explore Versa Director

In this lab exercise, you will explore various dashboards of the Versa Director platform and answer
questions related to the areas that you explore.

|E> Task: Navigate to the Configuration tab. Use the GUI to find the values needed to fill in the
three options found under the Templates dropdown in the diagram below.
If you are assigned

Branch 110, the
template created

for your device
probably has a
name related to
Branch 110

Monitor Configuration Workflows Administration Analytics

Templates ~ Devices = Objects -

Organizations Tem

IE:> Task: Use the GUI to fill in the options in the Devices drop-down

Monitor Configuration Workflows Administration Analytics

Templates = Devices » Objects «

Search @| |

MName @| |Drganizaticn5 Ten

©) |
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IE> Task: Use the GUI to fill in the options in the Objects drop-down

Monitor Configuration Workflows Administration Analytics

Templates = Devices + Objects «

Search @| |
Mame @| bns

» Task: A workflow is a step-by-step process to perform a task. In Versa Director, a workflow
is a step-by-step process to create something, similar to a configuration wizard. The
process or settings used are saved so that the process can be repeated, or so that settings

in the original process can be changed and re-used to update or modify the object that the
workflow created.

Navigate to the Workflows tab. In the Workflows tab, fill in the left-side menu that displays
the types of things you can create by using a workflow.

v VERSA

HITWORNE

Monitor Configuration

Infrastructure ~
8| |h.|a me
| |"-:--1:-':: er
Template v —

| |
Q) |
| |
(o) |
Devices A

@) |
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Task: Open the Monitor tab. In the Monitor tab there is a left-side menu and a sub-menu at
the top of the table displayed on the page.

Vv VERSA

NITWORKT

Configuration

Search summary Dewvices <————— Sub-Menu

Organization Menu

&2 pirector Asset Inventory

H il
P 5 P

Tenant?

With the SP organization selected, click on the Devices tab to display devices that are
managed by the SP organization.

Click on the Tenantl organization. With the Tenantl organization selected, click on the
Devices tab to display devices that are managed by the Tenant1 organization.

Question: What differences do you see between the SP organization view and the Tenantl
organization view within the corresponding Devices tables?

» Task: Click on your branch device in the Tenantl Devices table.

Question: How did the main menu bar change when you opened your branch device?

= e Monitor Analytics Configuration Administration
Configuration Workflows Administration Analytics (LS 4 b -
Summary Services System Tools
Summary  Devices
Total Appll o 2 dee Branch-110 :10.0.160.103 Location @ USA
2 pirector L ppances:
- Search
= SP CPE Interfaces
et m Mgmt, Add 7 Tirme Created
s ame gmt. ress ype T Interface * Network Name Service Provider
Operational
O |Branch-110 10.0.160.103 Branch Thu, Dec 10 20: Vni-000.0 B E 'y
| 8l 192.168.1224 Controller Tue, Jun 30 202 ni-0/1.0 © INET T

Before After
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Key Differences: Device Context Mode (also called Appliance Context Mode)

Y VERSA

NITWORKS

Analytics Configuration Administration

Branch-110

Search

Summary Services System Tools

Tenantl °
Branch- = b Location @ USA

CPE Interfaces

q
Interface * Metwork Na Service Provider SR 1
vni-0/0.0 & MPLS T
ni-0/1.0 @ NET 1 B
vni-0/2.0 @ Local-LAN T
\ N\ -
Return to Current Device Parameters and properties that can be
global menus monitored on the device
(Exit Device
Context)

Task: Explore the Services options in Device/Appliance Context mode.
Open the Services tab for your device. There are 2 main categories of services that can be
viewed: Services and Networking. Take a few minutes to explore the type of information

available in some of the Services and Networking dashboards.

What type of information is available in the Services section?

What type of information is available in the Networking section?

Is the information listed above for an organization, or for a specific device?
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» Task: Click the Home button next to your device name. What happens to the display and
top menu bar?

RSA

NETWORKS

Analytics

Summary Services System Toolf

& Tenantl Branch-110 :10.0.160.103

Clicking the Home button takes you back to the main Versa Director system and
dashboards, and exits the device/appliance context mode.

» Task: Explore the Director User Management menus.

Navigate to the global Administration tab in Versa Director (make sure you are no longer in
the Device/Appliance Context mode). In the Administration tab, locate the Director User
Management menu on the left side and expand the menu. Select the Provider Users from
the menu.

Y VERSA

NETWORKS

Question: What uses are visible in the table?

Organizations

Appliances
Connectors

. . . System
Question: What role is assigned to your username?

ST«

Entitlement Manager

>
>
Notification Config... >
>
N

A% Director User Mana...

@ Provider Users
B Organization Users
Click your username to open the Edit Provider User dialog. 5. User Roles

% Active Users
Do you remember Question: What is the Landing Page configured for your user?  Locked Users
what dashboard you iti  External 550 role ma...
were presented with #fi Custom User Roles
when you first @, User Global Settings
logged on? B Inventory >

2 SDWAN 5

Click Cancel to close the dialog — do not change any settings. & support >
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Click on the Locked Users menu item. This is where user accounts that have been locked
out of the system due to repeated wrong passwords are listed. To unlock a user, you select
the user from the list and click the unlock button in the top right. Currently there shouldn’t
be any locked users on the list.

Organizations mi| vy 1 25

Appliances —

System N
MO LOCKED USER FOUND

Unlock users

=
]
=~
=
¥ Connectors
=
¥ Notification Config...
3

K% Entitlement Manager

[V RV VR

L Director User Mana...

Provider Users

Organization Users
<7 User Roles
% Active Users
Locked Users
it External SSO role ma...

i'i'i Custom User Roles
Q, User Global Settings

3.10 Task: Explore the Inventory menu.

;| —Select—

Expand the Inventory menu, then select Image

Organizations

from the list. This is where VOS software images | s
Note that there is are stored when they are downloaded to Versa & ;tmt L O ontconams serlvomber
sotwsonthe | Director Hiomeiinld o rrrrramer=rey
Hardware table, but 2e DirectorUserMana.. > = (O Branchils  SN-12345
the Appliance table | Select the Hardware menu. This is where |*."7"” | O e T
:tzstj:o”"ec“"ity devices that have been created in Versa Bt

Director are stored. It's important to remember © ossecuryPack.. >

that when you create a device in Versa Director, 5 i

it is stored as an object in the Versa Director | 2" .

database. The Hardware table lists devices that

have been created in Versa Director. The

Appliances menu table lists devices that have

been deployed and are active in the network.

When a device in the Hardware table is

onboarded or deployed in the network, a

corresponding Appliance is created in the |5 oo™

Appliance table — but only AFTER the device is | = > = P e

successfully onboarded and is live. E St:m‘;fi z

2% Director User Mana... >

Select the Security Packages menu. This is |* "7 v

where Security Package downloads are stored g A

and listed in Versa Director. These can be used ® o5 SecuiyPack... >

to update security package information on o enons

§ SDWAN >

devices in the network.

& Support >
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Task: Explore the System menus.

Expand the System menu. In the System menu. Fill in the hidden menu items in the image
below.

¥ VERSA

NETWORKE

Monitor

£8  Organizations

& Appliances High Awvailabilit
¥ Connectors > Master IP Addr
2 system v Slave IF Addres
= High Availability Failover
) Authorization 5 Date

WL
Resource
MNTP Server
Static Routes

DNS

W o

4 Southbound Addres...

550

Time Zone

Proxy Setting

Task: Explore the Analytics dashboard.

The Analytics tab opens the Versa Analytics dashboard. Currently there is a single Versa
Analytics node deployed in the network. However, when multiple Versa Analytics nodes
are configured and linked to Versa Director, you can select which Versa Analytics node is
displayed by choosing the node from the dashboard menu.

o e~ Administrator -
v VERSA @
NETWORKS
Monitor Configuration Workflows Administration Analytics
Analytics-Analytics America/Mew_York g Refresh v
(m \E 2 SP * || Lastday hd
SN s S

\ \

Currently displayed Analytics Node Organization level Time frame of displayed data
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IE3:> Task: Explore the Versa Analytics Dashboards

The left menu is divided into 2 main sections: Dashboards and Logs. The Dashboards
display historical statistic information gathered from devices in the SD-WAN. The Logs
section displays the logs that are sent from processes that run on the end devices.

Fill in the main dashboard names in the image below.

(m (] 2
Dashboards e

® |

Sites

Sites Map
Paths Each dashboard has sub-components

@ | that display graphs and charts related
to the SD-WAN. Take a few minutes to

. Applications
In Versa Analytics, y explore the dashboards and sub-tabs
you can select the Web s
. . within each dashboard entry. Please
main Dashboard Identity L.
title to display Eirewal note that because this is a lab
summary environment there may be many
information related Threats charts and graphs that don’t contain
to that dashboard @ | . g, P .,
topic. You can also Ueers any information because there isn’t
select the sub- any production traffic running on the
menus for more Users Map network
specific information. @ | ’
Interfaces
GUEST VNF
SNG
Logs N
Alarms
DHCP

Authentication
Firewa
CGNAT
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Select the System dashboard. What information is shown on the main System
dashboard?

Analytics-Analytics

<

pE——— |

America/New_York
Q ] 2 Tenant1 - ||all v | Lastday o
Dashboards S
SD-WAN 3
sites SYSTEM
Sites Map
Paths
Security g

Appliance health Appliance activity

Applications Ll Appliance Health Monitoring
Web
Identity Show| 1. ¥ |entries
Firewal
Threats Appliance

Secure Access o

Branch-110 2% 22% 69 1

Users

Users Map

System > Showing 1 to 1 of 1 entries

Logs ~

STOP! Notify your instructor that you have completed this lab.
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